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110. 249. 208. 86 Chi na 147.237.77.216 dover.idf.il TP Scan (vertical) drop 9
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
176. 13. 248. 58 I srael 147.237.77.216  |dover.idf il :;]; handshake viol ation, first packet mot |, 1
130. 194. 252. 8 Australia 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
110. 249. 208. 86 hi na 147.237.0. 17 Im”’" kosher-kravi i df.1 |y \1 by oie con Limit Tep drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Cer many 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address ‘Site |Sgna1ure Devi ce Action |Count |
46. 4.116. 197 Ger many 147.237.77.216 |dover. i df . i||C1000074: HITP. najestic bot Per mit 122
46.4.116. 197 Ger many 147.237.72.166 |aka.idf.il |ClL000074: HITP. majestic bot Per nirt 6

46. 4. 116. 197 Ger nmany 147.237.77. 74 lawidf.il |Cl000074: HTTP. najestic bot Per nirt 6

240. 0. 10. 13 147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) B ock 4
92.238.226.245 |United Kingdom [147.237.77.216 |dover.idf.il|Cl000074: HTTP. najestic bot Per nirt 2

106. 38.241.106 |China 147.237.77.216 |dover.idf.i||Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 2
92.238.226.245 |United Kingdom [147.237.72.166 |aka.idf.il [Cl000074: HITP. najestic bot Per mit 2
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46.19. 86. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
87. 70. 47. 207 147.237.77. 243 | srael nobi | e. i df .il GPL SCAN super scan echo 1
212.179. 228. 128 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 10 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.77. 233 | srael atal .idf.il GPL SCAN super scan echo 1
186. 232. 216. 154 147. 237. 76. 200 Brazil eitan aka.idf.il ET SCAN Potential SSH Scan 1
79.177. 251. 134 147, 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.77.212 | srael e. dover.idf.il GPL SCAN super scan echo 1
186. 232. 216. 154 147.237.76. 31 Brazil nakchal .i df.il ET SCAN NVAP -sS wi ndow 1024 1
79.176.101. 111 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.77. 176 | srael nat pash. i df .i | GPL SCAN super scan echo 1
46. 19. 86. 95 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 213. 5. 205 147.237.0. 33 Qhi na idf.il ET SCAN NVAP -sS w ndow 1024 1
87. 70. 47. 207 147.237.77. 121 | srael e.navy.idf.il GPL SCAN super scan echo 1
46. 19. 85. 145 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
163.172. 67. 13 147. 237.76. 34 Uhi ted Ki ngdom yohal an. i df.il ET SCAN Potential SSH Scan 1
87. 70. 47. 207 147.237.77.19 | srael | awf orumi df . i | GPL SCAN super scan echo 1
37.142.126. 10 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
132. 64. 216. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.76. 176 | srael test.ncore.idf.il GPL SCAN super scan echo 1
113. 240. 250. 154 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.70. 47. 207 147. 237.76. 86 I srael navy. i df.il @PL SCAN super scan echo 1
109. 60. 153. 178 147.237.72. 167 Russi an Federation ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.235. 109. 10 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
84.108. 137. 129 147, 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.77. 234 | srael hal ag. i df .il GPL SCAN super scan echo 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
79.182. 16. 225 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.77. 226 | srael v chanat z. aka. i df . i | GPL SCAN super scan echo 1
186. 232. 216. 154 147.237.76. 38 Brazil e.eneitav.idf.il ET SCAN Potential SSH Scan 1
79.177. 114. 24 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237.77. 179 | srael e.nazi.idf.il GPL SCAN super scan echo 1
186. 232. 216. 154 147.237.0. 15 Brazil kosher -kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
87. 70. 47. 207 147.237.77. 170 I srael naar achot . i df . i | GPL SCAN super scan echo 1
46. 19. 85. 200 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
176. 13. 236. 122 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
87.70. 47. 207 147.237.77. 61 I srael e.cogat.idf.il @PL SCAN super scan echo 1
46. 19. 85. 106 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
141, 226. 217. 125 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 70. 47. 207 147.237. 76. 196 I 'srael e.svivaidf.il GPL SCAN super scan echo 1
37.26. 146. 244 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
123. 206. 85. 139 147.237.72. 156 hi na aman. i df il ET SCAN NVAP -sS w ndow 1024 1
87. 70. 47. 207 147.237.76. 147 I srael chi nuch. aka.i df .i | GPL SCAN super scan echo 1
109. 67. 253. 219 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
87.69. 119. 245 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
141. 255. 144. 180|Net her| ands 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 263
141. 255. 144, 180|Netherl ands ~ [147. 237. 77. 216 |dover.idf.i1  |dr op gxzxz‘:ezw SN packet - RSTor 4 op 186
141. 255. 144. 180|Netherl ands  |147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber aert 175
141. 255. 144. 180|Netherl ands  [147.237. 77. 216 |dover.idf.il |dr op First packet isn't SN drop 68
141. 255. 144, 180|Netherl ands ~ |147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 61
46.116.52.210 |[israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence 35:; ;e”ansm't with different wndow | oitor  [s0
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 32
79.179. 124. 53 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 25
109. 67. 253. 219 |l srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
109. 67. 253. 219 |Israel 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 21
192.117. 235. 33 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
46. 19. 86. 25 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
109. 67. 253. 219 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |17
37. 26. 146. 138 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 17
31.146.30.104 |Georgia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
37.26.146.182 [Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence Smwade el remsm't with different moni tor |14
46.19. 85. 141 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber monitor |13
46.19. 86. 228 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
141. 255. 144. 180|Net her | ands 147.237.77. 216 |dover.idf.il Bad TCP seqguence alert 13
141. 255. 144, 180[Netherl ands ~ |147. 237. 77. 216 |dover. i df .1 fit:r'ne?ma:fgorE:grlr:ri: TP Segnrent Zggu:’sgf”;aci‘; Zfrog:‘;;."“m altowed 4 op 12
46.19. 85. 117 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber monitor |11
46. 19. 86. 155 | srael 147.237.76.42 |refuah.idf.il |dr op First packet isn't SYN drop 11
46.19. 85. 141 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber aert 11
87.70.0. 107 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 11
176. 13. 246. 247 |l srael 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert
46.116.52.210 [l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop
69.118.245.198 |Lhited States |147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
141. 255. 144, 180|Netherl ands  |147. 237. 77. 216 |dover.idf.il |Bad TCP sequence ?C(Z;e”ansm't with different wndow — oonivor s
176.13.245.76 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 7
185.37.148.18 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
46.19. 86. 18 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id ACGK nunber aert 6
46. 19. 85. 159 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
87.68.32.144  |Israel 147. 237.76. 200 [ei tan. aka i o {1 | SN Egine: TP Invalid Jinvalid segnent retransnission. Packet drop 6
Ret r ansni ssi on dr opped.
46.19. 86. 18 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber monitor (6
46. 19. 85. 159 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber monitor |6
82. 80. 192. 100 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
2.53.184. 220 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6
46. 19. 86. 25 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
46.19. 86. 196 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber moni tor |6
46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber alert 6
176. 13. 234. 180 |l srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
212.179. 228. 128|l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nuniber noni t or 6
46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber monitor (6
82.81.193. 82 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
212.199. 226. 66 |lsrael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 189 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber mnitor |5
109. 66. 181. 232 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
195. 60. 235. 57 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 86. 196 I srael 147.237.76.42 [refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5
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46. 19. 86. 224 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 121
2.53.165. 93 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 117
46.19. 86. 235 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 66
176.13.236.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
176. 13. 229. 254 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
195.200.205.2 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 4
85. 65. 170. 62 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Gode B ock 3
212.143. 156. 223l srael 147.237.72. 156 |anan. i df . i | Distributed Suspicious Response Code B ock 3
195. 200. 205. 2  |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 195. 200. 205. 2 B ock 3
130.92. 9. 58 S t zer| and 147.237.72.166 |aka. i df . i | m;:(gﬂt;d. ilﬂa:;hn(/’rrioﬁ(/j d';f;ﬁ‘l’f' ;(S’:)XK”O"‘” AL on Bl ock 3
2.53. 160. 81 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.1. 117 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
46.121. 136. 156 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
37.26.147.138 [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
194.90. 128. 185 |Israel 147.237.77. 216 |dover . i df . i | mﬂt;‘foz 'lff’iagﬁ/ ﬁ]‘;’zir;ﬁ senest rech. gi B ock 1
133.208.21.66 |Japan 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to 147.237. 77. 216/ access/ accessroot.asp  |Bl ock 1
77.139.180.13 |France 147.237.72. 156 [aman. i df . i | Distributed Whaut hori zed URL Access on v aman. i df.il/favicon.ico |B ock 1
176.13.247.77 |Israel 147.237.77.243|nobi l e. i df . i | Mil ti pl e Wnaut hori zed URL Access from 176. 13.247. 77 B ock 1
87.70. 47. 207 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237. 77. 216/ 894- he/ dover . aspx B ock 1
66.249.64.112 [Israel 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wwwu cogat.idf.il/sip_storage/ B ock 1
37.26.148.155 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
163.172.52. 197 |Wnited Ki ngdom [147.237. 77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ admin/i 18n/readne. txt  |Bl ock 1
79.182.118.81 [Israel 147.237.72. 156 [aman. i df . i | Distributed Suspici ous Response Code B ock 1
212.179.21.194 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/sip_storage/files/ B ock 1
2.53.175.18 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
176.13.247.77 |Israel 147.237.77. 243 |nobi | e. i df . i | m;ult:?rc;fsz /g;‘egpgf;im;es“ <t ehi | ddocument </ 1431 B ock 1
89. 237. 107. 221 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
37.26.149.155 |Israel 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
79.183. 83. 40 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46. 39. 54. 175 gcsj:;:ﬂ on 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx |Bl ock 1
213.8.66.17 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 213.8.66. 17 B ock 1
37.26.146.138 |[Israel 147.237.77. 216 |dover.i df .i | Mil tiple Unhauthori zed URL Access from 37. 26. 146. 138 B ock 1
188. 120. 133. 201l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df . il/589-he/ pat zar . aspx= B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi i yoman/ enl ar ge. asp |Bl ock 1
195. 200. 205.2 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua atal .idf.il/sip storage/files/8  |B ock 1
46.19.85.11  |israel 147.237.76.31 |nakchal .idf .l ﬂ?“tzggr;éegﬂ?pfgfsfasgéﬁl | os/ 8 1668, doc Bl ock 1
84.108. 103. 218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
46.116.52.210 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
217.157.54.26  [Denmark 147.237.77. 176 |nat pash. i df . i | m”é;‘g(;rti'ffj?' fﬁ‘sips;?ifa;‘;m | es/ 6/ 4616, pg Bl ock 1
37.26.146.138 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waww i df . il/1153-23238- he/ dover. asp B ock 1
194. 90. 128. 185 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 194. 90. 128. 185 B ock 1
132.74.208. 102 |Israel 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/9/113709. pdf  |Bl ock 1
77.138. 80. 38 France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to vww aman. i df .il/favi con.ico B ock 1
207. 46. 13. 31 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 1
46.19. 85. 79 I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
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