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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
134.191. 232. 72 | srael 147.237. 76. 86 navy.idf.il |JLMPurple Gon Limt Htp drop 81
134.191. 232. 72 | srael 147.237.76. 86 navy.idf.il |JLMPurple Con Limt_Tcp drop 31
37.26. 149. 167 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 13

2.55. 33. 32 | srael 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn drop 8
2.53.171. 184 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 6

195. 62. 53. 168 Russi an Federation 147.237. 76. 42 refuah.idf.il|bl ock-sp-trafl forward 1

82. 80. 100. 26 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address ‘Site |S gnature |Devi ce Action |Oount |
147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) B ock 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
46. 19. 86. 200 147.237.76. 42 |[Israel refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 7
163.172.129. 15 |147.237.77. 233 |Uni ted Kingdom |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
137.74.174.250 |147.237.0.19 |[Hong Kong madi matal .idf.il ET SCAN Potential SSH Scan 1
123.100. 170. 234(147.237.0. 16  |Korea, Republic of |ny-kosher-kravi.idf.il ET SCAN Behavi or al ,Lhusua] ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
109. 67. 207. 218 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
89. 237. 113. 239 [147.237. 77. 216 |France dover.idf.il portscan: TCP D stributed Portscan 1
79.182.23.228 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.181.23.188 |[147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
217.132.63.84  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
72. 25. 36. 237 147.237.72. 166 |Wnited Sates aka.idf.il ET VBB SERVER Poi son Null Byte 1
163.172.129. 15 |147.237.77.234|United Kingdom |hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.142.229. 111 |147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
137.74.174.250 |147.237.0.35 |Hong Kong akaws. i df . i ET SCAN Potential SSH Scan 1
128.232.110. 28 |147.237.76.177 |Lnited Kingdom |ncore.idf.il ET SCAN Potential SSH Scan 1
109. 253. 205. 167|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.98.176.73  [147.237.77.216 :%ZSH:E'?C dover i df .il portscan: TGP D stributed Portscan 1
84.109. 18. 244  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.202. 185 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
79.176.126. 72  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
192, 114. 91. 248 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
79.181.204. 197 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrsa;aslnlt wth dfferent moni tor  |120
80.178.170. 231 |Israel 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 68
2.55. 158. 235 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 46
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
132.72.153.191 [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different moni tor |28
176. 13. 8. 189 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
138.134.192. 10 |lsrael 147.237.72. 167 |ishurimaka.idf.i|[SYN At t ack SYN -> SYN-ACK -> RST noni t or 26
62.0.221. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
95. 35.155. 110 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
80. 246. 130. 95 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 15
46.116.100.59  |Israel 147. 237. 72. 167 [i shuri maka i o1 || S NG Engine: TP Invalid invalid segnent retransnissi on. drop 15
Ret r ansni ssi on Packet dr opped.
93.172.112. 110 |Israel 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different moni tor |14
46.19.86.153 [ srael 147. 237. 77. 216 |dover.i df . i Stream ng Engl ne: TGP Invalid  finvalid segnent retransnission drop 13
Ret r ansni ssi on Packet dr opped.
2.53. 63. 204 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
46. 19. 86. 131 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
134.191. 232. 72 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
217.132.110.60 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
109. 253. 143. 178l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
46.19.86.161 | srael 147.237.0.34 |tikshwv.icr il |2 €MNg Bngine: TCP Invalid - finvalid seqnent retransmssi on, drop 12
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 31 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
37.26.149.149 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
176. 13.245.53  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
109. 253. 199. 246l srael 147.237.0.19 nadi matal .idf.il|SYN Att ack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 85. 236 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 86. 124 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.53.50. 252 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
2.53.129. 44 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
5.102. 195. 53 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.19.85.106  |Israel 147. 237.76. 200 [ei tan aka i 11 || S3M NG Engine: TP Invalid - invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
195. 60. 232. 57 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
62.0.221. 129 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 9
46. 19. 86. 176 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
2.53.170. 250 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
2.53.150. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
152. 62. 109. 204 |Eur ope 147.237.76.86 |navy.idf.il drop SAMrul e drop 8
2.53.24.144 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
151. 34.127. 141 |ltay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
109. 253. 200. 21 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
77.127.43.80 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
84.229.4.134 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 210. 206. 209 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.53.148.3 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
156. 204. 16. 63  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 45 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Invalid ACK nunber aert 6
109. 253. 229. 61 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.53.20. 168 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 255 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
37.26.147.187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.1.117 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 165
109. 253. 199. 246|| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 154
46.19. 85. 125 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 85
37.26.146.175 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 52
2.53.19.128 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 49
2.53.37.219 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
109. 253.214. 50 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 11
46.19. 85. 125 I srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock
77.126. 89. 16 I srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 5
109. 252, 29. 58 :Zg::t”i o 147.237. 72. 166 |aka. i df . i | m;:(zuit;q iﬁr}a;ihn(;rr:ozrs d“g;ﬂ??.;g;xmom UL on B ock 4
176. 13. 228.0 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 4
176. 13. 241. 186 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 85. 227 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 4. 194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 129. 106|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
185.32.179.55 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/navy/htm/tool fs. asp B ock 3
77.126.89. 16 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | awidf.il/sip_storage/files/5/ B ock 3
109.64.141.19  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : ?r(;fz‘f? , g;esgrcﬁzsnptl O e/ 1 st chi | ddocument s/ 1362 Bl ock 2
37.142.8.32 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
5.22.134. 247 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mbde None 2
213.57.48. 97 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
46.19. 86. 212 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
84.94.103.219 [Israel 147. 237.77. 216 |dover . i df . i | Shauthor] zed L s L adover . aspxX Bl ock 2
46.19. 85. 147 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176. 13. 235. 159 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
93.172. 112. 110 |israel 147.237.76.31 |nakchal .idf.il ﬂ?f’tzggri?é.egyﬁpfgfgf;g;ofi | o5/ 8 1668, doc Bl ock 1
66.249.65.24 [ Israel 147.237. 7. 216 |dover . i df il [shanhorized L fecess 1o dover . aspx Hock |1
46. 19. 85. 168 | srael 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 1
195. 62. 53. 168 gcsj:;:ﬂ on 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to gnail . cond engi ne/ | og. t xt B ock 1
81.218.37.2 I srael 147.237.77. 216 |dover.i df.i |l Unaut hori zed LRL Access to wawidf.il/sip_storagel/files/5/ 1475. png Bl ock 1
Unknown HTTP Request Met hod
72. 25. 36. 237 Lhited Sates |147.237.72.166|aka. i df .i | ol [#O]1[[#0]]1[[#0]][[#23]] aVAEE6E [#25]] &i « A [#28]]¢ in LR °' B ock 1
+Y-0ds 5"NeNnxx©
138.134.102. 15 |Israel 147.237.76.42 |refuah.idf.il  [057 buted haut horized é&aﬁcgispi on Bl ock 1
68.180.229.223 |Uhited Sates 147.237.76.86 |navy. idf.il mu;;vu;;]\?;.lizdef(.jitlﬁeﬁcpr:ltszs/t;har ed/ user cont r ol s/ header upper / Bl ock !
84.100.10.49 [Israel 147.237.77.233|at al . i df . i | e ot hor zed R _Agscs)fs on Bl ock 1
52.30.171.229 |Ireland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / Bl ock 1
213.8.204. 12 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Qode B ock 1
77.138.102.30 |France 147.237.72. 166 |aka. i df . i | m;:(s_”it;d_ iﬁ’}a:;ihnc;rr:o?i‘/j d'\efzﬂj’?_;g;xmm"" R on Bl ock 1
109. 253. 206. 185l srael 147.237.72. 156 [arman. i df . i | D stributed Suspicious Response Code Bl ock 1
72. 25. 36. 237 Lhited Sates |147.237.72.166|aka. i df .i | Il1egal HITP \ersion B ock
101.178.206.92 |Australia 147.237.0.34 |tikshuv.idf.il ﬁ?“;ggéﬁ;’tlf‘/ f(fnfjifie;tor ool fi nder el i nder e Bl ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/irag/ english/default.asp B ock 1
207.46.13.115 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
82.81.73.109  |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147. 237. 77. 233/ 1250- he/ at al . aspx Bl ock 1
77.126.89. 16 I srael 147.237.77.74 |lawidf .il Mil ti pl e Unaut horized URL Access from 77.126. 89. 16 B ock 1
72. 25. 36. 237 Lhited Sates |147.237.72.166|aka. i df .i | Abnormal |y Long Request net hod B ock 1
85. 64. 26. 233 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 1
62.0.192. 63 I srael 147.237. 72. 166 |aka. i df . i | m“;kr:: 'dfz .eidl /ﬁtl Z??m tf:ﬁ;tce’rs” rer. asp Bl ock 1
185.32.179. 46  |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Gode Character in URL from185. 32. 179. 46 B ock
77.138.171. 111 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/ishurindnai n/ Bl ock

09-19-2016-14:04:02 to 09-19-2016-15:04:02




