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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
212.25.74. 130 | srael 147.237.77. 216 dover.idf.il B ack List drop 12
109. 253. 157. 117 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
212.25.74. 130 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List dr op 6
176. 13. 248. 239 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
195. 113. 161. 82 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
31.168. 240. 21 | srael 147.237. 72. 156 anan.idf.il B ack List drop 3
31.168. 240. 21 | srael 147.237. 72. 166 aka.idf.il B ack List drop 3
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
106. 186. 113. 132 Japan 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

108. 59. 8. 70 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

62. 0. 109. 106 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 169. 70. 109 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 131 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
109. 253. 208. 243 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.53.136. 250 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 80. 78 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.28.36 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 237. 124. 202 147.237.77. 216 France dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 12. 110 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 0. 198 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176. 136. 18 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
217.132.30. 79 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126. 55. 57 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.242. 184 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 135 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
132.72.172. 153 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29. 195. 147 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 145. 232 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.129. 80 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.172. 102. 212 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
88. 202. 218. 238 147. 237.77. 216 Lhi ted Ki ngdom dover.idf.il portscan: TGP Distributed Portscan 1
79.181. 49. 114 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.58. 131 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176. 102. 11 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
216. 81. 230. 167 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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79.181. 204. 197 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal & noni t or 24
212.235.98. 139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
176. 13. 229. 170 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 17
37.26.146.140 |[Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
46. 19. 86. 144 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 14
87.69. 79. 52 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
87.69.52. 104 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
87.69.52.104 [ srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |12
46. 19. 86. 236 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 12
192. 114. 180. 18 |Israel 147.237.77.233|ata .idf.il drop Frst packet isn't SYN drop
46.19. 85. 25 I 'srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 25 I srael 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Invalid AGK nunber noni t or
176.13.14.127 [israel 147.237.77.216|dover.idf il |Bad TCP sequence SmwAae e reansm wehdifferent 1 onitor |6
80. 246.136.73 |lsrael 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 6
109. 253. 192. 2531 sr ael 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
62.0.212. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 60 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber aert 6
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
62.0.229. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
176.13.14.127 |lIsrael 147. 237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 85. 60 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
192.114. 180. 18 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 225 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 5
217.194.199. 124|I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SmwAae el reansm wehdifferent | onitor |5
212.179. 219. 237l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
80.179.114.11 |[Israel 147. 237.72. 156 |anan. i df . i | Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 207 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.179. 219. 237|lI srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.55.181. 108 I srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
87.69. 55. 51 I srael 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
2.55.181.108 | srael 147.237.72.167 |i shurimaka.idf .i|Bad TOP sequence mﬁsgfnsm wehdifterent Joonitor |5
213.57.133.162 |Israel 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.185.78 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
46.19.85.73 | srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
2.53.185.78 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
46.19.85. 73 | srael 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
213.8. 10. 15 I'srael 147, 237.76. 200 |ei tan aka.ior. i1 || SAM NG Engine: TP Invalid  invalid segnent retransnissi on dr op 4
Ret ransni ssi on Packet dr opped.
2.53.185.78 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.231.192. 149 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 234 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 4
176.13.14. 127 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.53.185.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 4
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 4
46. 19. 86. 234 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.178.43.65  |lsrael 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP Invalid  Jinvalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dr opped.
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
2.53.185.78 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
46.19.85.73 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 85. 49 | srael 147.237.0.34 [tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 25 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
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2.55. 58. 209 | srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 117
2.53.34. 44 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 110
175. 44. 17. 50 Chi na 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 175.44. 17. 50 B ock 12
199. 203. 68.10 |Israel 147.237.72. 166 [aka. i df . i | Dstributed |l1egal Byte Qde Character in URL Bl ock 11
109. 253. 192. 253|| srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
2.53.161. 76 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 5
46. 19. 85. 227 | srael 147.237.0.19 |nmadimatal .idf.il| |[Ostributed Suspicious Response Code B ock 5
84.95.251.107 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 4
199. 203. 37. 197 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 4
175. 44. 17. 50 Chi na 147.237.77.216|dover. i df . i | PHP Attenpt B ock 4
46. 19. 85. 82 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 253. 199. 247|I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
2.53.62. 165 | srael 147.237.0.19 |nadimatal .idf.il| [Ostributed Suspicious Response Code B ock 3
185. 27. 106. 4 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
213.57.62.132 [Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
92.54.222.163 |Gorgia 147.237.72. 166 |aka. i df . i | m;:(:.“it;q iﬁt}a;ihn(;uozrs dg;ﬂ??;g;xmom R on B ock 2
46.19. 85. 152 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unknown HTTP Request Met hod from 46. 19. 85. 152 B ock 2
217.194. 199. 1241 srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
81.218. 97. 45 I srael 147.237.72. 166 [aka. i df . i | Dstributed |l1egal Byte Gde Character in URL Bl ock 2
5.29.7.71 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19. 85. 152 I srael 147.237.76.31 |nakchal .idf.il Mil tiple Ml formed URL from 46. 19. 85. 152 B ock 2
5.29.145.36 |Israel 147.237.76.42 |refuah.idf.il O ted atrorized ﬁaﬁcg‘fp‘:‘( on Bock |1
189.218.100. 7  |Mexi co 147.237.77.235|sviva.i df . i | Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
66.249. 76. 77 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
176. 13. 249. 146 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.74 |lawidf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
46. 19. 86. 105 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method 2np5uv55 in URL B ock 1
189, 219. 179. 92 |Mexi co 147.237.76.31 |nakchal .idf.il Mil ti pl e Redundant HITP Headers in header Content- Type B ock 1
2.53.63.22 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
187. 160. 159. 208 |Mexi co 147.237.0.15 |kosher-kravi .idf.i|Miltipl e Redundant HITP Headers in header Content- Type B ock 1
79.181. 204. 197 |israel 147.237.76.42 |refuah.idf.il 1D4§t ;;?f’;gﬂ;:t“;hg;ﬁ;deﬁe :ectcissz on Bl ock 1
66.102. 9. 26 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock
175. 44.17. 50 Chi na 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www i df.il/index. asp Bl ock 1
201.162.8.198 |Mexico 147.237.0.19 |madimatal .idf.il [Redundant HTTP Headers Content- Type B ock 1
85.65.60.135  [Israel 147.237.76.42 |refuah. i df il Paraneer Type M ol &t fglg_tr'];?g’g‘;he'r:;xacem deriStxtlasthame in g o 1
10. 102. 70. 15 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka.idf.il/ishurim B ock
189. 218. 146. 86 |Mexi co 147.237.77. 170 |maarachot . i df . i| |Mil tipl e Redundant HITP Headers in header Content - Type B ock
178. 255. 87. 242 zi;;gom 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Uhited Sates [147.237.77.74 |lawidf.il blppzi [[#24] 1 [[#8] 1A L[ #5] 1 [[#1]]$eo[[#22]]1 x4 A T*C [[#28]], RRRI - 4a |B ock 1
i [#15]] in URL
46.116.23.137 |Israel 147.237.72. 166 |aka. i df . i | m”{i":i gfa'rﬁr;e;m?:v @ﬂsﬂiﬁmm tn None 1
213.127.19.49 [Netherlands [147.237.72. 166 |aka. i df .|| m;:(:’it;d_ iLlj}a#;ihn(;rr:OZrS d'e\'fg;?‘tj_;g;xmo"‘" R on Bl ock 1
46. 19. 85. 152 I srael 147.237.76.31 |nakchal .idf.il Mal fornmed URL Bl ock 1
101.178.206. 92 |Australia 147.237.77.234|hal ag.i df . il Unaut hori zed URL Access to 147.237. 77. 234/ br oadweb/ bwr oot . asp B ock 1
188. 120. 148. 113|I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
80. 61. 166. 51 Netherlands |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
66.249.64.128 I srael 147.237. 72. 166 [aka. i df . i | e e L0 et e, i son Bock |1
176.13.2.35 I srael 147.237.72. 167 i shuri maka. i df . i ||untraceabl e SSL Sessions: (pen Mde None 1
155. 145. 208. 131 zi;gegom 147. 237. 72. 166 |aka. i df . i | \?;A;:;Lzuit;c{ iﬂa#;ihn(;rr:oﬁ‘; dﬁ;ﬁ?:;g}(mo‘m UL on B ock 1
46.19. 85. 152 I srael 147.237.76.31 |nakchal .idf.il Unknown HTTP Request Met hod e& =894 in URL B ock 1
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