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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
84.52. 98. 134 Rissian Federation  |147.237.77.216  |dover.idf.il l;]: handshake violation, first packet not |4 ., 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 B azi | 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46. 19. 85. 90 I srael 147.237.77. 216 dover. i df il ;?: handshake viol ation, first packet mot . ) 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 St zerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
81.218.32. 172 I srael 147.237.77. 216 dover. i df. il Z}?: handshake viol ation, first packet mot . ) 1
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195. 62. 53. 168 Russian Federation  [147.237.0.17 o kosher-kravi. Tdf- 1 1y ook- sp-traf 1 forvar d 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count
216.119.125.159 [lhited Sates 147.237.72.166 |aka.idf.i| |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
74.63.228. 226 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HTTP. SQ Injection (SALECT) B ock 6
50. 63. 196. 35 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 5
216.119.125.159 [lhited Sates 147.237.72.166  |aka.idf.il| |5670: HITP. SQ Injection (SELECT) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature \Count |
74. 63. 228. 226 147.237.77.233 |Wited Sates atal.idf.il SQ Injection - Select Fom 16
216.119.125. 159 |147.237.72.166 [Lhited Sates aka.idf.il SQ Injection - Select Fom 9
50. 63. 196. 35 147.237.77.233 |Wited Sates atal.idf.il SQ Injection - Select From 3
91. 224. 160. 106 147.237.0. 16 Net her | ands ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.77.227  |Netherl ands e. hanaz. i df .i ET SCAN Potential SSH Scan 2
91.224. 160. 106 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 2
176. 228. 219. 85 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237. 8. 27 Net her | ands e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 101 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
91. 224. 160. 106 147.237.77.243  |Netherl ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
37.26. 149. 169 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
87.71.37.31 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
2.53.167. 149 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.77.179  |Netherl ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
84.229. 35. 127 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
91. 224. 160. 106 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential SSH Scan 1
84.108. 217. 240 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
79. 181. 2. 206 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.76. 39 Net her | ands nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
194. 90. 88. 105 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
67.211. 219. 120 147.237.77.178 |Uited Sates e. nat pash. i df . i1 ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
91. 224. 160. 106 147.237.72.166  |Netherl ands aka.idf.il ET SCAN Potential SSH Scan 1
62. 219. 164. 153 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
185. 32. 179. 177 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237. 8. 28 Net her | ands e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 225 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
92. 29. 69. 152 147.237.77.212 |Wited Kingdom |e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.0. 35 Net her | ands akavs. i df .i | ET SCAN Potential SSH Scan 1
46. 19. 86. 31 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
91. 224. 160. 106 147.237.77.235 [Netherl ands svivaidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
2.53.188. 200 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
91. 224. 160. 106 147.237.77.205 |Net her| ands prisha.idf.il ET SCAN Potential SSH Scan 1
85. 250. 86. 241 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.77.121 |Netherl ands e navy.idf.il ET SCAN Potential SSH Scan 1
84.111. 226. 232 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.76.177  |Netherl ands ncore.idf.il ET SCAN Potential SSH Scan 1
80.178.222. 171 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
212.143.82.136 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 224. 160. 106 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
189. 5. 77. 212 147.237.76.176 |Razil test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 212 147.237.76. 30 Eur ope hi nush. i df . i1 ET SCAN NVAP -sA (2) 1
91. 224. 160. 106 147.237.72.156  |Net herl ands anan. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 87
77.87.228.70 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 67
62.0.224.1 | srael 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 33
212. 235. 33. 100 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 29
62.0.224. 1 | srael 147.237.72. 156 |anan. i df . i | drop First packet isn't SYN drop 23
141.51.86.16  [Gernmany 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 23
46.19. 85. 247 | srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 21
46.19.85.240 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 21
46.19.85.247  |lIsrael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 16
82. 80. 158. 188 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
46. 19. 85. 237 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
62.0.247.129 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 16
141. 51. 86. 16 Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 15
46.19.85.220 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 15
212.199. 34. 114 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
176. 13. 246. 130 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 13
54.147.183. 113 |Lhited Sates 147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 12
91. 106. 50. 237 [lrag 147.237.72. 217 |e.idf . il @eo- ocati on Geo- | ocat i on i nbound enf or cenent drop 12

enf or cenent

31.154.27.186 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
80. 178. 120. 100 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 12
81.199. 122. 150 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12
176. 13. 246. 130 || srael 147.237.72. 166 |aka. i df .i Bad TCP sequence S retransmt with different wndow |,y o 12
46.19.85.240  |lsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d AGK nunber aert 12
84.229.56.184 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
84.229.56. 184 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Snrhac retransmt with different wndow |, o 10
46. 19. 85. 215 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert 10
109. 67. 253. 219 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 10
176. 13. 246. 130 |l srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
81.218.32.172 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46.19.85.215 |Israel 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
77.126.73.255 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
176. 13.10. 75 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 85. 237 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
109. 67. 253. 219 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
80. 246. 130. 225 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence SYNretransmt wth different wndow scale |nonitor 8
46. 19. 86. 21 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 19. 85. 208 | srael 147.237.76.31 |nakchal.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 7
84.95.251. 14 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
212.235.64.96 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransnmit wth different wndowscale |nonitor 7
80. 246. 139. 47 |l srael 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
109. 253. 222. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.148.199 |israel 147.237.0.19 |mdimatal .idf.i{Bad TCP sequence Sra\rgm retransmt with different wndow |4 o 6
195. 60. 235. 57 |l srael 147.237.77. 176 |matpash.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 11 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber aert
46.19.86.93  |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence fg’ng retransmt wth different window | o0 o 6
46.19. 86. 11 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
109. 253. 214. 50 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 37
185. 32. 179. 244 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 33
37.26.148.178 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 29
2.53.62. 165 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 26
46. 19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 24
46.19. 86. 95 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock 20
176.13. 246.84 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 19
46. 19. 85. 227 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 16
109. 253. 204. 66 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock

46. 19. 86. 152 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
2.55. 43. 94 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
195. 138. 97. 190 :"ﬁg‘i’i’ o 147.237.72. 166 |aka. i df . i | m;:(;’_“it;d_ iﬁ’}a#;ihn‘;rr:oii(lj d':;ﬂf?_;g;xmo"‘" R on B ock 4
87.69.235.142 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.210.178. 196 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.55.28.223 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
213.57.70.8 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212. 150. 133. 226l srael 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock 3
37.26.148.237 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
77.139.10.146  |France 147.237.72. 166 |aka. i df . i | \?Wit;]l;?d‘?c_‘i m?h“ltgor;' zed Method for Known UR. on B ock 2
85.65.102. 202 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
91. 200. 12. 58 krai ne 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 2
37.26.146.187 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
2.53.59. 11 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
87.70. 15. 242 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
91.200.12.58  |kraine 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt B ock 2
46.121.125.184 |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qlly Molation in None 2

wwy aka. i df . i | / chi nuch/ general / defaul t. asp

: : : Uhknown Parangeter tab in
84.95.208.20  |Israel 147.237.76.200|ei tan. aka.i df . il v ei tan. aka. i o i 1/ 938- hel ei t an, aspx None 1

. . Unhaut hori zed URL Access to
31.154.19.5 I srael 147.237.77. 216 |dover.i df . il vw i df i /i mages/ 1. he/ but t onback. png B ock 1

Mitiple Illega Byte Gde Character in Mthod from

169. 229. 3. 91 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | 169. 229 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.19 |madimatal .idf.il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
91.200. 12. 58 Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil tiple Unaut horized URL Access from 91.200. 12. 58 B ock 1
www. chamat z. aka. i df i
212.179.21. 194 |Israel 147.237.77. 226 - Wnaut hori zed URL Access to Bl ock 1
il wawv, chanat z. aka. i df . i 1/t enpl at es/ honepage/
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | wwv aka. i o i |/ brot her s/ ski ra def aul t asp B ock 1
169.229.3.91  [Lhited Sates 147.237.77. 176 [nat pash. i df . i | Mal formed LR B ock 1
. . Unaut hori zed URL Access to
2.53.166.136  |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.39 |nobile. neitav.idf.il |[Distributed Unknown HTTP Request Met hod B ock 1
- . DO stributed Waut horized URL Access on
80. 246. 130. 225 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66. 249. 76. 61 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 76. 61 Bl ock 1
. . D stributed Unauthori zed Method for Known URL on
136. 243. 67. 234 |Ger many 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t. asp Bl ock 1
i m ny- kosher -kravi .id
195. 62. 53. 168 Russi an 147.237.0. 17 _ny Unhaut hori zed URL Access to gmai | . condengi ne/ | og. t xt B ock 1
Federation foil
. . Unaut hori zed URL Access to
84.95.208.20 |Israel 147.237.77.233|atal . i df .il 147. 237, 77. 233/ 994- 8517- he/ at al . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Abnornal |y Long Header Line request header nane B ock 1
169.229. 3. 91 Lhited Sates 147.237.0.19 |madimatal .idf.il Distributed Uhknown HTTP Request Met hod B ock 1
77.139.58.129 |France 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. idf.il/mluind B ock 1
. . Unhaut hori zed URL Access to
109. 253. 158. 159|I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel {1 | es/ 8/ 1668. doc B ock 1
] . - D stributed Unauthori zed Method for Known URL on
66.102. 9. 30 Lhited Sates 147.237.72. 166 [aka. i df . i | vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . D stributed Uhauthorized URL Access on
212.235.64.96 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
176.13.234.29 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . DO stributed Whaut horized URL Access on
87.69.122.69  [Israel 147.237.77.233(atal .idf.il 147, 237, 77. 233/ 1250- hel at al . aspx B ock 1
160.220.3.91  [Uhited Sates  [147.237.76.39 |nobile. neitav.idf.il [ 894 Bte (de Character in Faraneter Nane [[#31]] Bl ock 1

se(J[#5]] Y7IU8i Y[ inr-z
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