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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.55. 6. 200 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
84.52.98. 134 Russi an Federation 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
37.46. 39. 225 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 217.77. 4 New Zeal and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
60. 173. 14. 92 Chi na 147. 237. 0. 200 ndu, i of i | JLIMPurple Con Linit Htp drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | OWP drop 1
129.97.74.12 Canada 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
40.77.167. 21 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
91. 151. 208. 90 Uni ted Ki ngdom 147.237.72.166 |aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
216.119.125.159 [Lhited Sates 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SALECT) B ock 4
216. 119. 125. 159 Lhited Sates 147.237.72. 166 aka.idf.il |6134: HITP. SQ Injection Variabl e Declaration BEvasi on B ock 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count |
216.119.125.159  [147.237.72.166 |lnited Sates aka idf.il SQ Injection - Select From 33
91. 151. 208. 90 147.237.72.166  |United Ki ngdom aka.idf.il QA Injection - Select From 18
2.55. 34, 187 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
109. 64. 97. 30 147.237.72.166  |lIsrael aka idf.il portscan: TCQP D stributed Portscan 1
2.53.32.221 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
91. 201. 236. 50 147.237.72.217  |raine eidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213. 8. 204. 61 147.237.72.166  [lIsrael aka idf.il portscan: TCQP D stributed Portscan 1
2.53.0.210 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
88. 249. 106. 23 147.237.76.148  [Turkey ggcenter.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
200. 195. 135. 82 147.237.77.176  |Brazil nat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
77.139. 54. 204 147.237.72.166  |France aka idf.il portscan: TGP D stributed Portscan 1
177. 200. 192. 51 147.237.77.205 |Brazil prisha.idf.il ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 66. 131 147.237.77. 74 Lhited Sates lawiaf.il ET SCAN NVAP -sA (2) 1
177.200. 192. 51 147.237.77.205 |Brazil prisha.idf.il ET SCAN NVAP -f -sS 1
62. 219. 147. 212 147.237.77.176  [Israel nat pash. i df .i | ET SCAN NVAP -sA (2) 1
154. 16. 199. 175 147.237. 0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
62.90.2.9 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
113. 240. 250. 154  |147.237.76.148 |China gacenter.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
2.55.159. 230 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
109. 65. 55. 146 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
2.53.133.72 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 50 147.237.72.217  |Wkraine eid.il ET SCAN NVAP -sS w ndow 1024 1
2.53.20. 180 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
200. 195. 135. 82 147.237.77.176  |Brazil mat pash. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
82. 80. 163. 222 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
185. 32. 179. 137 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
77.126. 4. 139 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
177. 200. 192. 51 147.237.77.205 |Brazil prisha idf.il ET SCAN NVAP -sS w ndow 2048 1
62.219. 162. 101 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
154. 16. 199. 175 147.237. 8. 50 Lhited Sates e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
62.219. 125. 109 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
141.226.217.129  |147.237.72.166 |[lIsrael aka idf.il portscan: TGP D stributed Portscan 1
37.26. 148, 182 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 130. 14 147.237.72.166  [lIsrael aka idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
84.95.208.20  |Israel 147. 237, 76. 200 |ei tan aka i i1 | SN NG Engine: TP Invalid —invalid segnent retransmssion drop 48
Ret r ansni ssi on Packet dr opped.

79.182.131.26 |lsrael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 34
37.46. 33. 27 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
139.130. 188. 222|Australia  |147.237.77. 216 |dover.idf.il Header Rej ection :':"fjitmj ection pattern found in - Hopyiior |24
132.71.141. 55 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
46.19. 85. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 16
46.19. 85. 134 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 15
46.19. 85. 134 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
2.55.168. 104 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
87. 68. 46. 255 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
2.53.156. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
46. 19. 86. 214 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
176. 13. 244. 33 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
109. 253. 228. 254 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
109. 253. 192. 67 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
46. 19. 86. 214 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber aert 12
176.13.1.114 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
31.210.187.43 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
2.53.9.18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.55. 16. 247 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.19.86.0 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46.19. 85. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 11
176.13. 225.109 |Israel 147.237.77.216|dover.idf il |Bad TCP sequence SIACK retransmt wehdifferent | oonitor |12
176.13.17.54 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
79. 179. 60. 242 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
152. 62. 109. 207 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
89. 139. 202. 174 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
176.13.1.8 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
2.53.191. 93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.53.41. 152 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
2.55.135.7 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 10
2.55.147. 14 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
2.55.143. 103 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 9
62. 0. 216. 189 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9
66. 220. 145. 246 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
62.0.214.129 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SWN drop 8
79.177.178.28 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.55.148. 104 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
85. 65. 188. 154 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
176.13.13.176 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
37.26.149.152 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.53.161.13 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.143. 161. 163|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.55.172.178 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.53.36.78 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
81.218.204. 218 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
66. 220. 145. 243 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 7




09-19-2016-11:04:00 to 09-19-2016-12:04:00

|Top Attackers In V\AF|

Devi ce

A tacker

count ry ‘Target Address |Site Sgnature Acti on ‘Count
185. 32. 179. 244 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock 141
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 101
84.95.208.20 |[lIsrael 147.237.76.200(ei tan. aka. i df . il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 84
176.13.5.207 |Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock 63
62. 219. 130. 248 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for www aka. i df . i |/ mai n/ gi yus/ B ock 54
82.166. 146. 34 |[lIsrael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 34
46. 19. 86. 47 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 27
80. 246. 139. 215 |I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 20
80. 246. 139. 213 [I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 13
80. 246. 136. 167 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 10
46.19.85.111 |Israel 147.237.0.19 |nadimatal.idf.il |Dstributed Suspicious Response Qode B ock 9
Pal esti ni an
213.244.105.5 |Territory, 147.237.77.216|dover. i df . i | D stributed Unaut hori zed HTTP Met hod B ock 8
Qccupi ed
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf .il Ml tiple Unaut horized URL Access from 84. 95. 208. 20 B ock
46.19. 85. 76 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
Pal esti ni an
213.244.105.5 |Territory, 147.237.77. 216 |dover . i df .i | D stributed Wauthorized URL Access on w i df.il/1153-17675-en/ |B ock 7
Qccupi ed
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP At t enpt B ock
82. 80. 26. 168 | srael 147.237.77.74 |lawidf.il D stributed Whaut hori zed HTTP Met hod B ock
79. 176.56. 247 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock
Pal estini an Unaut hori zed URL Access to v i df.il/1153-17675- en/ dover. aspx -
213.244.105.5 [Territory, 147.237.77. 216 |dover. i df . i | 'n 2012 idfcalled baha abu a ata, a menber of the higher mlitary Bock |3
; counci| and conmander of islanic jihad gaza city brigade
Cceupi ed . -
confirmdate in news.
109. 253. 147. 63 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
82.80.26.168 |[lIsrael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v nag.idf.il/sip_storage/files/8/ B ock
109. 253. 158. 3 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
Pal esti i an Distributed Uhaut hori zed URL Access on
213.244.105.5 |Territory, 147.237.77. 216 |dover . i df . i | wwy i df . i1/1153- 176757 en/ dov'er.. aspx - in 2012 idfcall ed baha abg al B ock 3
Qecupi ed ata, a nenber of the higher mlitary council and conmander of islamc
jihad gaza city brigade. confirmdate in news.
79.176. 56. 247 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwwrefua atal .idf.il/sip storage/files/3  |B ock 3
109. 253. 204. 66 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
84.95.208.20 |Israel 147.237.77.216|dover. i df .i | PHP Attenpt B ock 2
66.249.76.83 |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww idf.il/894-ar B ock 2
Pal esti ni an
85. 114. 106. 248 [Territory, 147.237.77.216|dover. i df .i | D stributed Unaut hori zed HTTP Met hod B ock 2
Qccupi ed
176. 13. 250. 181 |l sr ael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Qode B ock
2.53.55. 30 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
84.95.208.20 |Israel 147.237.77.216|dover.i df . il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error. htm B ock
Pal esti ni an
85.114. 106. 248 |Territory, 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on www i df.il/1153-17675-en/ |B ock 2
Qccupi ed
2.53.153.166 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
- . Distributed Uhaut hori zed URL Access on
37.142.191. 167 (I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
176. 13. 5. 207 I srael 147.237.0.19 |madimatal .idf.il Pargnet er T)_/pe \/1 ol atl_on ct| 00$Cont ent A acetbl der 1%t xt Entrance in B ock 1
nmadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
81.218.59.82 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1250- he/ at al . aspx B ock
77.139. 120. 230 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aman. i df . il/sip_storage/ B ock
109. 64. 187. 44 i srael 147.237.77. 176 |nat pash. i df . i | Wnaut horized URL Access to . Bock |1
wwv cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/
46.19.86.229 |[Israel 147.237.76.86 |navy.idf.il D stributed Unknown HTTP Request Met hod B ock
89.237.127.31 |France 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock
I11egal HITP \ersion
46.19. 85. 64 I srael 147.237.76.42 |refuah.idf.il _pk_i d. 118. f dlc=f a6911641ab9c789. 1449477969. 5. 1463380872. 146 |B ock 1
3380645.
202. 155. 58. 28 I ndonesi a 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to 147.237. 77. 216/ cgi - bi n/ webcgi / | ogi n B ock
31.154.19.5 I srael 147.237.77. 216 |dover.idf .i | Ml tipl e Unauthori zed URL Access from31.154.19.5 B ock
117.78.13.18 |[China 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt Bl ock 1
Illegal Byte Qode Character in Mt hod
- ; ; ; Ol [#0] T [[#0]] [ [#0]] A{ [ #15] ] ExZgj { [ [#24]] FO T CUA™Sed) r ol V] [ #7] ]
104.61.36.245 [Lhited Sates |147.237.76.39 |nobile. neitav.idf.i 97500 A2b- & [ VLa[ [ #26]] N € [ #3]] af [ #24] ] * pui At B~y 47¥ [[#6]] Y |2 0K 1
\ 2841 4gPOota
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
46. 19. 86. 19 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl el shar ed/ r eset . css B ock 1
. . O stributed Unaut hori zed URL Access on
84.108.238.1 |[Israel 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ styl el shar ed! reset . css B ock 1
-kosher-kravi.id
40.77.167.16 |Lhited Sates 147.237.0.16 Ifwi | Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
. . O stributed Unaut hori zed URL Access on
176.13.11. 161 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
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