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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
2.53.18. 52 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 4
2.55. 62. 238 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
77.138. 224. 25 Fance 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
173. 208. 197. 206 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 197 Lhited Sates 147.237.77.170 naarachot . i df .il |bl ock-sp-trafl forward 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
173.208. 150. 117 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 252 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-traf1 forward 1
173. 208. 197. 203 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 226. 218 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 1
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
173. 208. 197. 205 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address Site |Sgnat ure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147. 237.76. 176 test.ncore.idf.il |[13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
84.229. 0. 245 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218.245.1 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.139. 166. 125 147.237. 72. 166 France akaidf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 82 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.154.81.70 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
213. 162. 105. 152 147.237.77. 74 Uhi ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 1
5.22. 134, 247 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 47. 165. 251 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.45.128 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147. 237. 0. 200 hi na ndu. i df . i | ET SCAN Potential SSH Scan 1
154. 16. 199. 175 147.237.77.178 Lited Sates e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
82. 166. 204. 89 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
81. 218. 140. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.120.75. 71 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 32 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
5.28.181. 69 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.204. 39 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.55. 163. 56 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 116. 167. 41 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher -kravi .idf. il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
2.53.138. 67 I'srael 147.237.77. 243 |t e ior i |7 SAMNG Engine: TP Invalid - invalid segnent retransmission. | 30
Ret ransni ssi on Packet dropped.
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
62. 0. 200. 125 | srael 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SN drop 27
84.52.98. 134 :Z:::Inl on 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 22
109. 253. 213. 202/l srael 147. 237, 72. 167 | shurimaka i of i [ SaM NG Engi ne: TCP | nvalid  invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dropped.
62.0.251.1 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 13
46.120. 24.238 |l srael 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 13
2.53.163.194  |Israel 147.237.77. 243 |rti 1 e i1 | €@M NG Engine: TGP | nvalid Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
85.130.217.89 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
46.120.24.238 |Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence noni t or 12
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 86. 97 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
85. 250. 59. 223 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
176.13.15.222  |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁ?fsg‘ reansm wthdifferent |oonitor s
46.120.24.238 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
82.166.198. 101 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
212.150. 37. 22 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
213.57.127.142 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.120.24.238 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
2.53.166. 254 I srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
82. 80. 196. 44 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
80.178.204. 62 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
2.55.12. 150 I srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 67 I srael 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.0.222.129 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 5
46. 19. 86. 67 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 5
199. 203. 179. 99 |l srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 67 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
37. 46. 38. 201 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 86. 67 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
5.22.134.91 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 86. 67 I srael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 86. 95 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
46. 19. 86. 67 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 5
88, 202. 218, 237 |Uni ted K ngdom|147. 237, 76. 200 [ei tan. aka i i1 | S NG Engine: TCP Invalid  limvalid segnent retransnission. | o 4
Ret ransni ssi on Packet dropped.
85.130.217.89 [lIsrael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
199. 203. 179. 99 |l srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 4
109. 253. 243. 205| sr ael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence noni t or 4
62.0.221. 129 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SYN drop 4
176.13.15.222 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACGK nunber noni t or 3
156.212.86.66  |Egypt 147.237.77. 216 |dover. i df . Bad TOP sequence \m‘;gﬁ;gl ;ansm wthdfferent | o iior |3
80.178.101. 40 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.19. 85. 121 I srael 147. 237. 72. 156 [anan. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 2
84.111.234. 11 | srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
37.26.148.166 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence SR e Lansmt wthdifferent |oonitor |2
109. 253. 243. 205|I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber alert
176. 13. 248. 233 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop
176.13.5.208  [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SAae e ;ansm wthdifferent | onitor |2
199. 203.179.99 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
82.166. 146.34 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 150
2.53.184. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 143
2.53.61.1 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 100
109. 253. 243. 205|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 99
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 73
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 67
46.19. 85. 77 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 65
46. 19. 86. 70 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
46.19. 85. 111 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 19
www. chamrat z. aka. i ) )
84. 95. 208. 20 | srael 147.237.77. 226 df il Ml ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 15
62.219. 130. 248 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for vww aka. i df . i/ mai n/ gi yus/ Bl ock 10
2.53.55. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 84. 95. 208. 20 Bl ock 5
109. 65. 92. 78 I srael 147.237.77.74 [lawidf.il D stributed Uhaut hori zed HTTP Met hod Bl ock 5
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP Attenpt Bl ock 4
wwnv, chamat z. aka. i
84. 95. 208. 20 | srael 147.237.77. 226 df il PHP Attenpt B ock 3
80. 246. 137. 234 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock
46. 19. 85. 162 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
wwwv. chamat z. aka. i _ o
212.179.21.194 |lsrael 147.237.77. 226 df il Unhaut hori zed URL Access to wwu chanat z. aka. i df . i|/tenpl at es/ honepage/ |B ock 3
212.150.71. 177 |israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
46. 19. 86. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 2
212.25.84.200 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to wwwn cogat . idf.il/sip_storagelfiles/9/4629.jpg|B ock 2
85. 64. 18. 29 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 2
2.53.25. 139 I srael 147.237.77. 216 |dover. i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
Lhited . . Unaut hori zed Met hod PCBT for
198.21.92. 122 Sates 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ yahash2016/ | obby. aspx Bl ock 2
46.19. 86. 12 I srael 147.237.77. 216 |dover.idf . il Aonornal |y Long Request request version Bl ock 1
37.26.149.175 |lsrael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/894-ar B ock 1
217.194. 207. 24 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
207. 46. 13. 40 g];::: 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to vww aman. i df.il/robots. txt B ock 1
. . Unhaut hori zed URL Access to
66.249.66. 234 I srael 147.237.77.74 [law i df. il vwwy | aw i df.i |/t enpl ates/tenpl at econt rol s/ news/ NNoNN N2NJY Bl ock !
. - DO stributed Lhaut hori zed URL Access on
87.68.35.145  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
- : Unhaut hori zed URL Access to
46.19.86. 34 I srael 147.237.72. 156 [anan. i df . i | vy anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock !
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
77.138.229.21 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized Method for Known URL from 77.138.229. 21 B ock 1
46.117.232.79 |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 67 in
109. 253. 243. 212|l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ sachar / paysl i ps. aspx None 1
IIlegal HITP Version __atuvs=57df 939e3eae38d0000;
_pk_ref. 20. 8af c=9%%BY229R2292CY229R22%2C14742701129%R2C%22ht t p¥BA
46.19. 86. 12 I srael 147.237.77. 216 |dover.i df .i | 9YRFYRFwiv. googl e. co. i | YRFYR296D, Bl ock 1
_pk_id. 20. 8af c=8314f 6d8a508f f 48. 1474270112. 1. 1474270112. 1474270
112.; _pk_ses. 20. 8af c=*
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 1 09 i n
82. 81. 160. 69 I srael 147.237.72. 166 |aka. i df . i | v aka. i of i |/ nai v/ sachar / pays! i ps. aspx None 1
46. 19. 85. 38 I 'srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request net hod Bl ock 1
207.46. 13. 148 ;h;:ee: 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/894-en B ock 1
66. 249. 76. 70 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66.249. 76. 70 B ock 1
77.138.229.21 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for ww aka. i df . i/ mai n/ home/ def aul t . aspx B ock 1
212.150.71.177 [israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storagel/files/ 2/ Bl ock 1
52.30.171.229 [Ireland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / Bl ock 1
157.55.39.0 g‘;ttees 147.237.72. 166 |aka. i df . i | Unknown Paraneter tmin aka.idf.il/main/ giyus/ None 1
46. 19. 86. 12 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL _ atuvc=1 Bl ock
46.19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion B ock 1
. . Unhaut hori zed URL Access to
66. 249. 76. 70 I srael 147.237.77. 216 |dover. i df . i | v o i 1/ viel | - knowry appl e- app- si t e- associ at | on B ock 1
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