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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il B ack List drop 6
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
8. 37.225. 54 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 3
8. 37.225. 55 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 3
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 252 Lhited Sates 147.237.72. 167 ishurimaka idf.il bl ock-sp-trafl forward 1
212.199. 241. 250 | srael 147.237.76. 31 nakchal .idf.il B ack List dr op 1
198. 204. 224. 237 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 1
153. 90. 1. 35 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
142.54.174. 85 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141. 231. 196 Lhited Sates 147.237. 76. 147 chi nuch. aka. i df.il bl ock-sp-trafl forward 1
208. 110. 84. 67 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 12. 220. 84 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forward 1
173. 208. 197. 206 Lhited Sates 147.237.76. 30 hi nush. i df . il bl ock-sp-trafl forward 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63.221. 141. 195 Lhited Sates 147. 237. 76. 202 e halag.idf.il JLMPurple Con Linit_Tcp drop 1
208. 110. 84. 69 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 235 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-trafl forward 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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Attacker Address
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Gountry
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80. 15. 154. 133 |147.237. 77. 243 |France mobi le.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
80. 15. 154. 133 |147.237. 77. 179 |France enazi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
78.83.74. 193 147.237.77. 243 |Bil garia nobi | e.i df il ET SCAN NVAP -sS w ndow 1024 1
212.143.154. 20 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
63.221.141. 195 |147.237.76.197 |thited Sates |e.himsh.idf.il [ET SCAN Potential SSH Scan 1
195. 60. 232. 66 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
54.82.204.124 |147.237.76.177 |Uhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
193. 169. 70. 109 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
46.121. 73. 96 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 204. 221(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
46.19. 86. 122 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
82.80.193.240 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218.126.219 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 15. 154. 133  |147.237. 77. 212 |France e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.176.85.214  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
78.83. 74. 193 147.237.77. 235 |Bil garia svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 203. 64. 66  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
63.221.141. 195 |147.237.76.176|lhited Sates |[test.ncore.idf.i|ET SCAN Potential SSH Scan 1
194, 90. 217. 102 |147.237.77. 216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
54.82.204. 124 [147.237.0.33 |Wited Sates |idf.il ET SCAN Potential SSH Scan 1
192.118.78.57  [147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.120.241.70 [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
86. 35. 246, 21 147 237 0.19  |Rorani a vadi matal idhi ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82. 80. 55. 35 147.237. 72. 156 I srael aman. i df il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
8.37.225.54 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 362
8.37.225.54 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 53
2.53.138. 67 I'srael 147.237.77. 243 |nobi l e of .1 Streamng Engi ne: TCP Inval id imvalid segnent retransssi on. drop 30
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
37.26.146.183 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
195. 60. 235. 57 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 27
62.0.251.1 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 26
2.53. 136. 85 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
176. 13. 10. 44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
46. 19. 86. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
109. 67.98. 189 |l srael 147.237.72. 167 |i shurimaka. i df .i | drop First packet isn't SYN drop 16
46.19.85.130  |[israel 147.237.77. 226 [} chamatz. aka.idf 1paq TOP sequence Inval i d ACK nunber aert 12
87.70.25.98 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
176. 13. 230. 106 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 12
46.19.85.130 | srael 147.237.77. 226 [} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |12
109. 67.149. 185 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
5. 102. 242. 100 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
141. 226.218. 96 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
37.26.147.173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
176. 13. 226. 8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 210. 235. 225 | srael 147. 237.77. 243 |mobi l e. i . i Streaning Bngine: TCP Inval id |invalid segnent retransmission. |, 9
Ret r ansni ssi on Packet dr opped.
37.26.147.204 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
192. 115. 177. 202|l srael 147.237.72. 167 |i shuri maka. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or
188. 72. 103. 228 ;:ii]:;de:rab 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
192.115.248.2 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.19. 85. 148 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 9
62.0.221.1 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 9
46. 19. 85. 148 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 9
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 131 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |8
212.179. 90. 106 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
2.53.189.179 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
203. 193. 213. 161 |Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
89.139. 127. 235 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence md;?vrsa:jit wehdfferent | onitor |8
82.166. 181. 213 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
95. 35. 165. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46.19. 85. 131 | srael 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 7
87.68. 25. 232 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
2.55.131. 157 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
176. 13. 248. 159 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
62.0.207.1 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop 6
84.95. 215. 113 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
62.0.213.1 | srael 147.237. 72. 156 |anan.i df . il drop Frst packet isn't SN drop 6
46. 19. 86. 97 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.55.128.215  |Israel 147.237.77. 243 |mbi le.i o . i1 Streamng Engi ne: TCP Inval id limvalid segnent retransmission. | o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 81 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval id ACK nunber alert 6
62. 0. 200. 129 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 6
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.53.143.183 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 212
95. 35, 74. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 91
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 62
46. 19. 86. 38 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 32
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 28
216.72.40.185 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 16
84. 95. 208. 20 | srael 147.237.77. 226 }AM:A( chamat z. aka. i d Ml tipl e Uhaut hori zed URL Access from 84. 95. 208. 20 B ock 10
31.44.142.245 |israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 31.44. 142, 245 B ock

84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP At tenpt B ock

84. 95. 208. 20 I srael 147.237.77. 226 }AM:A( chamat z. aka. i d PHP At tenpt B ock 7
31.44.142.245 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock

84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock
176.13.10.176 |lIsrael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobil e.idf.il/sachar/login B ock
212.179.21.194 |Israel 147. 237. 77. 226 }AM:A{ chamat z. aka.id m“tcﬂgﬁiifffja& gflcieff‘t ;r?pl at es/ homepage! B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 4
10. 161. 84. 64 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for v aka.idf.il/ishurim B ock 4
195. 160. 242. 40 |l srael 147.237.0.34 |tikshuv.idf.il D stributed Unaut hori zed HTTP Met hod B ock 4
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
109. 253. 146. 242|| sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
10. 161. 84. 64 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 10.161.84.64 |B ock 2
37.26.147.246 |israel 147.237.77.74 |lawidf.il 3;} Ir;Vt;“it;d_ |L|J7?L:aggs|/ieﬁe/ﬁf ;’f;isesnct”; » B ock 2
212.199. 57. 203 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
81.218.169. 110 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
132.64.30.130 |Israel 147.237.77.74 |lawidf il Ipf et f’;Wlegfe_ I\f;’ég;' o F?zs;;r_$:;(der 19uckeader Sear chtxt Search gy o\ 2
85.130.137.99 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 2
80. 246. 139. 209 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.29.194. 72 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwu aka.idf.il/giyus/asp/rec. asp B ock 2
80. 246. 140. 162 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
147.234.241.1 |israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 147.234.241.1 B ock 1
31.168.198.70 [Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df . il /894-he/ doer . aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
176.13.229. 170 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
46.19.86.198  |[Israel 147.237.76.42 |refuah.idf.il L ated Lot horized ?Jaﬁc‘;zspi on Bl ock 1
217.194.206.30 |Israel 147.237.77. 234 |hal ag.i df . i | ;J;?f’tzgglr'?fg3ﬁmpg§fh;°e /bl et L, gi Bl ock 1
195. 160. 242. 40 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to v ti kshuv.idf.il/sip storage/files/O/ [B ock 1
81.218.66.211 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed UR. Access to www cogat . idf.il/894-ar Bl ock 1
147. 236. 232. 253l srael 147.237.77. 226 }AM:A( chamat z. aka. i d Unaut hori zed URL Access to ww chanat z. aka. i df . i1/404. aspx B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
176. 13. 247. 173 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |B ock 1
80.246.136.41 |[Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
207. 46. 13. 73 Uhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal . i df.il/894- he/ nakhal . aspx) B ock 1
157.55. 39, 7 Uited Sates |147.237. 72. 166 |aka. i df . i | mn;’k“gi?f“. ?Tf;:lr n/ff:e‘j?(’g?;urt.aspx None 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . il PHP Attenpt Bl ock

46.19. 85. 147 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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