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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.55.164. 19 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
93.172.135. 123 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
2.53. 40. 49 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
176. 13. 17. 204 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 35 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
176.13.13.5 | srael 147.237.0. 19 nadi matal .idf.il|DCBS- SSL- d ear Text drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
46.121.112. 167 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
222.186. 50. 142 Chi na 147.237.0. 34 tikshuv.idf.il JLMPurple Gon Linit _Tcp drop 1
134.117. 226. 180 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113. 178 Lhited Sates 147.237.72.14 dover.idf.il (ol d)|network flood | Pv4 | QWP dr op 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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42.60.245.132 [147.237.8.14 [S ngapore e.orchot.idf.il ET SCAN Potential SSH Scan 2
222.186.56. 179 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 86 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 143. 227. 35 |147.237.76. 86 LKJ?ir:;gom navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
42.60.245.132 |147.237.8.45 |9 ngapore eeitanidf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154(147. 237. 76. 31 |Chi na nakchal .i df.il ET SCAN NVAP -sS wi ndow 1024 1
42.60.245.132 |147.237.0.34 |9 ngapore tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.172. 135. 123 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 154 |[147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177.237.73  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.76. 117 |147.237.72. 166 |Wiited Sates [aka.idf.il SERVER APAO_E Apac.he mod_ss| non-SSL connection to SSL 1
port denial of service attenpt
54.82.204.124 |147.237.0.200 |Lhited Sates |nmdu.idf.il ET SCAN Potential SSH Scan 1
222.254.34.165 |[147.237.77.176 |\ et nam nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
49.144.120. 199 |147. 237.76. 200 |Fhi lippines | tan aka i df i1 ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

195. 143. 227. 35 |147.237.76. 86 E;ir:;cci]om navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
42.60.245.132 |147.237.8.50 |9 ngapore e tikshuv.idf.il ET SCAN Potential SSH Scan 1
185.37.148.18 |147.237.72.166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 1
109. 67. 190. 211 |147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
42.60.245.132 [147.237.0.17 [S ngapore mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
81.218.226. 127 |147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
80. 179. 91. 94 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
77.127.15.242  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 6 147.237.76.86 |Wnited Sates [navy.idf.il ET SCAN NVAP -sA (2) 1
54.82.204.124 |147.237.0.15 |Wwited Sates [kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
79.183.57.9 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 31
85.64.227.167 I srael 147.237.77. 233 |atal i of .i Bad TCP sequence Vﬂd;irsa:;n;t wth different moni tor |26
62.0.234.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 24
77.139.8.215  |France 147.237.76.42 |refuah.idf.il Bad TCP sequence mdz)irsa:;nlt Wth different moni tor |21
46.19. 85. 41 I'srael 147.237.77. 243 |robi L e. i f .i | Streamng Engine: TCP Invalid invalid segnent retransmssion drop 21
Ret r ansn ssi on Packet dropped.
82. 81. 142. 140 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18
80. 246. 136. 134 |l srael 147.237.72. 166 |aka.i df .|| SYN At tack SYN -> SYN-ACK -> RST nonitor |16
109. 253. 158. 2151 srael 147.237.72. 166 |aka.i df . | SYN At tack SYN -> SYN-ACK -> RST nonitor |13
46.19.86.130  [Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |12
46. 19. 85. 42 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |12
46.19.86.116  |[Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |11
79.183.57.9 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti meout moni tor |11
79.183.57.9 I'srael 147. 237. 77. 216 |dover . i f . i Bad TCP sequence wﬁrﬁﬁgzr:c;;“h monitor |11
37.46.38.180  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni tor |9
46.243.150. 194 |Bahrain 147.237.77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |9
46.19.85.204  |[Israel 147.237.77. 216 |dover. i df .l SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |8
62. 0. 225. 254 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
46. 19. 85. 204 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |8
46. 19. 86. 130 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 8
46.19.85.204  |israel 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence wﬁrs\;;{?x?c;fth monitor |8
46. 19. 85. 204 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
46.19. 86. 130 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
109. 253. 146. 31 |l srael 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 6 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 67. 98. 189 | srael 147.237. 72. 167 |i shurimaka. i df . il dr op First packet isn't SN drop 6
24.6.190. 73 Lhited Sates [147.237. 72. 166 [aka. i df il SYN At tack SYN -> SYN-ACK -> Ti neout aert 6
78.93.44.206  |Saudi Arabia [147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |6
93.143.31.158 |CQoatia 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
24.6.190.73 Lhited Sates |147. 237. 72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 42 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
78.93.44.206  [Saudi Arabia [147.237.77.176 [natpash.idf.il Bad TCP sequence wﬁrs\;;{?x?c;fth monitor |6
24.6.190. 73 Wnited States |147. 237. 72. 166 |aka i df i Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |6
46.19.85.6 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 86. 160 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 86. 160 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 97 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni tor |5
46.19. 85. 204 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 5
2.55.48.24 | srael 147.237. 72. 156 |anan. i df .il SYN Attack SYN - > SYN-ACK -> RST nonitor |4
46.19.85.204  [Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber aert 4
195. 200. 205. 22 |l srael 147.237.72. 167 |ishurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
42.60.245.132  |S ngapore 147.237.0.19 |nadimatal .idf.il dr op SAMrul e drop 4
2.53.56.78 I srael 147.237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
79.183.57.9 I srael 147. 237.77. 216 |dover. i of .i| Bad TCP sequence noni t or 3
176.13.0.1 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber nonitor |3
46.19.85.6 I'srael 147.237.77. 226 [ " chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |3
82. 80. 196. 44 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 3
46.19.85.6 | srael 147.237.72. 166 |aka.i df . | SYN At tack SYN -> SYN-ACK -> Ti meout nonitor |3
46.19.85.204  [Israel 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST monitor |3
46. 19. 85. 204 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
62.0.224.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 2
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Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
176.13.13.5 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code Bl ock 29
109. 253. 243. 216|| srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 24
2.53.157. 104 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 22
176. 13. 2. 202 | srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code Bl ock 13
109. 253. 131. 82 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 5
185.27.106.29 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
109. 253. 139. 59 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code Bl ock 3
46.19. 86. 191 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte Qode Character in URL B ock 3
2.53.142.25 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response CQode B ock 2
80. 246. 140.86 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 209 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte Qode Character in URL B ock 2
213.57. 80. 87 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46. 19. 86. 33 | srael 147.237.72.156 |anan. i df . i | Suspi ci ous Response Code Bl ock 2
216.72.40.185 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte Qode Character in URL B ock 2
2.53.58. 20 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response CQode B ock 2
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
66.249. 64.128 [ srael 147.237.72. 166 |aka. i df . i | ﬂ?fﬂzg;’.r;ffesé%dmcﬁﬁ ;c;/ gener al doc. asp Bl ock 1
93.172.148.107 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
213.57.70.6 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed URL Access to vwwu kosher-kravi.idf.il/default.aspx |B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ri ghts/ asp/ news. asp |B ock 1
176. 195. 108. 174 :Z:::t”i on 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147. 237. 76. 42/ 894- he/ r ef uah. aspx |B ock 1
109. 160. 255. 82 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed LR Access to wawidf.il/https: /wanidf.il/ B ock 1
81.218.241.25 |lIsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 1
109. 253. 245. 92 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to vy anan. i df.il/robots.txt B ock 1
66.249.76.117 i srael 147. 237.72. 166 |aka. i df . i | %ﬁﬁﬂfﬁfﬁfg Protocol violation None 1
2.55.31. 226 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.218.241.25 |l srael 147.237.77. 216 |dover. i df . i | mﬂtgf(’: il 7?;;?0225?3 ;:/ 26782, py B ock 1
46. 19. 86. 97 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 46. 19. 86. 97 B ock 1
157.55.39.7 Wited Sates  |147.237.72. 166 |aka. i df . i | m“;f;’_rii jfedl IL/R; tA:sC/er?oSm:/(Zief. | egcati 48078 B ock 1
85. 64.227.167 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
77.138.68.125 |France 147.237.72.166 |aka. i df . i | m“;::rii dzfe_"?lﬁﬁgrm;;; allt. a5p Bl ock 1
194.242.175.3 |Fance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1501-he/ atal . aspx  |B ock 1
27.145.42.31 Thai | and 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
91.199. 69.254 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/nain/giyus/forns B ock 1
80.246.139.86 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 1
195.200.205.2 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 1
37. 46. 38. 180 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ reset. css |B ock 1
109. 253. 146. 31 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
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