09-19-2016-07:04:06 to 09-19-2016-08:04:06

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |

M nadi matal .idf.il
M nobi le.idf.il
M dover.idf.il
M aka.idf.il
Banan.idf.il
Watal .idf.il
I nakchal .idf.il
Wiawidf.il

W chanat z. aka. i df . i |
M tikshuv.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 176. 13. 6. 156

2.53.8.215
[ 2. 53. 146. 222
46. 19. 85. 86
N”Z,ber Il 2. 53. 46. 180
At t acks M 42. 60. 245. 132

[ 2.53.172. 170

Il 195. 200. 205. 2
109. 253. 159. 171

Il 87.68.32.3

Top Attackers



09-19-2016-07:04:06 to 09-19-2016-08:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
131. 247.2.241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
109. 67. 136. 175 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
173. 208. 150. 116 Lhited Sates 147.237.77. 235 sviva idf.il bl ock-sp-traf 1 forward 1
131.179. 150. 72 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood I Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153. 90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 226. 219 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
173. 208. 197. 205 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
42. 60. 245. 132 S ngapor e 147.237. 8. 45 e.eitanidf.il JIMPurple Gn_Limt Htps drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 156 anan. i df . il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
173. 208. 197. 205 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 195 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forward 1
130.217.77. 4 New Zeal and 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 252 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address ‘Site |Sgna1ure Devi ce Action |Oount |
74. 63. 228. 226 Lhited Sates 147.237.77.233 |atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
91.219.122.2 Pol and 147.237.77.74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
162.210.196.97 |Uhited Sates 147.237.77.216 |dover.idf.i||CL000074: HTTP. najestic bot Per nirt 3
240. 0. 10. 13 147.237.72.166 |aka.idf.il [0055 IP. Source I|P Address Spoofed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.219.122.2 147.237.77. 74 |Pol and lawidf.il S Injection - Select From 8
74.63.228.226 |147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 8
42.112.239. 171 |147.237.77. 226 |M et nam waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 3072 1
42.60.245.132 [147.237.0.33 [S ngapore idf.il ET SCAN Potential SSH Scan 1
41.180. 9. 40 147.237.76. 199 |South Arica |e nakchal .idf.il ET SCAN Potential SSH Scan 1
188. 138. 56. 180 |147. 237. 72. 167 |Ger many i shuri maka.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 72. 156 |Net her | ands anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123157 123, 2141147 237 76. 34 |chi na yobal an i o i1 ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
77.252.26.51 147.237.76.39 |Poland nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 2048 1
58.218. 200. 137 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
42.60.245.132 |147.237.0.200 |9 ngapore . i df il ET SCAN Potential SSH Scan 1
41.180. 9. 40 147.237.76.200|South Africa |eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.254.34.165 |(147.237.77.212 |\ et nam e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.180. 9. 40 147.237.76.86 [South Arica |navy.idf.il ET SCAN Potential SSH Scan 1
183, 252, 40. 202 |147. 237 77. 233 |chi na atal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116.71.128.85 |147.237.8.24 |Pakistan elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
77.252.26.51 147.237.76.39 |Poland nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 3072 1
77.252.26.51 147.237.76.39 [Pol and nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
66.249. 66. 234 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreamng Engine: TCP Invalid i i ssi
2.53. 46. 180 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 60
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.172.170  |Israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 30
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46. 19. 85. 41 I'srael 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.
87.68.32.3 I srael 147.237. 72. 156 [aman. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46. 19. 86. 62 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
109. 67.190. 20 |l srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 86. 62 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TP Invalid i i ssi
46.19.85.185  |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

e SYN+ACXK retransmt wth .
87.68.32.3 I srael 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence different vi ndow scal e monitor |6
37.26.146. 254 |Israel 147. 237.77. 216 |dover.idf.i| SYN Attack SYN -> SYN-ACK -> RST noni t or
62. 90. 181. 44 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop
46.19. 85. 24 I srael 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.85.117  |israel 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK number monitor |5
42.60.245.132 |Sngapore  [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 5

enf or cenent
46.19. 85. 19 I srael 147. 237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.117  |[israel 147.237.77. 226 [ " chamatz. aka.idf g TCP sequence Invalid ACK nunber alert 4
42.60.245.132 |Sngapore  |147.237.76. 199 |e. nakchal .idf .il Geo- | ocati on enf or cement gﬁ? olr ggﬁ:mo n i nbound drop 4
42.60.245.132 |Sngapore  |147.237.76.201 e atal.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
42.60.245.132 |Sngapore  |147.237.72.217|e.idf il Geo- | ocati on enf or cement Geo-Iocat i on i nbound drop 4
enf or cenent
42.60.245.132 |9 ngapore 147.237.0.33 [idf.il dr op drop 4
42.60.245.132 |Sngapore  |147.237.76. 196 |e. sviva i df.il Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound drop 4
enf or cenent
2.53.161.178 | srael 147.237.72. 156 |anan. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
5.22.134.94 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

o SYNWACK retransmt wth .
37.26.147.225 |[Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e roni t or 3
176.13.251. 191 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |3

Sreaning Engine: TCP Invalid i i ssi
109. 253. 229. 45 |Israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
79.177.84.59 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
2.53.185.6 I srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 97 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
42.60. 245. 132 |9 ngapor e 147.237.0.35 |akaws.idf.il dr op drop 3
109. 253. 203. 33 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
84.108.93.107 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval id ACK nunber nonitor |2
42.60.245.132 |Sngapore  |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
213.8.204.6 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79.176.131. 218 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
2.53.42.80 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
42.60.245.132 |S ngapore 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
176.13.13.78 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46.19.85.7 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
46. 19. 85. 90 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
37.26.149.134  |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence alert 2
42.60.245.132 |Sngapore  |147.237.8.27 |emadimatal.idf.il  |Geo-1ocation enforcement gﬁ?glggi'ﬂfn I nbound drop 2
o SYN+ACK retransmt wth .
80. 246. 136. 224 |l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence different vi ndow scal e monitor |2
37.26.149.134 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 2
2.55. 41. 180 I 'srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
212.227. 136. 232|Ger many 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188. 169. 146. 152|Georgi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
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A tacker
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Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176. 13. 6. 156 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 133
2.53.8.215 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 105
2.53. 146. 222 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 102
46. 19. 85. 86 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 69
109. 253. 159. 171/l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 17
195. 200. 205.2 |l srael 147.237.76.31 |nakchal .idf.il [Uhauthorized HTTP Met hod B ock 11
195.200. 205.2  |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from 195. 200. 205. 2 Bl ock 6
109. 253. 131. 82 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 5
176.13.236.36 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 5
190.181.18.93 |Bolivia 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/nai n/ haredi m general . aspx |B ock 5
2.53. 46. 135 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 4
176. 13. 235. 159 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
37.46.38.178 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
84.108.51.124 |[Israel 147.237.77. 216 |dover . i df . i | Paranmeter Type M ol ation SearchText in wawidf.il/1065-he/ dover. aspx B ock 3
2.55.5.55 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
58.178.165.73 |Australia 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ kapat z/ B ock 2
46.19. 86. 134 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
77.138.88. 36 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for waw aka.idf.il/ishurim B ock 2
46. 19. 86. 118 | srael 147.237.77. 176 |mat pash. i df . i | Ill1egal HITP \ersion Bl ock 1
98.176.204.100 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/newsite/ B ock 1
66.249.76.115 |l srael 147.237.77. 216 |dover.i df .l Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
46.121.92.172 |Israel 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
Russi an ) ) Illegal Byte Code Character in URL /mivtza>crewyanbHom caifre</ a>, cozia
217.69. 133. 244 Feder ati on 147.237.77. 216 |dover.idf .il HHOM onsa atux u,eng|7|. #012#012#012#012#012<p>#012<b>ccbinkn no T B ock 1
eme: </ b>#012<hr si ze=1 noshade>#012<span cl ass=
37.26.147.243 |[israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
77.138. 165. 204 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for wwu aka. i df.il/main/snalinisnalimaspx  |B ock 1
66.102.9. 22 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hor i zed Method PCST for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
195. 200. 205. 2 |l srael 147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to www nakhal .idf.il/sip_storage/files/4/ B ock 1
Mal f ormed URL
46.19. 86. 118 I srael 147.237.77. 176 |mat pash. i df . i |  |text/htm, application/ xht m +xm, appl i cati on/ xm ; g=0. 9, i mage/ webp, */ *; q [B ock 1
=0. 8
68. 180. 229. 223 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www idf.il/1133-14402-he/ do B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/defaul t.aspx B ock 1
66.249. 64. 149 I srael 147.237.77. 233 [atal i df .i chaut hor zed Iﬁn;f;e:; oo wser cont 1 otra ector! Bock |1
197. 164. 174. 145|Egypt 147.237.76.31 |nakchal .idf.il |PHP Attenpt B ock 1
46.19.86.118  |Israel 147.237.77. 176 |nat pash. i df . i | ?;)‘:t'm" mg; roduest x},:frt'mhff m‘?‘:pijl ii : atLif;' o Bock |1
77.138.78.39 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for v aka. idf.il/main/sachar/klali.aspx Bl ock 1
62.90.181. 44  |Israel 147.237.72.166 |aka. i df . i | L'u'rigea; ’ i%’;geg’?inga;;;féoibzcﬁi/fm IV kapat 2/ /1 es#012 Bock |1
40.77.167. 41 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249.64.182 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1245- he/ at al . aspx B ock 1
197. 164. 174. 145|Egypt 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to waw nakhal .idf.il/wp-1ogin. php B ock 1
163. 172. 52. 197 zint:gom 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to 147.237.77.216/ adm n/i 18n/ r eadne. t xt B ock 1
77.138. 88. 36 France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.138. 88. 36 B ock
65.208. 151. 113 |Lhited Sates [147.237.77.176|matpash.idf.il [Miltiple Unauthorized UR Access from 65.208. 151. 113 Bl ock
89.138.98.205 |israel 147.237.77. 216 |dover. i df . i | l:g?gt;: iDZEfd URL Access to waidf. il/1133-19372-he/i df gdover. aspm gy oy |y
66.249. 64. 184 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
212.199. 112. 144|l srael 147.237.77. 216 |dover.idf . il Mil ti pl e Uhaut hori zed URL Access from 212.199. 112. 144 B ock 1
46.121.92.172 |Israel 147.237.77.216|dover . i df . i | Ostributed PHP Attenpt Bl ock 1
65.208. 151. 113 |Lhited Sates |147.237.77.176 |mat pash.idf.il [Wauthorized URL Access to waw cogat.idf.il/nsxm2 xmhttp.3.0 B ock 1
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