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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
194. 29. 178. 14 Pol and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
147.83. 29. 234 Spai n 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger nany 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
128.223.8.111 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237. 72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
36. 5. 184. 246 Chi na 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
171. 36. 53. 67 Chi na 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
116.113. 50. 170 Chi na 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl forward 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
120. 32. 65. 32 Chi na 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgna1ure Devi ce Action ‘Count |
123.126.113.99  |Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
124.72.254.240 |China 147.237.72.167 |ishuri maka.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
175.152.29.234  |China 147.237.72.167 |ishuri maka.idf.il |24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In ID|

Target Address

At acker
Count ry

Signature

188. 138. 56. 180 [147. 237. 77. 234 |Ger many hal ag.idf.il ET SCAN Potential SSH Scan 1
116. 71.128. 85 |147.237.77. 170 |Paki stan maarachot.i df . i |ET SCAN NVAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
222.77.45.242 |147.237.77.74 |iina lawidf.il . 1
Potential Scan or Brute Force
188. 138. 56. 180 [147. 237. 76. 86 |Ger many navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
77.127.86. 56 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
77.127.86. 56 | srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
77.127.86.56  |[Israel 147. 237.77. 216 |dover i df .| Bad TCP sequence mﬁsg reansmt wth different moni t or 8
77.127. 86. 56 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
77.127.86. 56 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
23.236.72.69 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.26.148.231 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
23.236.72.69 Lhited Sates 147.237.77. 216 |dover.idf . i | Bad TCP sequence noni t or 2
187.61.109. 18 |Brazil 147.237.77. 212 |e.dover.idf.il G0- ocati on Geo- | ocat i on i nbound enf or cenent drop 2
enf or cenent
79.179.38.74 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
99. 245. 201. 74 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216. 218. 206. 118|Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
23.236.72. 69 Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 1
176. 5. 124, 203 Cer many 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
120. 32. 65. 32 Chi na 147.237.72. 167 [ishurimaka i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
77.138.233.229 |Fance 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
36. 5. 184. 246 Chi na 147.237.72. 167 |ishurimaka. idf.i1 |[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
195. 62. 53. 168 gz;;r: on 147.237.0.15  |kosher-kravi.idf.i|]SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
2.53.24. 149 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147.237.72. 167 |ishurimaka. idf.il |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
106. 38. 241. 105 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
23.236. 72. 69 Lhited Sates 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber moni t or 1
184. 105. 247. 203|lhited Sates 147.237.72. 217 |e.idf.il G0- ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
123.59. 54. 182 Chi na 147.237.76.34 |yoha an.idf.il dr op drop 1
77.138.245.217 |Rance 147.237.77. 216 [dover.idf i Bad TCP sequence I'nvalid ACK nunber alert 1
195. 62. 53. 168 gz;;r: on 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
5.22.134.74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122.71 |lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | G0- ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 1
23.236. 72. 69 Lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
185. 27.106. 191 |l srael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
124, 72. 254. 240 [Chi na 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber moni t or 1
77.138.245. 217 |Fance 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 105 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
195. 62. 53. 168 Russi an 147. 237. 76. 199 |e. nakchal .idf.il @0-l ocati on Geo- | ocat i on i nbound enf or cenent drop 1
Feder at i on enf or cenent
141.212.122.72 |lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | G0- ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
120. 32. 65. 32 Chi na 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber alert 1
36. 5. 184. 246 Chi na 147.237.72. 167 [ishurimaka.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 1
124.72.254. 240 |Chi na 147.237.72. 167 [ishurimaka. i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
71.6.135.131 Lhited Sates 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
171.118. 60. 184 |Chi na 147.237.77. 227 |e. hamaz. i df . i | G0-l ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
120. 32. 65. 32 Chi na 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber nmoni t or 1
36. 5. 184. 246 Chi na 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 1
189. 149. 84. 214 |Mexi co 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
138. 246. 253. 19 |Ger many 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
37.26.149.231 |lsrael 147.237.0.19 |nadi matal . i df. i |Suspi ci ous Response Code Bl ock 42
2.53.131. 45 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.131. 45 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 3
84.95.208.20 |lsrael 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 3
84.95.208.20 |[Israel 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
185. 27. 106. 191 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.65.10 I srael 147.237.77. 243|obi | e i off .1 [Fauthorized U fflffjmswta;pl o pp- i t - assoc] ati on Bl ock 1
84.95.208.20 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw lawidf.il/tenpl ates/ general / piw k. php |B ock 1
204.79.180. 120 [Lhited Sates |147. 237.72. 166 [aka. i df . i | thaut hori zed et hod POST for Bl ock 1

wan aka. i df.i |/ ml ui ndtenpl at es/ hone. asp

Paraneter Type M ol ati on PageNumin

68.180.228. 251 [Lhited States  [147.237.76.31 |nakchal .idf.il | o "o S U1 1073 hel nakhal . aspx Bl ock 1
89.36.66.118 |Romani a 147.237.77. 170 |n@ar achot . i df . i | |Ostributed PHP Attenpt B ock 1
207.46.13.142 [lhited Sates |147.237.77. 170 |naar achot . i df . i | mu:g:ciitﬁfﬁﬁssdftf“ | es/ 2/ 112622, pel xix X Bl ock 1
71.6.135.131 |wnited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
89.36.66.118 |Romani a 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed LRL Access to maarachot . idf.il/wp/wp-Iogin. php B ock 1
157.55.39.82 [Wnited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/tenpl ates/ general / B ock 1
40.77.167.80 |Lhited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
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