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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 139 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1




09-19-2016-04:04:04 to 09-19-2016-05:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action ‘Count
46.4.120. 3 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
46.4.120.3 Ger many 147. 237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
89.74.234.251 [147.237.72. 166 |Pol and akaidf.il Xenu Link Seuth User Agent 2
213.128.65. 141 |(147.237.0.17 [Turkey mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
163. 172. 238. 45 [147.237.77.170 E?i;;gom maar achot . i df . i ET SCAN NVAP -sS wi ndow 1024 1
117.21.248.87 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.77.226|Chi na v chanat z. aka. i df il [ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 179 |Chi na e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.77. 178 |Chi na e. mat pash. i df . | ET SCAN Potential SSH Scan 1
83.56.9.24 147.237.76. 44 |Spain e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87.109. 253 [147.237. 77. 170 |Chi na naar achot . i df i | ET SCAN Potential SSH Scan 1
31.24. 228. 20 147. 237.72. 217 E;ir:;cci]om eidf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87.109. 253 [147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.72. 156 [Netherl ands ~ |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87.109. 253 |147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
213.128.65. 141 [147.237.77. 216 |Turkey dover.idf.il ET SCAN Potential SSH Scan 1
188. 138. 56. 180 |147.237.0.33 |Ger many idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 [147.237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
115. 219. 86. 245 |147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
218.87.109. 253 [147.237.77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.77.176|hina nat pash. i df i | ET SCAN Potential SSH Scan 1
80. 15. 154. 133 [147. 237. 76. 176 |France test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.76.34 |China yohal an. i df .i| ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.72.217 |Netherlands ~ |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 |147.237.0.17 |China mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
70.95.1.55 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
184.155.70.136 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
185.159.37.7 147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212. 122. 103|Uhited Sates 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71.6.167. 142 Lhited Sates 147.237.77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
218. 156. 17. 203 Ok‘f’rea’ Republic 1147 237.0.17 r?lny'kOSher'kraV' 1 1SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 1
176. 13. 245. 176 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
- Geo-l ocation o
138. 246. 253. 19 |Ger many 147.237.76. 202 |e. hal ag.i df .il Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
i Geo-| ocati on
195. 62. 53. 168 RUSS| an 147.237.8.27 |e.nadimatal .idf.il Geo-1 ocati on i nbound enf or cenent drop 1
Federati on enf or cenent
141. 212. 122. 108|thited Sates 147.237.77. 226 |[waw chanat z. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
! o Geo-| ocati on o
74.82.47. 20 Lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
218. 156. 17. 203 ?rea’ Republic {117 537 0.19  [nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122.67 |Uited Sates 147.237.77. 226 |wan chanmat z. aka. i df .i 1 |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
Russi an D Geo-| ocati on o
195. 62. 53. 168 . 147.237.77.121 |e.navy.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Federati on enf or cenent
141. 212. 122. 109|lhited Sates 147.237.77. 226 |vwan chanat z. aka. i df . i1 |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
76.236.121. 228 |lLnited Sates 147.237.77. 176 |nat pash.i df .il SYN At t ack SYN -> SYN-ACK -> RST nmoni t or 1
i Geo-1 ocati on
218.156. 17,203 |06 FePWIIC |10 537 0.200 [mu.icf. il Geo-1 ocati on i nbound enforcement  |drop 1
of enf or cenent
. . . SYNtAK retransmit with different .
185. 20. 5. 157 Uni ted Ki ngdom [147. 237. 72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e noni t or 1
141.212.122.68 |thited Sates 147. 237.77. 226 |wan chanat z. aka. i df . i1 |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
5.102.242.169 |[Israel 147. 237.72. 156 |anan. i df .i | drop Frst packet isn't SN drop 1
} o Geo-| ocati on o
141.212. 122. 109|Whited Sates 147.237.77. 227 |e. hanaz. i df . i | Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenment
106. 38. 241. 105 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
185.159. 37. 7 147.237.77. 235 [sviva i df i drop Frst packet isn't SN drop 1
141, 212. 122. 102|Uhited Sates 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
218. 156. 17. 203 Okfrea' RepUDIIC 1147 237.0.15  |kosher-kravi.idf. il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
} o Geo-| ocati on o
141. 212.122. 110|Lhited Sates 147.237.77. 227 |e. hanaz. i df . i | Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenment
106. 38. 241. 105 |Chi na 147. 237.72. 166 |aka. i df . i | drop SAMrul e drop 1
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207.46.13.162 |Wited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
79.177.162.94  |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wwy nakhal . idf.il/xmrpc. php B ock 1
185. 159. 37. 7 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249.76.106 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter gt; in ww aka.idf.il/iturindasp/search. asp None 1
Russi an ) ) Il1l1egal Byte Code Cha[ acter in URL /nivtza>cnewansHom caiire</ a>, co3g,
217.69. 133. 244 Federati on 147.237.77. 216 |dover.idf.il aHHOM. ans 3T|/|.x u,ei?ew. #012#01_2#012#012#012<p>#012<b>ccunkw B ock 1
&nbsp; no&nbsp; Teme: </ b> <hr si ze=1 noshade>#012<span cl ass=

108. 82.223. 123 |uwited Sates [147.237.77.216|dover.idf.il Ml tipl e Uhaut horized URL Access from 108. 82. 223. 123 B ock 1
189. 217. 241. 19 |Mexi co 147.237.72. 166 |aka. i df . i | v%;;;:(:'uitgfd. itf}a#;r::l’uozr;j’ dﬁ;:fflggxmo"‘” L on Bock |1
66.249. 76.115 |l srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147. 237. 77. 216/ 894- he/ dover . aspx B ock 1
108. 82.223.123 |uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df. i/ spani sh B ock 1
66. 249. 64. 180 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1387-he/ atal . aspx B ock 1
204.79.180.157 |[whited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Method POST for ww aka. i df . il/mai n/ home/ def aul t. aspx B ock 1
71.6.167.142  |Lhited Sates [147.237.77.176|matpash.idf.il  [unauthorized URL Access to 147.237.77.176/rabots. txt Bl ock 1
181.215.123. 111 |thited Sates |147.237.72.167]i shuri maka. i df . i|PHP Attenpt B ock 1
66.249.65.24  [Israel 147.237. 77. 216 |dover . i df . i | D e e ettt adover . aspx HBock |1
204.79.180. 200 [United Sates |147.237.72. 166 |aka. i df .i | pstr buted thaut :?L;;:tdz/,\:éfr;?ﬁ t‘i‘:spsno"‘” R on Bock |1
79.177.162.94  |Israel 147.237.76.31 |nakchal .idf.il PHP At enpt B ock

185. 159. 37. 7 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 185.159. 37.7 B ock
66.249.76.77  |israel 147. 237.72. 166 |aka. i df . i | thaut hori zed URL Access to Bock |1

147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp

09-19-2016-04:04:04 to 09-19-2016-05:04:04




