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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141.212.113.178 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
60. 166. 27. 141 Chi na 147.237.72. 167 ishurimaka.idf.il |Invalid TGP H ags dr op 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
46. 185. 192. 202 Jor dan 147.237.77. 216 dover.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 12 Irel and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
134.117.226. 180 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
60. 166. 27. 141 Chi na 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
194.29. 178. 13 Pol and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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Attacker Address |Target Address At tacker

Signature

Gountry
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
222.45.172. 115 |147.237.0.17 |China mny-kosher -kravi .idf.il . 1
Potential Scan or Brute Force
220. 231. 195. 122|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
177.99.218. 218 [147.237.77.74 |Brazil lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
154. 16. 199. 218 |147.237.77.234|thited Sates |halag.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
194. 44. 253. 106 |147.237. 77. 205 |Wkr ai ne prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
154. 16. 199. 218 |147.237.77.235|lnited Sates |[svivaidf.il ET SCAN Potential SSH Scan 1
, _ o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
104. 154. 31. 136 |147.237.0.19 [lhited Sates |madimatal.idf.il . . 1
Potential Scan or Infection
31. 24. 228. 20 147.237.0. 16 LKJ?';;gom ny-kosher-kravi .idf . il ET SCAN NVAP -sS wi ndow 1024 1
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A tacker
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Devi ce

‘Count

Country Action
46.19.85.148  |israel 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor |8
2.53.50. 252 I srael 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6

Ret ransn ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
129.10.9.53 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
141.212.122.96 |Wnited Sates |147.237.76.38 [e.e.neitav.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
46.120.34.199 |Israel 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 1
176. 13. 225. 218 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.97 |Wnited Sates |147.237.76.38 [e.e.neitav.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
46.120.132. 138 |l srael 147.237.77. 234 |hal ag.idf . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147.237.77. 176 |nat pash.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 24 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |1
141.212. 122. 110|Wited Sates [147. 237. 76. 196 [e. sviva i df .l Geo- | ocati on enf or cenent Sﬁ?olzgi'nf”  nbound drop 1
46. 120. 132. 138 |l srael 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or

141.212.122. 71 |Wited Sates |147. 237. 72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or

141.212.122. 111|wited Sates [147. 237. 76. 196 |e. sviva.i df .il Geo- 1 ocati on enf or cenent gﬁ?;):gg?;inf"  nbound drop 1
106. 38. 241. 105 |Chi na 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 1
141.212.122. 72 |Wnited Sates |147. 237. 72. 166 [aka. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 170 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 13. 225. 218 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 1
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.i df .i drop SAMrule drop 1
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At acker Devi ce

Target Address [Site S gnature

‘Oount

Country Action
. . . Unaut hori zed URL Access to
2.53.50. 252 | sr ael 147.237.77. 243 [nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1152 B ock 2
77.139. 103. 137 |France 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df . i |/ nmai n/ sachar B ock 1
. . . Parameter Type M ol ati on searchText in
185.86.77.38  |kraine 147.237.77.233(atal .idf.il v atal i df i1/ 1385 hel atal . aspx Bl ock 1
46.120. 34.199 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1

ny- kosher - kravi . i df .
il

185.86.77.38  |Wkraine 147.237.77.233|atal .idf.il

157.55.39.112 |Wited Sates [147.237.0.16 Uhaut hori zed URL Access to www ny-kosher-kravi.idf.il/ Bl ock 1

Parameter Type M ol ati on searchText in
wwv atal . idf.il/1424-he/ atal . aspx
Unaut hori zed URL Access to

46.120. 132. 138 [l srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1

Bl ock 1

Paraneter Type Mol ation pos in

185.86.77.38  |Wkraine 147.237.77.74 |lawidf.il v | aw i df i 1/ 163- 7423- hel pat zar . aspx Bl ock 1
204.79. 180. 156 [Lhited Sates [147.237.72.166|aka. i df .i | m“;;‘;’_rii dzfe_?l '/Wn;jhr‘?/dk:gzlf o el (. aspx B ock 1
66.249.76.79 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
185.86.77.38 |lkraine 147.237.77.233|atal .idf.il Paraneter Type Mol ation &ortDr in atal.idf.il/1368-he/ata .aspx  |B ock 1
207.46.13.115 |wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
69.47.161. 8 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for waw aka. i df. il /sachar Bl ock 1
185.86.77.38 |lkraine 147.237.77.233|atal .idf.il Paraneter Type Mol ation PageNumin atal.idf.il/1368-he/atal.aspx |B ock 1
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