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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
46. 185. 192. 202 Jor dan 147.237.77. 216 dover.idf.il network flood | Pv4 | QWP drop 15662
46. 185. 192. 202 Jor dan 147.237.77. 216 dover.idf.il | CWP- f r agnent ed dr op 23
46. 19. 85. 57 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
188. 48.130. 119 Saudi Arabia 147.237.77. 216 dover.idf.il network flood | Pv4 | QWP drop 7
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 | QWP drop 4
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 35 B azi | 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
192. 33. 90. 68 Sw t zer| and 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
129. 93. 229. 138 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Snitzerl and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 167 ishurimaka. idf.il |network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
111. 73. 45. 159 Chi na 147.237.0. 15 kosher-kravi.idf.il|JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnalure Devi ce Action |Count

125. 208. 24. 2 Chi na 147.237.76.200 |eitan.aka.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Qountry

Signature

66.249. 64. 160 [147.237.77.170|lhited Sates |maarachot.idf.il [ET SCAN NVAP -sA (2) 3
5.255.90.133 |147.237.8.50 [Netherl ands e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183, 19. 190. 239 |147. 237 77. 178 |hi na . nat pash, i df i ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
178. 162. 205. 26 |147. 237. 72. 166 |Ger many aka.idf.il ET SCAN Potential SSH Scan 1
178. 162. 205. 26 [147.237.8.14 |Ger many e.orchot.idf.il |ET SCAN Potential SSH Scan 1
103. 207.36.31 |147.237.72.14 |V etnam dover.idf.il (ol d) |[ET SCAN NVAP -sS wi ndow 1024 1
50. 84.213. 146 |147.237.77.74 |lWited Sates |[lawidf.il ET SCAN NVAP -f -sS 1
5.255.90.133 [147.237.8.28 [Netherlands e.nobile-ks.idf.i[|[ET SCAN NVAP -sS w ndow 1024 1
178. 162. 205. 26 |147. 237. 76. 196 |Ger many esvivaidf.il ET SCAN Potential SSH Scan 1
178. 162. 205. 26 [147.237.8.24 |Ger many elifestyleidf.il|[ET SCAN Potenti al SSH Scan 1
178. 162. 205. 26 [147.237.0.19 |Ger many nadimatal .idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

79.177.210. 195 |Israel 147. 237.76. 200 |ei tan. aka. i df . | Ret r ansmi ssi on Packet dr opped. drop 68
109. 253. 129. 34 | srael 147.237.76.31 |nakchal .idf.il Streaning Engine: TCP Invalid invalid segnent retransmissi on drop 21
Ret r ansni ssi on Packet dr opped.
109. 67. 253. 180 |l srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 67. 253. 180 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 57 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 57 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 67. 253. 180 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
176. 13. 244. 191 |lIsrael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
84.111.13.61 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
196. 217. 31. 132 |Mor occo 147.237.77. 216 |dover.idf.il drop drop 2
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber alert 1
141.212. 122. 105|lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
138. 255. 72. 254 |Brazil 147.237.0.35 |akavs.idf.il drop drop 1
72.197. 8. 34 Lhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
174.200.13. 178 |Wnited Sates |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 97 |Wited Sates |147.237.76.39 |[nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
141.212.122. 105|Whited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 64 |Wnited Sates |147.237.0.15 |kosher-kravi.idf.il[SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.98 |Wited Sates |147.237.76.39 |nuhile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 107|Wnited Sates |147.237.0.33 |[idf.il drop drop 1
141.212.122.65 |Wnited Sates |147.237.0.15 |kosher-kravi.idf.il[SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
176.21.88.145 |Denmark 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141. 212. 122. 104|Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
141.212.122. 108|Wnited Sates |147.237.0.33 |[idf.il drop drop 1
141.212.122.68 |Wited Sates [147.237.0.35 |akavs.idf.il drop drop 1
106. 38. 241. 105 |Chi na 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
41.33.231.86  |Egypt 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence mﬁsgreansmt wthdifferent | ivor |1
141.212. 122. 104|Wited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
115.31.175.92  |Thailand 147. 237.77. 216 |dover . i f . i1 Header Rejection Pzggitrej ection pattern found in - oo [
46. 19. 85. 240 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
173.57.166. 111 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.69 |Wnited Sates |147.237.0.35 |akavs.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Oount
176. 13. 249. 234 |l srael 147. 237.77. 243 |nobi | €. i df . | mlaln:t o T?/F?s:cﬁ;ra; icﬁgng?gisa:ov‘%d n Bl ock 3
66.249.76.77  |israel 147.237.72.166 |aka. i df . i | ﬂ?”;g;’r'?;efeéﬁ‘l :fgfjfa;; (i1 es/ 1/ 69041 pel Bl ock 1
185. 86. 77. 38 krai ne 147.237.77.233|atal .idf.i| |Paraneter Type Mol ation searchText in ww atal .idf.il/1402-he/ atal . aspx B ock 1
84.111.13. 61 I srael 147.237.77. 216 |dover. i df . i ||SSL Wntraceabl e Connection - Qpen Mde None 1
193. 252. 118. 176|France 147.237.72. 156 [aman. i df . i | |Waut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
148.251.13.51  |Ger many 147.237.72.166|aka. i df .i| [Wauthorized Method HEAD for wwwu aka.idf.il/brothers/skira/default.asp |B ock 1
66.249. 64.180 |Israel 147.237.77.233|atal . i df.i| |Unauthorized URL Access to 147.237.77.233/ 1237-he/ atal . aspx B ock 1
157.55. 39. 12 Lhited Sates 147.237.76.86 |[navy. idf.il [Unauthorized URL Access to 147.237.76. 86/ 994- 9065- he/ navy. aspx B ock 1
66. 249. 76. 75 I srael 147.237.72.166|aka. i df . i| [Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ qanda/ def aul t . asp B ock 1
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