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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195.113. 161. 82 Czech Republic 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
147. 83. 29. 234 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 H nl and 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194. 29. 178. 13 Pol and 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
134.117.226. 180 Canada 147.237.72.217 e idf.il network flood | Pv4 | QWP drop 1
120. 132. 50. 135 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 1
198. 82. 160. 221 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 67 Sni tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194. 254. 215. 12 France 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazi | 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
200. 19. 159. 34 B azi | 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Device Action |Count

46.119. 115. 28 krai ne 147.237.77. 216 dover.idf.il |15323: HITP. User-Agent (MRSPUTN K) B ock 3
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

222.254. 34. 165 |147. 237. 77. 216 |\ et nam dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.255.90.133  [147.237.8.28 |Netherlands e.nobi | e-ks.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
5 53 1 50 147 237.76. 86 |1 srael ey, i i1 ET DC5 Large amount of TQP ZeroVndow - Possible Nkiller2 DDos 1
attack
222.254. 34. 165 |147. 237. 77. 227 |M et nam e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.255.90.133  |147.237.8.14 |Netherl ands eorchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
222.254. 34. 165 |147. 237. 77. 243 |M et nam nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |
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Ste
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Devi ce

‘Attacker Qountry

SWNretransmt wth different

Action

‘Count

89. 139. 199. 191 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence . noni t or 50
w ndow scal e
Sreaming Engine: TGP Invalid i i SSi
2.55.24.252  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 30
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
2.55.185.112 [l srael 147. 237.76. 200 [ei tan. aka i df .| 9 =g Invalid segnent retransmssion. |, 24
Ret r ansnm ssi on Packet dropped.
46.19.85.147  [lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |7
Sreanming Engine: TGP Invalid i i ssi
66.249.79.81 |lnited Sates 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dropped.
46.19.85.147  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert
109. 67. 243. 161 |I srael 147.237. 77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
o SWretransnit wth different .
89. 139. 199. 191 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence vi ndow scal & monitor |4
37.26.146.213 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
106. 38. 241. 105 |Chi na 147.237. 72. 166 |aka.i df .i drop SAMrul e drop
Sreaming Engine: TGP Invalid i i SSi
176.13.3.134  |israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
46.120.51.251 [Israel 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nvalid ACK nunber noni t or
46. 120.51. 251 |l srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
77.237.146. 28 |Czech Republic 147.237.77.212|e.dover.idf.il  |Geo-| ocati on enf or cement ?{f\fo'rggi'nf” I nbound drop 2
1. 152. 96. 30 Australia 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
123. 30. 135. 177 |M et nam 147.237.8.14 |e.orchot.idf.il |Geo-| ocation enf or cement Geo-lrocati on inbound drop 2
enf or cenent
46. 19. 86. 23 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
172.56.34.230 |lLnited Sates 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 70 |Uited Sates 147.237.76.196|e.svivaidf.il  |Geo-| ocation enf or cement ?{f\fo'rggi'nf” I nbound drop 1
5.102.195.3 | srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
185. 111. 139. 61 :m[a”' Istamc Republicly 47 937, 77. 216 |dover. i il Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122. 74 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
123. 206. 85. 139 |Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
213.57. 170. 151 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
5.102.195.181 |[Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval id AGK nunber nonitor |1
141.212.122. 72 |Uited Sates 147. 237. 76. 199 |e. nakchal .i f .11 |Geo-| ocati on enf or cerment ?{f\fo'rggi'nf” I nbound drop 1
185.111. 139. 61 :)][a”' stamc Republict; )7 937, 77. 216 |dover. i o i Bad TCP sequence Inval i d ACK nunber moni tor |1
46. 19. 86. 19 I 'srael 147.237.72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYNACK -> Tinmeout |alert 1
141.212.122. 75 | ted Sates 147.237.76.202|e.halag.idf.il  |Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212. 122. 67 |Whited Sates 147.237.8.50 |e.tikshw.idf.il |Geo-1 ocation enf or cerent Geo-lrocati on inbound drop 1
enf or cenent
222.254. 34. 165 |M et nam 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
46.120.51. 251 [l srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 1
176.13.243.9 |israel 147.237.72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYNACK -> Timeout |nonitor |1
31.223. 190. 64 fcissi';'ja” Territory., 147 237.77. 176 |natpash. idf il |SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
141.212.122. 73 |Uited Sates 147. 237.76. 199 |e. nakchal .i f .11 |Geo-| ocati on enf or cenment Sﬁf;‘rggixn I nbound drop 1
109. 253. 159. 29 |l srael 147.237. 77. 243 |nobi le.idf .i | drop First packet isn't SN drop 1
73.249.62.24 |Whited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
195. 62. 53. 168 |Russi an Federation 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46.19. 86. 19 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
141.212.122. 75 |Whited Sates 147.237.77. 121 e.nawy.idf.il  |Geo-1ocation enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 68 |Uhited Sates 147.237.8.50 |e.tikshw.idf.il |Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
222. 254. 34. 165 |V et nam 147.237.77.227|e.hanaz.icf.il  |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46.120.51. 251 |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I nval i d ACK nunber alert 1
178. 0. 60. 192 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141.212.122. 73 |Whited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
120. 132. 84. 157 |Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
77.139.10.162 |France 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 1
195. 62. 53. 168 |Russi an Federation 147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
80. 246. 138. 230 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
46. 19. 86. 189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
109. 253. 136. 127 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
. . . Unaut hori zed URL Access to
176.13.224.57 |l srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 4
. . . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Enai | in
1.152.96. 30 Australia  |147.237.77.216|dover. i df .il v i df i 1/ 1038- en/ dover . aspx Bl ock 2
77.139.103. 137 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka. i df . il/mai n/ sachar Bl ock 1
94. 189. 182. 99 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwww aka. i df.il/main/giyus/infornmation aspx |B ock 1
66.249. 64. 128 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
207. 46. 13. 116 gq;tt:: 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/nai n/ haredi nigeneral . aspx None 1
79.181.170.212 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wan i df.il/resource/ userfol | ow esource/ creat e/ B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi ni yoran/ enl ar ge. asp B ock 1
212.199. 169. 38 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/sip storagel/files/ 8/ B ock 1
2.53.181. 128 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
157. 55. 39. 203 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/sip storage/riles/ 7/ 69057/ pdf B ock 1
66. 249. 65. 8 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
84.108.191.178 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
5.29. 25. 230 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
77.138.53.207 |France 147.237.72. 166 |aka. i df . i | ;l;ili:lhorl zed URL Access to ww aka. i df.il/main/giyus/general.y>n monm B ock 1
89.139.199. 191 [Israel 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76.31/ si p_storagel/ fil es/ 8/ 1668. doc B ock 1
Unknown Par arret er
207.46.13.116 |1 ted 147.237.72. 166 |aka. i df . i | anp, anp, anp, anp, anp, anp, anp, anp, anp, anp, anp, anp, anp, anp, anp, anp |y, .o 1
Sates ; anp; anp; anp; anp; anp; anp; anp; pageNum i n
v aka. i df . il /ituri masp/ di spl ayal | sol di ers. asp
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