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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
141. 22.213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sni t zerl and 147. 237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
120. 132. 50. 135 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 1
141. 22. 213. 34 Ger many 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
222.186. 56. 41 Chi na 147.237.76. 38 eeneitav.idf.il JLMPurple Gon Linit_Tcp drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |
172.56.14.193 |Lhited Sates 147.237.77.216 |dover.idf.i13840: TLS (penSSL Heartbeat Packet B ock 2
108.59. 8. 70 Lhited Sates 147.237.77.216 |dover. i df.i[[CL000074: HTTP. najestic bot Per mt 2
78.185.31.150  |Turkey 147.237.77.216 |dover. i df.i|C1000016: HTTP. adninistrator in UR Per nirt 1
78.185.31.150  |Turkey 147.237.77.216 |dover. i df . i |CL000018: HITP. access to adninistrator/index. php -> Quarantine Per nirt 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

79.177.227.200 |[147.237.0.34 |lIsrael tikshuv.idf.il ET SCAN NVAP -sA (2) 5
118. 200. 185. 177|147, 237.0.15 | ngapore cosherkravi i df i ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 3

Potential Scan or Brute Force

91.224.160. 106 [147.237.0.33 |[Netherlands idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76.39 [Netherlands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.77.226|Netherlands  [ww chamatz. aka.idf.il [ET SCAN Potential SSH Scan 2
91.224.160.106 |[147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237.76.196|Netherlands |e.sviva.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |[147.237.76.44 |Netherlands |e.refuah.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237.76.34 [Netherlands  |yohalan.idf.il ET SCAN Potential SSH Scan 2
91.224.160.106 |[147.237.76.201|Netherlands |e.atal.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.0.17 |Netherlands mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76. 201 |Lhited Sates [e.atal.idf.il ET DROP Dshiel d B ock Listed Source 1
91.224.160. 106 |[147.237.76. 147 [Netherlands  |chi nuch. aka. i df.i| ET SCAN Potential SSH Scan 1
50.84.213.146 [147.237.0.35 |lnited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 4096 1
40.114. 15. 49 147.237.0.17 |hited Sates |[mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 |[147.237.76.31 |[Netherlands nakchal . i df il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.77.212|Netherlands  |e.dover.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.72. 167 [Net her| ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237. 77. 170 |Net her| ands naar achot . i of . i | ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.8.45 |[Netherlands |e.eitan.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.77.74 |Netherlands  |lawidf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.0.200 [Netherlands . i df il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.202|Netherlands |e.halag.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.0.16 |Netherlands ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.148|Netherlands  |gocenter. aka.idf.il ET SCAN Potential SSH Scan 1
69. 164. 208. 136 |147.237.72. 166 |Lhited Sates |aka idf.il portscan: TCP O stributed Portscan 1
123.56.190. 151 |147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.84.213.146 [147.237.0.35 |Uited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 |147.237. 77. 243 [Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.77.216|Netherlands  |dover.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.30 [Netherlands hi nush. i df . i | ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.178|Netherlands  |e. nat pash.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.8.46 [Netherlands |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.77.121|Netherlands  |e.navy.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.8.27 |Netherlands |e. nadimatal.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.77.61 |Netherlands |e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |[Ste Signature Acti on ‘Count
172.56.14.193 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nmonitor |25
S ream ng Engi ne: TCP i i ssi
188.210. 24.34  |Ger many 147. 237. 77. 216 |dover i df .i mng tngine. 1 Invalid segnent retransmssion. g 14
Inval i d Retransm ssi on Packet dropped.
77.31.192. 14 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
46.19. 85. 73 | srael 147. 237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 134 I srael 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
213.57.141. 149 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretramsmt wih different — Jopniior s
w ndow scal e
87.69.36.11 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout |[aert
87.69.36. 11 I srael 147.237.72. 166 |aka.idf . i1 SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor
172.56.14.193 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack noni t or
S ream ng Engi ne: TCP i i ssi
66.249. 64,158 |Lnited Qates 147.237.0.19  |nadi matal i df il mng tngine. 1 Invalid segnent retransmssion. g 6
Inval i d Retransmi ssi on Packet dropped.
46.19. 85. 73 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6
. . SYNtAXK retransmt with h
87.69. 36. 11 | srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent w ndow scal e noni t or 6
Streamng Engi ne: TCP i i ssi
2.55.142. 74 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 mng tngihe- 7 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
188. 227. 232. 39 glcisgi'géa” Territony, 47, 237. 77. 176 |nat pash. i of . i drop First packet isn't SIN drop 4
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.idf . i1 drop SAMrul e drop 3
S ream ng Engi ne: TCP i i ssi
109. 64.81.195 |Israel 147. 237. 77. 243 |nobi l e.i df .i | mng tngine. 1 Invalid segnent retransmssion. . 3
Inval i d Retransm ssi on Packet dropped.
79.181.188. 8 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |2
141. 226.218. 82 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |2
46. 19. 86. 105 I srael 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST monitor |2
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 2
37.142.5.216 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST moni tor |2
185. 20. 5. 157 Uhi ted Ki ngdom 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |2
Sreamng BEngi ne: TCP i i ssi
84.108.166.77 | srael 147.237.77. 243 |robi L e. i of . i1 mng Ehgine. Invalid segnent retransmssion. g 2
Inval i d Retransmnission Packet dropped.
30. 100. 100. 250 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 2
. . . SYNWAXK retransmt with .
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka.idf il Bad TCP sequence di fferent vi ndow scal & monitor |2
67.68.31.22 Canada 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST moni tor |2
46.117. 156. 132 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |1
141.212.122.69 |Uhited Sates 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
. . . SYNtAXK retransmt with .
217.132.99.86 |lsrael 147.237. 76. 200 |ei tan. aka. i df . il Bad TCP sequence di fferent w ndow scal e noni t or 1
37.46.38. 156 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
Sreamng Engi ne: TCP i
109. 66. 39. 208 |l srael 147. 237. 77. 216 |dover.i df . i | mng =g nvalid checksum Packet drop 1
I nval i d Checksum dr opped.
185. 32.179. 211 |Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
84.111.102. 192 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber moni tor |1
141. 212. 122. 108|Wnited Sates 147.237.0. 17 ;nlnly kosher-kravi . 1d |y At t ack SYN -> SYN-ACK -> RST monitor |1
69. 251. 143. 108 [lhited Sates 147.237.72. 166 |aka.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141.212.122.73 |Wited Sates 147.237.0.200 |rdu.idf.il Geo-l ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
120.132.67.62 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
212.92.127.172 |Russian Federation |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
5.102.242.240 |[Israel 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Inval i d ACK nunber moni tor |1
waw chanat z. aka. i df . instant nessenger pattern .
104. 45.18. 178  |Netherl ands 147.237.77. 226 I nstant Messengers found, appl i cati o Skype moni tor |1
179.99.200.39 |Razil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |[nmonitor |1
141.212.122. 78 |United Sates 147.237.8.28 |e.nubile-ks.idf.il Geo- | ocation enforcenent | ocation inbound dr op 1
enf or cenent
46.120.51. 251 |[Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Tinmeout [nmonitor |1
141.212.122.70 |wited Sates 147. 237. 76. 197 |e. hi nush. i df . i Geo-l ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
. . . Geo- | ocat i on i nbound
37.59.253.230 |France 147.237.0.200 [rdu.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
109. 253. 198. 67 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
141.212.122. 74 |Wited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enforcenent | ocation inbound drop 1
enf or cenent
141.212.122.66 |lLhited Sates 147.237.0.33 |idf.il drop drop 1
212.92.127.172 |Russian Federation |147.237.72.217|e.icf.il Geo-| ocati on enforcenent |0 ocation inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

At acker

Devi ce

waw aka. i df . i |/ mai n/ hone/ def aul t . aspx

ountry Target Address |Site Sgnature Acti on ‘Count
46.19.85.136 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 112
46. 19. 85. 59 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 33
2.55. 38. 107 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock
46.19.86. 137 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
www. chamat z. aka. i df i
5.29.206.140 |Israel 147.237.77. 226 - Wnaut hori zed LRL Access to B ock 3
il wawv chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
46. 19. 85. 59 I srael 147.237.77.243|nobi | e.i df . i | D stributed Whaut horized LRL Access on nobil e.idf.il/nekudot/index |B ock 3
) . . Unaut hori zed Met hod PCST for
74.129.174. 218 |United Sates [147. 237. 72. 166 [aka. i df . i | vw aka. i dff i 1/ mai n/ i | ui i about . aspx Bl ock 2
m ny- kosher - kravi . i i i
66.249. 64. 121 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
df.il m ny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
213.57. 141. 149 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |H ock 1
5.102.195.3  |israel 147. 237. 72. 156 |anan. i df . i | I11egal Paraneter Encoding ctl00Sct | 00Scphhe nECPHWI nContent 02, o 1
in ww anan.idf.il/nodiin/questionnaires. aspx
85. 219. 205. 227 |Pol and 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to wwu aman.idf.il/favicon.ico Bl ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
46.19.85.123 |[lsrael 147.237.77.216|dover . i df . i Distributed Ml forned URL B ock
. . Uhaut hori zed Met hod PCST for
94. 189. 182. 99 147.237.72. 166 [aka. i df . i | vawn aka. i df i |/ mai 1V gi yus/ i nf or mat  on. asp Bl ock 1
77.138. 221. 120 |France 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df.il/miluim B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 128 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ i tan/ prat i nd pi rt eyer ua/ Bl ock 1
213.162.68.19 |Austria 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for aka.idf.il/smalinihtm/5. asp B ock 1
5.102. 195. 3 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89.163.133.20 [Ger nany 147.237.0.15 |kosher-kravi.idf.il Mal formed URL <titl e>phpnyadnin B ock 1
66. 249. 76. 115 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
46.19.85.123 |Israel 147.237.77. 216 |dover.idf.il Unknown HTTP Request Method e in URL B ock 1
) ny- kosher-kravi . i df . i ) o
157.55.39. 112 |lhited Sates [147.237.0. 16 | Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/robots.txt Bl ock 1
77.139. 103. 137 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for www aka. i df.i|/mai n/ sachar B ock 1
66. 249. 64. 164 |l srael 147.237.0.19 |madimatal .idf.il Lhaut hori zed URL Access to nadimatal .idf.il/robots.txt B ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72.166 [aka. i df . i | vy aka. i df .il/iturindasp/ di spl ayonesol di er. asp Bl ock !
89.163.133.20 [Ger many 147.237.77.216|dover. i df . il Mal formed URL <titl e>phpnyadnin Bl ock 1
) . . . Uhaut hori zed URL Access to
68.180.228.58 |lhited Sates [147.237.76.200(ei tan. aka. i df .i | vaw ei tan. aka, i df .i | / 1105- en/ cont act us. aspx Bl ock 1
5.29.71.182 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . . Uhaut hori zed Met hod PCST for
204.79.180. 171 |Wnited Sates |147. 237.72. 166 |aka. i df . i | voww aka. i of i1/ 1) ui ndt enpl at es/ i nner . asp Bl ock 1
79.179.15.186 |[lsrael 147.237.72. 156 |anman. i df . i | Mil tipl e Unaut hori zed URL Access from 79.179. 15. 186 B ock 1
66.249. 65. 24 |Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock
92.114. 6. 83 Romani a 147.237.72. 156 |anan. i df . i | PHP Att enpt B ock
) . . Unaut hori zed URL Access to
207.46.13.97 |Whited Sates [147.237.72. 166 |aka. i df .i | aka.i df i1/ iV regi strati onvi zard regi ster . aspx B ock 1
85. 64. 9. 165 I srael 147.237.77.216|dover.i df .i | Distri but ed Lha_ut hori zed LR. Access on Bl ock 1
wwv i df. il /https:/vwwidf.il/
. . . Unaut hori zed URL Access to
66. 249. 69. 66 I st ael 147.237.76. 147 chi nuch. aka. i df . i | wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
92.114.6.83 Romani a 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw arman. i df . il /wp/wp-1 ogi n. php B ock 1
77.138.41.250 |France 147.237.72. 166 |aka. i df . i | Wnauit hor zed Method PCBT for B ock 1
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