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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 253. 200. 118 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
79.182. 157. 229 | srael 147.237.72. 166 aka.idf.il B ack List drop 6
94, 123. 184. 22 Tur key 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 83 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
79.178. 32. 88 | srael 147.237. 72. 166 aka.idf.il B ack List drop 3
31.168. 240. 21 | srael 147.237. 72. 166 aka.idf.il B ack List drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
37.26. 149. 206 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
77.138. 89. 230 Fance 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
173.208. 150. 114 Lhited Sates 147.237.77.176 nat pash. i df.il bl ock-sp-trafl forward 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
142.54.174. 85 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-trafl forward 1
208. 110. 84. 66 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl forward 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

71. 6. 165. 200 Lhited Sates 147. 237.76. 177 ncore.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
103. 207. 36. 84 147. 237.72. 156 Mi et nam anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 147. 237.76. 147 Chi na chi nuch. aka. i df . | ET SCAN Potential VNC Scan 5800- 5820 1
40.114. 15. 49 147.237.0.16 Lhited Sates ny- kosher -kravi . i df . i | ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 60. 153. 178 147.237.0.19 Russi an Federation nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
103. 207. 36. 84 147. 237.72. 156 M et nam anan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
61. 240. 144. 65 147. 237.76. 202 Chi na e halag.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
46. 19. 86. 42 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147. 237. 0. 200 Net her | ands rdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
222.254. 34. 165 147. 237. 8. 27 Mi et nam e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 135. 131. 60 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 147.237.0. 16 Russi an Federation ny- kosher -kravi . i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

94.123.184.22  |Turkey 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2931

109. 253. 135. 80 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39

212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
Sreaning Engine: TCP Invalid i i ssi

46. 19. 86. 92 I'srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. Packet dr op 24
Ret r ansni ssi on dr opped.

46.19. 85. 132 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 15

176. 13. 248. 228 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15

46.19. 85. 132 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |15

46.19.85.132  |[israel 147.237.72.166|akaidf.il  |Bad TCP sequence Sscajlepm retransmt wth different windowl oo |15
Sreanming Engine: TCP Invalid i i ssi

109.66.20.21  |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. Packet dr op 14
Ret r ansni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi

2.55.142. 44 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. Packet drop 12
Ret r ansmi ssi on dr opped.

77.139.109.97 |France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |11

213.0.118.99 Spai n 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10

46. 19. 85. 226 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber nonitor |9

46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 9

79.177.132.76  |lsrael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 8

84.94. 80. 157 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 8

176.13.236.22 |Israel 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST mnitor |7

79. 180. 237. 231 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 7

141. 226. 218. 119|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7

217.132.120. 196|l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

80.179.78.168 |l srael 147.237.76. 200 |6 tan. aka. i of . i 9 =9 Invalid segnent retransmssion. Packet drop 6
Ret r ansmi ssi on dr opped.

46. 19. 86. 203 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Streaning Engi ne: TGP SYN Data received before SYN ACK vas

50. 87.144. 145 |Wnited Sates|147.237. 77. 216 |dover.idf.il L. .. L dro| 6
Mbdi fi ed Retransm ssion acknow edged. Sripping all packet data P
Sreaming Engine: TGP Invalid i i ssi

2.53.38.12 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. Packet dr op 6
Ret r ansni ssi on dr opped.

46.19. 86. 117 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 37 I srael 147. 237, 77. 243 |nobi 1 e. i of . i 9 =g Invalid segnent retransmssion. Packet drop 6
Ret r ansni ssi on dr opped.

157.55.39.181 |Uhited Sates|147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5

77.139.109.97  |France 147.237.72. 166 |akaidf.il  [Bad TCP sequence Sscajléocx retransmt wth different wndowl oo |5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

37.142.243.54 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5

46. 19. 86. 67 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5

46.19. 86. 74 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi

37.142.186.116 | srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 nvalid segnent retransmssion. Packet dr op 4
Ret r ansni ssi on dr opped.

109. 253. 135. 71 |l srael 147.237.72. 166 |aka. i of . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4

84.109. 229. 183 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> RST monitor |4

109. 226.40. 40 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

176.13.17.219 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

185. 3. 147. 203 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber nonitor |4

2.53.176. 161 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3

46. 19. 86. 186 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3

50.87.144.145 |Wited Sates|147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 3

176.13.19.217 |(Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3

46. 19. 86. 186 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber mnitor |3

77.126. 4. 252 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3

87.69. 55. 92 | srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3

85. 65. 54. 75 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3

46. 120. 2. 228 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3

87.69. 55. 92 I'srael 147.237.77.74 |lawidi.il  [Bad TCP sequence sscall;ACK retransmt wth different windowl oo |3

5.22.134. 207 | srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or

46.19. 85. 219 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253. 158. 240l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 83
37.26.146. 244 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 34
46.19. 86. 92 I srael 147.237.77.243|nobi | e. i df . i | Ml tiple Unaut horized URL Access from 46. 19. 86. 92 Bl ock 16
79.178.234. 203 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
46. 19. 86. 92 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
- . . |Waut hori zed URL Access to
185. 3.147.203 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 3
109. 253.201. 50 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
209. 35. 30. 20 Lhited Sates |147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185.120.126.5 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
213.8.204.11 I 'srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
213.57.226.66 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from213.57.226. 66 B ock 2
. . Unaut hori zed URL Access to
5.22.134.207  [Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
77.139.184.54 |France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method PCST for waw aka. i df.il/mai n/ kapat z/ B ock 1
66.102.9.5 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for wwu aka. i df .i|/mai n/ gi yus/ bookl ets. aspx  |B ock 1
46.19. 85.3 I srael 147. 237. 72. 156 |anan. i df . i | thaut hori zed LR Access to : : . B ock 1
wwv anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png
109. 64. 2. 145 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
46.117.37.199 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
66.248.198.174 |Wited Sates [147.237.76. 147 |chi nuch. aka. i df . i|PHP Attenpt Bl ock 1
. . Doubl e URL Encodi ng - paraneter: search in
46.19.85.92 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ nai n/ gi yus/ pni ot handl er 1. asnx/ sear ch Bl ock !
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 1
. . D stributed Uhauthorized URL Access on
46.120.94.34  |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
185. 120. 126. 12 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.i|/mai n/ gi yus/ general . aspx  |B ock 1
37.26.148.188 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
79.179. 22. 82 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.248.198. 174 |Wnited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to ww chi nuch. aka. i df .il/wp/wp-1 ogin. php B ock 1
. . Unknown HTTP Request Method T in URL
46.19. 86. 74 I srael 147.237.77. 216 |dover. i df .il wwi o i |/ styl ef shared/ | ayout dev, css B ock 1
213.57.226.66 | srael 147. 237.72. 166 |aka. i df . i | Illegal Byte (de Craracter in LR /mai i kapat 2/ /res#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
66. 249. 76. 83 I srael 147.237.77. 216 |dover. i df .il ww i cf i 1/t enpl at es/ t enpl at econt rol s/ gener o/ B ock 1
] - . Unaut hori zed Met hod PCBT for
66.102. 6. 21 Lhited Sates |147.237.72.166|aka. i df .il Wi aka. i o i |/ rai r sachar/ vi ewpays! i p. aspx B ock 1
204.79.180.30 [Lhited Sates |147.237.72. 166 [aka. i df . i | Distributed Uhadthori zed Method for Known LR. on Bl ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
- . D stributed Unauthorized Method for Known URL on
37.47.73. 150 Pol and 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
85. 64. 93. 49 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
66.249. 66. 196 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list20041220b. ht m B ock 1
109. 253. 230. 245|I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
2.53.144. 198 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
77.139.56.173 |France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico B ock 1
] . . D stributed Unauthorized Method for Known URL on
66.102.9.2 Lhited Sates |147.237.72.166|aka. i df .il v aka i df . i 1/ mai n/ hoe/ def aul t . aspx B ock 1
204.79.180.87 |Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka. i df.il/ml ui mitenpl at es/ hone. asp |B ock
45, 50. 179. 60 Lhited Sates |147.237.72.166|aka.idf .il Unhaut hori zed Method PCST for www aka. i df.il/giyus/general /defaul t.asp |H ock
98. 169. 17. 92 Lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock
66.249.76.79  |israel 147. 237.72. 166 |aka. i df . i | Distributed thauthori zed URL Access on Bl ock 1

147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp
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