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|Top Attackers | n DDoS- Def ence |

Attacker

Address

Address

Signature

Attacker ‘Target

Country

94. 123. 184. 22 Tur key 147.237.77.216 dover.idf.il DCS- LA C- TCP- 80- cat dest - r eset 2710
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
94.123. 184. 22 Turkey 147. 237.77. 216 dover.idf.il Z}?r? handshake violation, first packet mot | 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
222.186. 34. 186 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
63. 141. 231. 195 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf1 forward 1
173. 208. 150. 115 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf1 forward 1
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 35 Lhited Sates 147.237.72.217 eidf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
63. 141. 242. 196 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf1 forward 1
204. 12. 220. 84 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 1
192. 33. 90. 67 Swi t zer| and 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
63. 141. 242, 197 Wited Sates 147.237.0.17 mm-kosher-kravl 11 1y ock-sp-traf 1 forverd 1
204. 12. 220. 85 Lhited Sates 147, 237.76. 147 chinuch. aka.idf.il bl ock-sp-trafl forward 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
142.54.174. 83 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf1 forward 1
2.55. 131, 187 I srael 147.237.77.216  |dover.idf.il 13; handshake violation, first packet mot |, 1
198. 204. 224. 235 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 1
164. 107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 251 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
204. 12. 220. 85 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 f orward 1
195.113. 161. 82 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
87.117.203.105 |United Ki ngdom 147.237.76. 42 refuah.idf.il 6134 HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 12

158. 85. 253. 245  [Lhited Sates 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) Bl ock 6
81.176. 226. 68 Russian Federation |[147.237.77.233 |atal.idf.il 5670: HITP. SQ Injection (SALECT) B ock 6

174. 36. 80. 58 Lhited Sates 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
87.117.203.105 |Wnited Ki ngdom 147. 237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6

66. 96. 128. 60 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6

50. 63. 196. 229 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 5

176. 9. 10. 227 Ger many 147.237. 76. 86 navy.idf.il [Cl000074: HITP. ngjestic bot Per nit 2
123.125.125.31  |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

87.117. 203. 105 147.237.76. 42 United Ki ngdom refuah.idf.il SQ Injection - Select From 20
158. 85. 253. 245 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select Fom 8
81. 176. 226. 68 147.237.77. 233 Russi an Federati on atal.idf.il SQ Injection - Select From 8
50. 63. 196. 229 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
174. 36. 80. 58 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 8
66. 96. 128. 60 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
123. 206. 85. 139 147. 237. 77. 226 Chi na waw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
109. 253. 228. 148 147.237.72. 166 I 'srael aka idf.il portscan: TCP O stributed Portscan 1
41. 180. 9. 40 147.237.0. 34 South Africa tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.180. 9. 40 147.237.0. 16 South Africa ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
40.114. 15. 49 147. 237. 76. 201 Lhited Sates e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40. 114. 15. 49 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 147. 237. 77. 243 Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 154 147.237.0.35 Chi na akavs. i df.il ET SCAN NVAP -sS wi ndow 1024 1
41. 180. 9. 40 147. 237.76. 30 South Africa hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
41.180. 9. 40 147.237.0. 17 South Africa mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 1024 1
40.114. 15. 49 147. 237. 76. 202 Lhited Sates e.halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
222. 254. 34. 165 147. 237. 77. 205 M et nam prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.114. 15. 49 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
94.123.184.22  |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4305
85. 130. 187. 253 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |52
85. 130. 187. 253 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 49
85.130. 187. 253 |l srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 39
87.69. 52. 120 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 39
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 33
79.177.173. 107 |israel 147. 237. 77. 243 |robi l e i df . i | Streaning Engi ne: TCP Inval id finvalid segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
79.178.65.132 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
46. 19, 85. 41 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 21
Ret r ansni ssi on Packet dr opped.
50.63.197.204 |lhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
94.123. 184. 22 Tur key 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
109. 66. 138.89 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
176. 13. 248. 228 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
85.130. 187. 253 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
109. 64. 154. 39 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
217.69. 133. 190 gz::;”ion 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 10
217.69. 133, 247 |¥SSian 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 10
Feder ati on
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 9
195. 60. 235. 57 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
217.69. 133. 244 gz::;”ion 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 8
37.26.147.227 |israel 147. 237.77. 216 |dover i df .i | Bad TCP sequence ;ﬂ'\f;oefnrj;;j;;?c;gth moni tor |8
84.94.97. 226 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 86. 103 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 29 I'srael 147.237.77. 226 [} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber moni tor |7
188.120. 148. 92 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |7
79.179. 151. 107 |Israel 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 7
2.55.8.63 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.55.26. 111 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 6
2.55.26.111 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 6
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 86. 92 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
77.124. 4. 150 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
66. 96. 128. 60 Lhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SYN drop 6
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 5
79.178.14.223 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 85. 146 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |5
176. 13. 10. 233 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
87.69.79.33 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
5.28.172. 16 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
85. 130. 187. 253 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
82.166.247.93 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
85. 250. 214. 228 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
5.102. 195. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
85. 130. 187. 253 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
84.109. 112. 207 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
82.166.247.93 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtrs\x;‘;i&gth moni tor |4
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
217.69.133. 241 |HSSian 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 4

Federati on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.117. 223. 245 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 59
46. 19. 86. 92 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Wnaut hori zed URL Access from 46. 19. 86. 92 B ock 27
2.55.36.7 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 5
176.13.227.55 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 67. 164. 238 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
37.26.146.155 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
109. 64. 22. 200 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 158. 240|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
80. 246. 137.120 [Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
46. 19. 85. 238 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.126.63.150 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
] . . D stributed Unaut hori zed Method for Known URL on
104.50.223.12 |wited Sates [147.237.72.166|aka. i df.il vow aka. i . i 1/ mai n/ home/ def aul t . aspx B ock 2
. . . Unaut hori zed URL Access to
46.19.86.92 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
37.142.217.64 |[israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
91.232.101.28 |Lebanon 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/894-ar B ock 2
213.57.194. 168 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 76. 83 Bl ock 2
77.138.85.139  |France 147.237.72. 166 |aka. i df . i | Distributed haut hori zed Method for Known LR on B ock 1
ww aka. i df . i |/ mai n/ snal i nd snal i m aspx
Unknown Par arret er
46.120. 161. 139 |Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekHol der $quest i onUpdat e$t xt G her Q|None 1
uestion in ww aka.idf.il/main/giyus/fag. aspx
5.102.195.175 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/mai n/ sachar/undefined |B ock 1
79.182. 33, 184 | srael 147.237.72. 166 |aka. i df . i | Ml ti pI(—_:A Unhtraceabl e SSL Sessi ons from 79. 182. 33. 184 ( Lhknown None 1
SS_ Sessi on)
- . Unaut hori zed URL Access to
66. 249. 76. 83 | srael 147.237.77.216|dover. i df .i | ww i df i 1/t enpl at es/ t enpl at econt rol s/ gener| ¢/ B ock 1
213. 151. 37. 237 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 1
87.70.12. 241 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
77.139.198. 151 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Mt hod PCST for ww aka. i df . il/chi nuch B ock 1
185.27.105.89 |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: (pen Mode None 1
] - . Unaut hori zed Met hod PCBT for
66.102. 9.5 Lhited Sates |147.237.72.166|aka. i df .il vaw aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 1
79.182.33.184 |Israel 147.237.72. 166 |aka. i df .i | SSL Wntraceabl e Gonnection - Unhknown SSL Sessi on None 1
. . Distributed Lhaut hori zed URL Access on
66. 249. 93. 69 I srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
Russi an . . Unknown Par aret er docl d&ageNum i n
217.69.133.220 - 20~ 147.237.72. 166 |aka. i df . i | aka.i of i1 /ti znoret/f ag/ defaul t. asp None 1
. . D stributed Unaut hori zed Method for Known URL on
89. 237. 88. 206 Fance 147.237.72. 166 |aka. i df . i | wa aka, i df . i | / mai n/ hone/ def aul t . aspx B ock 1
77.139.215.175 |France 147.237.72. 166 [aka. i df . i | Unknown Par aneter onepasswdfill in vww aka. idf.il/nain/sachar/ None 1
193.86.28.202 |Crech Republic [147. 237.72. 166 |aka. i df . i | thaut hori zed Method POST f or B ock 1
wwy aka. i df . i |/ mai n/ gi yus/ at udal ane. aspx
. . Unaut hori zed URL Access to
66.249. 66. 138 |l srael 147.237.72. 156 |anan. i df . i | vaw aman. i . i1/ vel | - know appl e- app- si t e- associ at i on B ock 1
109. 64. 143.17  |Israel 147.237.77.216|dover. i df .i | PHP Attenpt B ock 1
77.124.34.143  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
Russi an . . Unaut hori zed URL Access to
217.69.133.221 - 22~ 147.237.72. 166 |aka. i df . i | voww aka. i df i 1/si p storagel il es/ 5/ 69385, pdf B ock 1
. wwny, chamat z. aka. i d _ o
157.55.39.122 |lhited Sates |147.237.77.226 £l Lhaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
46.116.61.95  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx Bl ock 1
2.55.12.174 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
77.139.215.175 |France 147.237.72. 166 [aka. i df . i | Unhknown Par anet er onepasswdvaul t in ww aka. i df .i|/nai n/sachar/ |None 1
207.46.13.165 |Lhited Sates |[147.237.72.166|aka. i df .il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
m ny- kosher - kravi . i ' i
66.249.76.53  |Israel 147.237.0.17 ny l1egal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/ajax/ createcapt chai nage. aspx
109. 64. 143. 17  |Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . il /wp-1ogin. php Bl ock 1
82.81.33.27 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
- - D stributed Lhaut hori zed URL Access on
176.13.225.94  |lIsrael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
94.102.49.190 |Netherlands  |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237.76. 86/ robot s. t xt Bl ock 1
79. 180. 5. 109 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Request Content Type from 79. 180. 5. 109 B ock 1
46.19. 86. 92 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
109. 66. 51. 240 |l srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code Bl ock 1
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