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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
84.229. 241. 94 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 14
2.53.51. 63 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
173. 208. 150. 116 Lhited Sates 147.237.77.176 nat pash.idf.il |bl ock-sp-trafl forward 1
204. 12. 220. 83 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
142.54.174. 85 Lhited Sates 147.237. 76. 30 hi nush. i df .i | bl ock-sp-trafl forward 1
115. 231. 175. 96 Chi na 147.237.0. 33 idf.il JLM Purpl e Gon Limt_Tcp dr op 1
176. 13. 10. 147 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
69. 30. 193. 250 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 1
204. 12. 220. 84 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
142.54. 174. 82 Lhited Sates 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 1
69. 30. 193. 253 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
142.54.174. 85 Lhited Sates 147.237.72. 166 aka idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

5.9.151. 22 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per mit 9
66. 96. 128. 60 Lhited Sates 147.237.77. 233 atal.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
184. 168. 193. 48 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
5.9.151. 22 Ger many 147.237.77. 216 dover.idf.il [ClL000074: HITP. najestic bot Per mit 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

186. 202. 183. 192|147. 237. 77. 216 |Rrazi | dover.idf.il Tehila - Perl LW with fake user agent 9
66. 96. 128. 60 147.237.77.233|Wnited Sates [atal.idf.il SQ Injection - Select From 8
184. 168. 193. 48 [147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 8
91.201.236.50 [147.237.77. 243 |krai ne mobi le.idf.il  [ET SCAN NVAP -sS wi ndow 2048 1
91.193.74.175 |147.237.77.234|Gbral tar hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178. 142, 147 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 180 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 238. 45 |147.237.8. 14 LKJ?i;:gom eorchot.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.0.19 [Netherl ands madi matal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.77.212|Itay e.dover.idf.il |ET SCAN NMVAP -sS wi ndow 2048 1
151.11. 201. 3 147.237.77.212|Italy e.dover.idf.il |ET SCAN NVAP -f -sS 1
91. 201. 236. 155 |147.237.76. 44 |lkrai ne erefuah.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
91.201.236.50 |147.237. 77. 243 |krai ne mobi le.idf.il  |ET SCAN NMAP -sS wi ndow 4096 1
91.201.236.50 [147.237.77.243|krai ne nobi | e.idf.il ET SCAN NVAP -f -sS 1
89,43 123180 |147. 237. 72. 217 |Rorani a cidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 255. 90. 133 147.237.0.35 [Netherl ands akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
162.213.1.246 [147.237.77.216|Wited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
1.32.43.154 147.237.8.45 |\l aysia eetanidf.il |ET SCAN NVAP -sS w ndow 3072 1
151.11. 201. 3 147.237.77.212|itay e.dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 77. 233 |Chi na atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 [147.237.76.44 |Wkraine erefuah.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SN retransmt wth different

Action

‘Count

89.237.107. 221 |France 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal & monitor  |646
85. 130. 187. 253 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |36
85. 130. 187. 253 |l srael 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST moni tor |33
109. 67. 236. 207 |Israel 147. 237.77. 243 |mubi l e, i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 30
Ret r ansni ssi on Packet dropped.
84.15.183.9 Li t huani a 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor |29
46. 19. 85. 156 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
185. 27. 105. 134 |l srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 15
85. 130. 187. 253 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
46. 19. 85. 156 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 14
37.26. 147. 200 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46.19.85. 11 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST monitor |9
46.19. 86. 25 I srael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |9
37.26.147.200 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
46.19.86.25  |Israel 147. 237.72. 166 [aka. i o . | Bad TCP sequence SYWAC retransm L with moni tor |9
79.182.129. 3 | srael 147.237. 72. 156 |anan. i df .il dr op First packet isn't SN drop 8
217.132.54. 77 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 8
46. 19. 86. 25 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 7
213.57.175.162 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 7
77.139.10.162 |France 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
85. 130. 187. 253 [l srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber aert 6
109. 253. 198. 100 I srael 147.237.77. 226 ‘AIMI"“ chamatz. aka. 1df 1o\ At t ack SYN -> SYN-ACK -> RST nonitor |6
80. 246. 139. 137 |israel 147. 237. 77. 216 |dover. i df .1 Bad TCP sequence ﬂﬁrfmﬂcﬁ“h monitor |6
141. 226. 217. 67 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
87.69. 36. 11 | srael 147.237.72.166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout aert
2.55.134.198 | srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 108 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6
84.15.183.9  |Lithuania  |147.237.77.216 |dover.idf.il Bad TCP sequence SYWAGC retransm L with monitor |6
37.26.147.237 |israel 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
2.53.17.156 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop 6
87.69. 36. 11 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |6
85. 64. 154. 131 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
80. 246. 133. 232 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.86.227  |israel 147.237.77. 243 |nobil e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dr opped.
87.69.36. 11 I'srael 147.237.72. 166 |aka. i of .| Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |6
85.64.154.131 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁrs\;;{?x?c;fth monitor |6
193. 43. 246. 250 |l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 6
66. 96. 128. 60 Lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 6
100. 92. 186. 107 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
176. 13. 250.9 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 6
46.19. 85. 108 I srael 147. 237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACGK nunber moni tor |5
46.19. 86. 71 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 142 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.86.71 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |5
2.53.17.156 | srael 147.237. 72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber alert 5
90. 44.251. 188 |France 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |4
89. 139. 140. 170 |l srael 147.237.0.19 |nadimatal.idf.il dr op First packet isn't SYN drop 4
90.44.251.188 |France 147. 237. 77. 216 |dover i df . Bad TCP sequence ﬂﬁtﬁgxr&]gm monitor |4
176. 13. 251. 229 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
46.19.86.252 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 68
79.181. 48.166 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 59
2.55. 61. 252 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 23
85. 65.245. 46 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
79.178.166. 73 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 4
176. 13. 224. 224 | srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 85. 25 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.181 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.19. 86. 45 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
172.24.12.81  |israel 147.237.72. 166 |aka. i df . i | Distributed Uhauthorized Method for Known LR on B ock 2
vy aka. i df . i1/ishurim
87.69.127. 143 |Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 87.69. 127. 143 B ock 2
172.24.12.81 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/ishuriniexanpcert/ B ock 2
87.69.127. 143 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
84.111. 242. 169 |I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 2
46.19.85.197 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
176.13. 20. 237 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
. . . Paraneter Type Mol ation pos in
185.86.77.38 |lkraine 147.237.77.74 |lawidf.il v | aw i df i |/ 1033- 5662- he/ pat zar . aspx B ock 1
46.120. 38. 133 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mai n/ hone/ gi yus Bl ock 1
107.173. 88. 149 |Lhited Sates |147. 237. 76. 147 [chi nuch. aka. i df . i | Lhaut hori zed LRL Access to chinuch. aka. i df . il /wp/wp-1 ogi n. php B ock 1
. . . Paranet er Type M ol ati on ct| 00$Cont ent Al acetbl der 1$t xt Capt cha in
37.26.147.181 |Israel 147.237.0.19 |nadimatal .idf.il naci matal i dfi1/mobil e/l ogin. aspx B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
77.138. 175. 196 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df .|/ nai v kapat 2/ B ock 1
. . . Paraneter Type Mol ation pos in
185.86.77.38  |Wkraine 147.237.77.74 (lawidf.il v g, i df i 1/ 163- 3846- e/ pat zar . aspx B ock 1
89. 237. 107. 221 |France 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
2.53.27.123 I srael 147.237.72. 156 [aman. i df . i | D stributed Doubl e URL Encodi ng B ock 1
79.183.97.58 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nivtza B ock 1
213. 151. 35. 214 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for vww aka.idf.il/nain/kapat z/ B ock 1
. . . Paraneter Type Mol ation pos in
185.86.77.38 |lkraine 147.237.77.74 |lawidf.il v | aw i df i 1/ 163- 6321- el pat zar . aspx B ock 1
66.102. 9. 5 Wited Sates |147. 237. 72. 166 |aka. i df .i | Dstri bqt ed _Lhaut_horl zed Method for Known URL on B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
141. 226. 217. 67 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
37.26.147. 237 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock
85. 219. 156. 195 |Pol and 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed Met hod PCST for
77.139. 47. 167 |France 147.237.72. 166 |aka. i df . i | v aka. i dff . |/ nai n/ gi yus/ m yun/ m yunl obby. aspx Bl ock 1
. . . Parameter Type Mol ation pos in
185.86.77.38  |Wkraine 147.237.77.74 |lawidf.il v g, i df i 1/ 950- 6362- he/ pat zar . aspx Bl ock 1
46.19.86.227 |lsrael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
. . . Paraneter Type Molation DoclDin
185.86.77.38 Wkrai ne 147.237.77.74 |lawidf il viwn | aw i df . i |/t enpl at econtrol s/ pi cturei nfol pi cturei nf 0. aspx Bl ock !
93.172.53.155 |[lsrael 147.237.72. 156 |anman. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
. . Unaut hori zed Met hod PCST for
217.132.99.86 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai nV sachar / about . aspx B ock 1
: . . Unaut hori zed Met hod HEAD for
82.166. 228. 142 |I srael 147.237.76.200|ei tan. aka.i df . il vaww e tan. aka, i df . i | / 1094- 8088~ he ei t an, aspx None 1
. . . Paraneter Type Mol ation pos in
185.86.77.38  |Wkraine 147.237.77.74 (lawidf.il v | aw i df i 1/ 164- 4012- hel pat zar . aspx B ock 1
66.102.9.156 [Lhited Sates |147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to v anan. i df.il/favicon.ico B ock 1
79.178. 141. 231 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwv aka. idf.il/wwutikshuv.idf.il B ock 1
185.86.77.38 |lWkraine 147.237.77.233|atal .idf.il Paraneter Type Mol ation searchText in atal.idf.il/1239-he/atal .aspx  [B ock 1
. . . Paraneter Type Mol ation folderid in
185.86.77. 38 Wkrai ne 147.237.77.74 [lawidf. il viwn | aw i df . i |/t enpl at econt rol s/ pi cturei nfol pi cturei nf 0. aspx Bl ock !
93. 173. 195. 200 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for waw aka. i df.il/main/sachar/fag. aspx |B ock 1
5.29. 181. 69 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/nain/ B ock 1
84.15.183.9 Li t huani a 147.237.77. 216 |dover.i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
. . . Paraneter Type Mol ation pos in
185.86.77.38  |Wkraine 147.237.77.74 (lawidf.il v | aw i df i 1/ 164- 4684- hel pat zar . aspx Bl ock 1
m ny- kosher - kr avi . i j '
66.249.76.54 |Israel 147.237.0.17 my l1egal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/ajax/ createcapt chai nage. aspx
. . . Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1%t xt Mbbi I e in
46.19.85.25  |Israel 147.237.0.19 [nadimatal .idf.il madi matal i df i |/ nobil e/ 1083- he/ mer et . aspx Bl ock 1
185.86.77.38 |Wkraine 147.237.77.233|atal .idf.il Paranet er Type M ol ation searchext in Bl ock 1

wwy atal.idf.il/1249-he/atal . aspx
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