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46.117. 245. 12 I srael 147. 237.77. 216 dover.idf.il :;]; handshake viol ation, first packet mot |, 4
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 4
178. 39. 218. 11 St zer] and 147.237.77.216  |dover.idf.il 1}?; handshake viol ation, first packet mot |, 4
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
79.183.92.9 | srael 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
185. 4. 135. 203 G eece 147.237.77.178 e. nat pash. i df .i | JLMPurple Con Lint_Tcp drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 12. 220. 84 Lhited Sates 147.237.77. 170 naar achot . i df . i | bl ock-sp-traf 1 forward 1
69. 30. 193. 252 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forward 1
194.29.178. 14 Pol and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141, 231. 194 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 1
185. 4. 135. 203 G eece 147.237.77. 179 e nazi.idf.il JLMPurple Gon Linit Tcp drop 1
141.22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 12. 220. 85 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
195. 113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
173. 208. 150. 118 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 1
128. 223. 8. 113 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
208. 110. 84. 68 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 1
198. 204. 224. 238 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-trafl forward 1
63. 141. 242. 194 Lhited Sates 147.237.0. 17 Im”’" kosher-kravi. i df.i |p o sptraf1 forvard 1
192. 33. 90. 69 Swi t zer| and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
142.54. 174. 86 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
204. 12. 220. 86 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 forward 1
80. 82. 70. 24 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141, 242. 196 Lhited Sates 147, 237.72. 156 anan.idf.il bl ock-sp-trafl forward 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
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Attacker Address |Attacker Qountry rget Address |Site Devi ce Action

106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 30
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 18
67.228.38. 74 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
209. 15. 196. 171 Canada 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
106. 38. 241. 105 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der Per it 2
89. 248. 167. 131 Net her | ands 147.237.77.61 e.cogat.idf.il |13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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79.183.92.9 147.237.76.86 |[lIsrael navy.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
66.249.93.216  [147.237.77. 176 |Eur ope nat pash. i df .i | ET SCAN NVAP -sA (2) 10
67.228.38. 74 147.237.72.166 |Lhited Sates  [akaidf.il SQ Injection - Select From 8
209. 15. 196. 171 |147.237.77.74 |Canada lawidf.il A Injection - Select From 8
103.234.38.89 |147.237.8.24 [MVietnam elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 7
91. 201. 236. 158 |147.237.76.31 |lkraine nakchal . i df.il ET SCAN NMAP -sS wi ndow 4096 1
223.149.201.85 |147.237.8.24 |China elifestyleidf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
58.218. 200. 137 [147.237.0.200 [China mu.idf il ET SCAN Potential SSH Scan 1
222.254.34.165 |[147.237.76. 201 [M et nam e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.114. 15. 49 147.237.76.34 |lthited Sates  |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 47.117. 187 |147.237.77.216|Sudi Arabia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
113. 240. 250. 154|147. 237. 77. 170 |Chi na maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
104. 232. 98. 3 147.237.0.16 |lhited Sates ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 |[147.237.76.31 |lkraine nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
62.210. 189. 248 [147.237. 72. 167 |France i shurimaka.idf.il ET SCAN Potential SSH Scan 1
222.254.34.165 |(147.237.77.121 |\ et nam e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 200. 137 |[147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
5.141.192.67  |147.237.8.45 gj;:lnim eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154(147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 3 147.237.0.16 |lhited Sates ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 4096 1
103.234.38.89 [147.237.8.24 [Mietnam elifestyle.idf.il SERVER APACFE Apache mod_ssl non-SSL connection to SS. port 1
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89. 237. 107. 221 |Fance 147.237.77.233|atal .idf.il |Bad TCP sequence scal e noni t or 64
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 45
66.249.93.83  |Europe 147. 237.77. 216 |dover i f i1 |dr op g‘Yﬁx‘;i;Li?e‘;(’St SYN packet - RSTor 1, o 45
66. 249. 93. 83 Eur ope 147.237.77. 216 [dover.idf.il |Bad TCP sequence I'nval i d ACK nunber aert 45
62. 0. 252. 65 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 43
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 41
66.249.93.87  |Europe 147.237.77. 216 |dover.i f.i1 |dr op gﬁxgi;tei?ezc’“ SYN packet - RSTor |, ) 41
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 41
87.112.92.0 E?ir:;gom 147.237.77. 216 |dover.idf.il [dr op Frst packet isn't SN drop 37
66.249.93.85  |Europe 147. 237.77. 216 |dover i f i1 |dr op ?Yﬁlxgigei?egw SYN packet - RST or |, ) 26
37. 26. 146. 161 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 24
176.13.5.81 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 23
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 21
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 21
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 21
188.247.77. 182 |Jordan 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 18
2.55.134. 22 I'srael 147. 23777, 243 |rabit e i o 1| | €AM NG Engine: TP Invalid linvalid segrent retransnission. Packet |y 18
Ret r ansm ssi on dr opped.
130. 95. 254. 204 |Australia 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 16
46. 210. 163. 21 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
46. 19. 85. 238 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 14
46. 19. 86. 70 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 14
84.109. 3. 38 I 'srael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
31.168.178.138 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 13
37.26.147.179 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 12
84.111. 37. 181 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
2.55.129.5 I srael 147. 237, 77. 243 |mabi e i o 1| P AN NG Engine: TP Invalid - invalid segnent retransnission. Packet | o, 12
Ret ransm ssi on dr opped.
213.57.153.36 | srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence E‘Zg;e”ansmt withdifferent wndow | ooiior  f12
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 12
213.57. 156. 246 |l srael 147.237.76.42 |refuah.idf.il|dr op First packet isn't SYN drop 12
109. 253. 207. 113|l srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 11
89. 237. 100. 222 |Rance 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 11
5.102. 253. 67 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 11
141. 226. 217. 239l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
79.179.104.20 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 9
176.13.21. 134  |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 9
46. 116. 112. 203 |l srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 9
79.181.210. 188 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 9
46. 19. 86. 115 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 8
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il |D rect ory Traver sal directory traversal overflow noni t or 8
5.102.254. 255 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 8
87.71.13. 36 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 8
213.57.156. 246 |lsrael 147.237.76.42 |refuah.idf.il|Bad TCP sequence I'nvalid ACK nunber noni t or 8
46. 19. 86. 153 I srael 147.237.77. 234 |nal ag.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 8
2.53.138.192 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 8
2.55.33. 200 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
37.26.149. 158 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 8
46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
76. 16. 101. 244 Lhited Sates |147.237.77.216|dover.idf.il |[SYN At ack SYN -> SYN-ACK -> RST noni t or 8
87.69.36.11 [Israel 147.237.72. 166 |aka icf.il [Bad TOP sequence mﬁfv(;;t;ansm wthdifferent | onitor |7
2.53.38.8 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 7
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