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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
222.186. 56. 24 Chi na 147.237.0. 17 mny- kosher -kravi . i df . il JLMPurple Gon Limt_Tcp drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
142.54.174. 85 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 252 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forvard 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147.83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
204. 12. 220. 82 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 1
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
91. 209. 51. 22 Wkrai ne 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 20
91. 209. 51. 22 kr ai ne 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 13
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

66. 102. 6. 26 147.237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN NVAP -sA (2) 53
66. 249. 64. 163 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 6
79. 180. 193. 182 147.237.0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sA (2) 2
46. 116. 100. 240 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57. 163. 183 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 90 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
176. 13. 225. 124 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
24.105. 159. 242 147.237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NVAP -sS w ndow 1024 1
117. 135. 131. 60 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
5.29. 194. 36 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 231. 86 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
91.193. 74. 175 147, 237. 76. 147 Gbraltar chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
46.120. 21. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.243. 168 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 192 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
185. 3. 147. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
31. 168. 106. 224 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
117.135. 131. 60 147. 237. 0. 200 Chi na ndu. i df il ET SCAN Potential SSH Scan 1
24.105. 159. 242 147.237. 0. 200 Lhited Sates . i df il ET SCAN NVAP -sS w ndow 1024 1
117.135. 131. 60 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
109. 65. 41. 117 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
85. 64. 84. 208 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 116. 118 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Signature

Devi ce

Attacker CQountry ‘Target Address |Ste

SWNretransmt wth different

Action

‘Count

Republ i ¢ of

89. 237.107. 221 |France 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal @ nonitor |51
77.126.58.14  |Israel 147.237. 77, 243 ot e i o1 | €M NG Engine: TCP Invalid finvalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
109. 67. 236. 207 |Israel 147.237.77. 243 |moti e iop i1 | SAMNG Engine: TCP Invalid linvalid segrent retransmission. |, 30
Ret r ansni ssi on Packet dr opped.
109. 66. 117. 154 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
85.130.173. 177 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 26
85.130. 173. 177 |Israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |26
85.130. 173. 177 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
89.237.107. 221 |France 147, 237.76. 200 |ei tan. aka i o i1 | €M NG Engi ne: TP Invalid linvalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dr opped.
185.32. 179. 109 |Israel 147.237. 77, 243 |mbi e ich. i1 || SAmng Engine: QP Invalid finvalid segnent retransmssion. |, o 24
Ret r ansni ssi on Packet dr opped.
160. 158. 186. 119|Tuni si a 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |22
46.19. 85. 85 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d ACK nunber noni t or 17
51.235.107.7 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
46. 19. 85. 85 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 16
185. 24. 207. 117 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout alert 12
2.55.134. 22 I srael 147.237. 77, 243 bl e i of 1 | €M NG Engine: TCP Invalid finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
185. 24. 207. 117 |l srael 147.237. 72. 166 |aka. i df . | SYN At t ack SYN - > SYN-ACK -> Ti neout nonitor |12
100. 92. 214. 126 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 12
109. 67.198.40 |l srael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |11
46.19. 86. 190 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 253. 231. 156l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
176.13.231. 133 [ srael 147.237.77. 243 |rvit i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmissi on drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 230 I srael 147.237.77. 234 |hal ag.idf i Bad TCP sequence Inval id AGK nunber monitor (9
37.26.148.151 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence alert 8
212.199. 239. 45 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 8
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 214 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 96 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 6
79.177. 32. 243 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
109. 253. 208. 182|I srael 147.237.77. 243 |moti e ior iy | ©AMNG Engine: TP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 85 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
213.57.231.152 |israel 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence mdgitrsaé:“y wth different monitor |6
46. 19. 85. 96 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
79.177.32.243  |israel 147. 237. 77. 216 |dover. i df . Bad TCP sequence ﬁﬁﬁ;j&;?&gth monitor |6
93.172.103. 161 |Israel 147.237.77. 243 |t L e i1 | €AMNG Engine: TGP | nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 85 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
84.108.10.175 |israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
31.154.81.73  |Israel 147, 237. 72. 167 |i shur i maka i o || €M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 70 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 203. 32 |Israel 147.237. 77, 243 |mbi e ich. i1 || Samng Engine: TCP Invalid finvalid segnent retransmssion. |, o 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 214 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
77.139.32.232 |France 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor (5
176.13.232.37 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
46. 19. 86. 240 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46.120. 164. 181 |Israel 147. 237, 76. 200 |eitan. aka i of i1 || €M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 230 I srael 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence Invalid ACK nunber alert
77.139.32.232 |France 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert
169. 255, 184, 215|228 & Wited )7 537 77 216 |dover. i df i1 SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
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