09-18-2016-17:04:01 to 09-18-2016-18:04:01

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2. 400+
1. 8001 B dover.idf.il
i M aka.idf.il
1, 200- B refuah.idf.il
Waman.idf.il
Number . M ishurimaka.idf.i
thcks 6001 B nobile.idf il
I navy.idf.il
, . , M nat pash. i df . i |
&8 XS S & & A s\&’ %;\5‘ lawidf.il
& * ,\o’p éé‘ el 6\@. S & N F Meitan aka.idf.il
& @ N ® ¢ N &
& .
g & S
9
AN
Top Tar get

M 2.55. 151. 135
80. 246. 130. 34

I 77.125.56. 126
192. 114. 23. 208

" réfber M 46. 19. 86. 248
Attacks M 80. 246. 136. 161

[ 31. 168. 25. 209

M 46. 19. 85. 156
212.179. 90. 106

MW 212.179. 21. 194

Top Attackers



09-18-2016-17:04:01 to 09-18-2016-18:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
176. 13. 225. 154 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
109. 66. 111. 126 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 6
109. 66. 111. 126 | srael 147.237.77. 216 dover.idf.il B ack List dr op 6
176. 13. 232. 37 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
31.168. 240. 21 | srael 147.237. 72. 166 aka.idf.il B ack List drop 3
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
37.142.10. 208 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
79. 180. 138. 52 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 208. 4. 197 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|lnetwork flood | Pv4 | QWP drop 1
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




09-18-2016-17:04:01 to 09-18-2016-18:04:01

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

176.13.14.30  [147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 172. 176 |147. 237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
91.193.74.175 |147.237.0.17 |Gbraltar mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 33 |147.237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
77.138.6.220 [147.237.72. 156 |France anan. i of . i | portscan: TCP O stributed Portscan 1
62.219.232.76 [147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.117.222. 14 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 6 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
185.32.179.54 |147.237.72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
2.53.22. 200 147.237. 77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
120, 26.213.39 |147. 237, 76. 177 |chi na ncore.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 60. 153. 178 |147. 237. 77. 234 ';:Z:::{‘ion hal ag. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 139. 94 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.181. 185. 78 [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
66.249.69. 234 [147.237.77.74 |lhited Sates  |lawidf.il ET SCAN NVAP -sA (2) 1
62. 219. 128. 187 [147. 237. 72. 166 || srael aka.idf.il ET SCAN NVAP -sA (2) 1
46.19. 85.254  [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
41.180. 9. 40 147.237.8.45 |South Arica e.etanidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
2.55.151.135 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 216
80. 246.130. 34 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdﬁvrin;n;t Wth different moni tor |72
77.125.56.126 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
31.168.25.209 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vﬂdzirsac':rit Wth different moni tor |42
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 31
109. 253. 221. 159l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
79.177. 162. 202 | srael 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 248 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 23
2.55.151.135 |l srael 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Sweae el reansm wehdifferent | onitor |23
2.55.151. 135 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 22
46. 19. 86. 180 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
79.176. 133. 167 | srael 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 21
Ret r ansmi ssi on Packet dr opped.
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
46. 19. 86. 248 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 20
62.219.163.16 |lsrael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 15
192.114. 23. 208 |l srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence noni t or 15
109. 253. 204. 155]l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
213.57.73.176  |israel 147.237.76.42 |refuah.idf.il  |Bad TOP sequence mdﬁrsaéjit wth different moni tor |14
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 12
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or 12
79.176.94.235 |israel 147. 237. 72. 167 [i shuri maka i o 1| S NG Engine: TG Invalid invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
176.13.20.74  |israel 147. 237, 76. 200 |6 tan. aka i of 1 |} €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
192. 114. 23. 208 |l srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 210. 168. 223 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 11
109. 64. 63. 84 | srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
46. 19. 86. 19 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
176. 13.226.53 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
2.53.0.82 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
199. 203. 92. 42 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
79.178.178.118 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
2.53.162. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.55.38.11 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.19. 85.91 I srael 147. 23777 216 |dover i1 | 3M NG Engine: TP Invalid — invalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
199. 203. 67. 115 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
2.55.29.114 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 9
79.181.179.49 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
2.55. 14. 158 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
2.53.58.76 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
80. 246. 136. 161 I srael 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence mﬁsg reansm wehdifferent | onitor s
192. 114. 23. 208 |l srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 8
79.178.54.85 [ srael 147.237.77. 233 |atal i of i Bad TCP sequence mdﬁvrin;n;t Wth different moni tor |8
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
2.55.28. 60 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 249 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 8
2.55.18. 219 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il O rect ory Traver sal directory traversal overflow noni t or 8
2.53.179. 158 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
109. 66. 129. 157 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
192. 114. 23. 208 |l srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN ACK -> Ti neout aert 8
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