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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count]|

134.191. 232. 71 | srael 147.237.76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 82
134.191.232.71 | srael 147.237.76. 86 navy.idf.il JLM Purpl e Gon Limt_Tcp drop 32
155. 64. 138. 28 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
110. 249. 208. 86 Chi na 147.237.77. 216 dover.idf.il JLM Under Attack_Con_Tcp drop 2
37.26.149. 211 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22.213. 35 Ger nany 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192.118. 78. 199 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 139 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
164. 107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

123. 126. 68. 118 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address
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At acker
Gountry
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46. 19. 85. 160 147.237. 72. 156 I srael aman.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 7
222.254.34.165 |147.237.0.19 |V etnam nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
77.126. 62. 99 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 89. 37. 88 147. 237. 77. 178 |Canada e. mat pash. i df .il ET SCAN NVAP -f -sS 1
46.121.79.148 [147.237.77.216 |l srael dover . idf.il portscan: TCP Distributed Portscan 1
163.172. 238.45 |147.237.0.16 E?i;;gom ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.26.148. 187 |147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
128. 199. 207. 123|147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
5.29. 169. 186 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 98. 90 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
92. 29. 69. 152 147.237.77. 226 LK?i;gegom win charmat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
85.130. 141. 43  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
80.179. 118. 130 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP Distributed Portscan 1
222.254.34.165 |147.237.0.33 |Metnam idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.117.105. 192 |147.237.77. 227 |Romani a e. hanaz. i df.il ET SCAN NVAP -sS wi ndow 1024 1
209. 89. 37. 88 147.237.77. 178 |Canada e. mat pash. i df . i ET SCAN NVAP -sS w ndow 2048 1
49, 207. 9. 138 147 237 72. 217 i ndi & idhil ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183 71 208,191 1147 237 0. 15 |chi na vosher-kravi i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
141, 226. 240. 90 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.146.169 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
109.253.245.9  |147.237.77. 216 |I srael dover . idf.il portscan: TCP Distributed Portscan 1
2.53.29.3 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 35. 242 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 98. 32 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
84.111. 206. 188 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 155. 235 |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker
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193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 73
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31
84.95.57. 201 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop 25
213.57.119. 122 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
46. 19. 85. 193 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
2.53.41. 160 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
62. 219. 50. 242 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
109. 253. 244. 35 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 15
212.179. 28. 34 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
2.55.16.59 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
2.55.16.59 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
37. 26. 149. 175 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
37.26.148.226 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46. 19. 85. 57 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
89. 139. 5. 115 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
37.26.149.141 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SAae e reansm't wehdifferent | oonitor |10
89.139.5.115  |Israel 147. 237.77. 216 |dover i df .i | Bad TCP sequence ﬁﬁ;ﬁ reansm't wthdifterent | onitor |10
46. 19. 86. 227 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
2.55.16.59 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
2.53.164. 42 I sr ael 147.237.77. 243 |rwbi e i1y | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 9

Ret ransni ssi on Packet dr opped.
2.55.16.59 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 9
79.177.128.140 |israel 147. 237.76. 200 [ei tan aka i of 1 | €AM NG Engine: TCP Invalid — imvalid segnent retransmissi on drop 8
Ret r ansni ssi on Packet dr opped.

212.199. 104. 146|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
155.64.138.28 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 8
176. 13. 241. 143 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 86. 119 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
2.53.186. 178 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
109. 64. 63. 84 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
176.13.18.97 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
176. 13. 6. 33 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
31.210.186.94 |[Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 57 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 7
2.53.32.137 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 7
88. 202. 218. 245 zi;g’gom 147.237. 77. 216 |dover.idf .i | drop First packet isn't SYN drop 7
176.13.15. 114 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.53.186.178 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
46. 19. 85. 196 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
77.125.52.112 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 253. 222. 87 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.55.52. 222 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 81 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 86. 166 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 182 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
37.26.149.141 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
141. 226. 217. 122|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
85.130. 197. 153 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
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37.26.146.152 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 131
2.53.42. 243 I srael 147.237.0.19 |[nadi matal .idf.il|Dstributed Suspicious Response Code B ock 64
84.111.71.36 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 84.111. 71. 36 B ock 33
46. 19. 86. 148 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 24
46. 19. 86. 80 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 15
46.19. 86. 20 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 9
5. 29. 254. 39 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 5
77.124.39.57 I srael 147.237.77. 216 |dover . i df .i | Miltiple Il1egal HITP Version from77.124. 39. 57 B ock 4
77.124.39. 57 I srael 147.237.77.216|dover.idf . il Mil tiple Malformed URL from 77. 124. 39. 57 B ock 4
212.25.84.200 |Israel 147.237.77. 176 |nat pash. i df . i | mué:gztif?. iLS‘siA;_CS‘iS;a;Zm | sl 6 4616, g Bl ock 4
77.124.39. 57 I srael 147.237.77.216|dover. i df . il Mil tipl e Unknown HTTP Request Method from 77. 124, 39. 57 B ock 4
109. 253. 141. 65 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock
77.124.39. 57 I srael 147.237.77.216|dover . i df .i | Mil tiple Abnormal |y Long Request from 77.124.39.57 B ock
46.19.86.195  [israel 147.237.76.42 |refuah.idf.il  [Erameer Ve M olat fglgfr'lgﬁ?ﬁaf”;;xacem der 13t xtLast hare i Bl ock 3
77.139.108.51  |France 147. 237.72. 166 |aka. i df . i | V%;J ;li; Li’z(:fji Hﬁt;(;gcﬁzs Qf;'??islir Known LRL on B ock 3
46.19. 85. 176 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
46. 19. 86. 44 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 116 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.164. 42 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
76.21.116.21  |United Sates |147.237.72. 166 |aka. i df .i | petr buted tau ot zed dﬁ;ﬂ??,;i’[,xmom R on Bl ock 2
82.102. 169. 113 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
84.111.71.36  |Israel 147.237.77. 243 |nobi | e. i df . i | %;“It eh?rc;fzf’? , Cm;‘eggrcﬁsem‘;esu tehi | ddocunent s/ 1071 Bl ock 2
109. 253. 199. 127|I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bte Gode Character in LRL B ock
2.55.27.130 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock
79.178.75.7 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Unaut horized URL Access from79.178.75.7 B ock
192.115.67.2  [Israel 147.237.72. 167 |i shuri m aka. i df . i (SSSLSIT égiiibiﬁpﬁngiﬁli &;DETOEC&C:KI’\'I% on None 1
66.102. 9. 8 Wited Sates |147.237.72. 166 |aka. i df .i | m;’(;’“‘tgfd iﬁ’}a#;wrioﬁ(lj d':;:??_‘;;’;xmo"‘” R on Bl ock 1
46.19.86.53  |Israel 147.237.76.42 [refuah.idf.il |00 Puted thashort zed éﬁaﬁcgispi on Bl ock 1
2.55.54. 53 I srael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
79.178.75.7 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mnai n/ hone/ gi yus. Bl ock 1
180.7.113.102 |Japan 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to v i df.il/894-en/i df gdover . aspx B ock 1
46. 19. 85. 182 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
77.138.192. 133 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df . il/mai n/ sachar Bl ock 1
2.53.164. 42 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
195. 60. 235. 57 |l srael 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 195. 60. 235. 57 B ock 1
109. 253.143.3  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
2.53.42. 243 I srael 147.237.0.19 |nadi matal .idf.il[SSL Wntraceabl e Connection - Qpen Mde None 1
180.76.15. 149 |china 147.237.76.86 |navy.idf.il thauthori zed LR Access to ravy. df. i/ sharedcl entscripts/jauery!” + url g oo 1
46. 19. 85. 182 | srael 147.237.76. 42 |refuah.idf.il Unknown HTTP Request Met hod |/ 1256- he/ Ref uah. aspx in URL B ock 1
2.53.179.103  [Israel 147.237.77.234|hal ag. i df . i | i;t ;'33‘“7‘;‘1Zg;?ftn:;:;iiag/ﬁﬁi 1‘_”; . Bl ock 1
77.139.108.51 |France 147. 237.72. 166 |aka. i df . i | 3;: ;:(;L:t d?iwi;? :;’;;gﬁ:r Method for Known LR on B ock 1
195. 60. 235. 57 |l srael 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/sip_storage/files/3/3203.)pg |B ock 1
77.124.39. 57 I srael 147.237.77.216|dover . i df .i | Aonornal |y Long Request request version B ock

46. 19. 86. 80 I srael 147.237.0.19 |nadi matal .idf.il mf‘:f;te;] .Tiyd‘fi\f/?r'mgﬂ o g;i' gosssc;(nt ent A acetbl der 18t xt Gapt cha i n Bl ock 1
83.130. 76. 32 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. idf.il/https:/wu anman.idf.il/ B ock 1
2.53.42.243 I srael 147.237.0.19 |madimatal .idf.il|untraceabl e SS. Sessions: (pen Mde None 1
185. 86. 77. 38 Wrai ne 147.237.77.74 |lawidf.il Paraneter Type Mol ation PageNumin v | aw i df.il/327-hel pat zar. aspx  |B ock 1
54.161.51.139 |[lhited Sates |147.237.72.167|i shuri maka. i df. i|unaut hori zed URL Access to 147.237.72. 167/ B ock 1
89. 139. 222. 224 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Wauthorized URL Access from 89. 139. 222. 224 B ock 1
77.124.39.57 I srael 147.237.77. 216 |dover . i df .i | Ill1egal HITP Version |ike Gecko) Chrone/53.0.2785. 116 Safari/537. 36 B ock 1
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