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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
109. 67. 240. 132 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 123. 125. 158 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 123. 125. 156 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 123. 125. 157 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
192. 33. 90. 67 Sntzerl and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66. 102. 6. 113 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 25
46. 19. 85. 160 147. 237. 72. 156 I srael aman. i df.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
31. 168. 75. 55 147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 2
2.53.13.141 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
82.217.129. 249 |147.237.77. 216 |Net her| ands dover.idf.il portscan: TGP DO stributed Portscan 1
80. 82. 70. 241 147. 237. 76. 202 |Net her | ands ehalag.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
66. 102. 6. 117 147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
66.45.242. 194|147 237 0.33  |United Sates il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti El
Scan or Infection

192. 117. 153. 118(147. 237. 77. 216 |I srael dover.idf.il portscan: TP O stributed Portscan 1
58.218. 200. 137 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
109. 67. 218. 196 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.116.29.248 |147.237.72. 166 I srael aka.idf.il portscan: TCQP O stributed Portscan 1
109. 67. 151. 169 |147.237. 72. 166 |I srael aka. idf.il portscan: TCQP D stributed Portscan 1
109. 64. 158. 244 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
85.93.5.70 147.237.77. 243 g:;d%Nab nobile.idf.il |ET SCAN Potential SSH Scan 1
82.81.193.202 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
77.139.59. 145  |147.237.77. 216 |France dover . i df .il portscan: TCP DO stri buted Portscan 1
213.57.170. 151 |[147.237.77. 216l srael dover.idf.il portscan: TGP DO stributed Portscan 1
197. 161. 154. 175|147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
62.219. 244. 2 147.237.77. 216 |I srael dover . i df .il portscan: TCP DO stri buted Portscan 1
109. 253. 211. 153|147. 237. 77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
46. 116. 66. 82 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 190. 111 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19.86.0 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
109. 66. 42. 172 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 145 147.237.77. 216 |I srael dover . i df .il portscan: TCP DO stri buted Portscan 1
109. 60. 153. 178 [147.237.72. 14 |Russian Federation [dover.idf.il (o JET SCAN NVAP -sS wi ndow 1024 1
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Sreaming Engine: TCP Invalid i i SSi
2. 55. 49. 230 I'srael 147. 237.77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dropped.
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
109. 67.98. 189 |l srael 147.237. 72. 167 |i shuri maka. i df .il dr op First packet isn't SN drop 22
. . SWNretransnmit wth different .
82.81.63. 112 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 20
79.177.81.37 | srael 147.237.77. 233 |atal .i .| Bad TCP sequence SNretransmt with i fferent monitor |20
wi ndow scal e
Sreaming Engine: TCP Invalid i i ssi
109. 64.50. 209 |l srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 20
Ret r ansni ssi on Packet dropped.
46. 19. 85. 202 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 18
87. 70. 30. 205 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
. . SYNtACK retransmt wth .
87. 70. 30. 205 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence different vi ndow scal e noni t or 16
31.168.75.55  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence Sretransmt wth di fferent monitor |14
wi ndow scal e
176. 13. 225. 252 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |14
46. 19. 86. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |12
Sreamng Engine: TCP Invalid i i sSi
2.53.13.51 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46. 19. 86. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 12
100. 92. 63. 229 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 10
46.19.85.103 | srael 147.237.77. 226 [} chamatz.aka.1df |pag TGP sequence Inval i d ACK number aert 10
46.19.85.103 | srael 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor |10
46. 19. 86. 132 I srael 147.237. 77. 216 [dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 9
Sreaning Engine: TQP Invalid i i ssi
176.13.244.89 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 194. 131 |l srael 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
207.232.21.125 | srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 8
Ret ransni ssi on Packet dropped.
46. 19. 86. 159 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 86. 159 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
79.181.249.93 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 86. 27 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
176. 13. 225. 252 |l srael 147.237.72. 166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 7
176.13. 225. 252 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 7
46.19.86.27  |Isreel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |7
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.54.98. 196 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 6
46. 19. 86. 94 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber monitor (6
46. 19. 85. 61 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN - > SYN- ACK -> Ti meout noni t or 5
176. 13. 225. 252 |l srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5
81.218.82.131 |lsrael 147.237.72. 167 |i shurimaka. i df . i | dr op First packet isn't SN drop 5
81.218.82.131 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
46. 19. 85. 60 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor 5
46. 19. 85. 227 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 103 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 5
2.55.185. 122 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 86. 218 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
2.55.185.122 [l srael 147.237.76.42 |refuah.idf. il Bad TCP sequence SYNHACK retransmt with monitor 4
di fferent w ndow scal e
79.181.117. 162 |Israel 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop 4
46. 19. 85. 60 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi
82.217.129. 249 [Netherlands  |147.237. 76. 200 |ei tan aka.idf.i| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46.210. 168. 223 |l srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |4
Sreamng Engine: TCP Invalid i i SSi
5.29. 6. 202 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | o 4
Ret ransni ssi on Packet dropped.
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109. 253. 195. 142|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
37.26.146.152 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 51
2.53. 35. 168 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 31
46. 19. 86. 94 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
37.26.147.146 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 12
46.19. 85. 227 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 11
46.19.86.8 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.53. 164. 223 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
2. 55. 49, 230 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 5
195. 160. 242. 40 |l srael 147.237.77. 216 |dover. i df .i | Distributed Unaut horized HTTP Met hod Bl ock 4
195. 160. 242. 40 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 195. 160. 242. 40 B ock 3
79.182.84.188 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df. i/ mai n/ guyus B ock 3
2.55.176. 204 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
80. 246. 138. 162 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ hone/ gi yus B ock 2
77.138.131.83 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for vww aka. i df.il/nai n/ hone/ default.aspx  |B ock 2
46.121.37.133 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
77.139.85.185 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for wwe aka. i df.il/ishurim B ock 2
109. 253. 194. 131 ]I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
77.138.131.83 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/mnain/ Bl ock 2
80. 246. 138. 115 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
109. 253. 222. 27 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
31.168. 164.198 |Israel 147. 237.72. 156 |anan. i df . i | fi‘SLuj tégzzib/kgpﬁngic;li gm_g&:’;‘)ﬂcﬁm&; on None |1
31.168. 164. 198 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from3L. 168. 164. 198 |B ock
212.179.21.194 [israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock
77.139.34.214  |France 147. 237.72. 166 |aka. i df . i | a,;f ;Lg_uitgfd. iLﬂa:;hn(;rsirf;? n';‘;tn:??r;‘;rspf”om UL on Bock |1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
31.168. 164. 198 |l srael 147.237.72. 156 |anan. i df . i | Abnormal |y Long Request net hod B ock
176. 13.229. 222 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
93.172.0.104 [ srael 147.237.76.31 |nakchal .idf.il m”LZEL;ef deﬁ‘l fggre‘ss; ;fcore/ doc rmyr/ doc. mur. asp Bock |1
37.26.149.178 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.177.152.192 [israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 1
31.168. 164. 198 |[Israel 147.237.72. 156 [anan. i df . i | Mil tipl e Unknown HTTP Request Method from 31. 168. 164. 198 B ock 1
31.168. 164. 198 |l srael 147.237.72. 156 [anan. i df . i | I11egal HITP \ersion Bl ock 1
66.249.76.115 |[Israel 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
10. 148. 20. 19 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed Method for Known URL on waw aka. i df.il/sachar [B ock 1
157. 55. 39. 4 gqiatt:s 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
46.19.86.172  |Israel 147.237.77. 226 mlchanat z.aka. | mihgﬁ;fgiﬂiuf :I?f ii T?ioﬁsﬁcess on Bock |1
Unknown HTTP Request Met hod
31.168. 164. 198 |[Israel 147.237.72. 156 [anan. i df . i | UL [#25] ] wel [#28]] " *$[ [ #23]] » naAi JG [#21] ] oMzbgA [ [#31]] 6@~ [#22] ] B [Bl ock 1
ad
82.81.63.112 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
Unknown Par arret er
77.139.71.224 |France 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt cha$capt chaTe |[None 1
xt in wwvaka.idf.il/nain/ giyus/default.aspx
31.168. 164. 198 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Code Character in Method from31. 168. 164. 198 B ock 1
212.199. 154. 194l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/images/ 1. he/ but t onback. png B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati i pi rt eyer ua/ B ock 1
31.168.164.198 |Israel 147. 237.72. 156 |anan. i df . i | 1@'3';32'43?"\/5 %ﬂ‘;gﬁﬁgi;ﬁf;gﬂm Bock |1
176.13.241.5 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
106. 38. 241. 105 |chi na 147.237.72.166 |aka. i df . i | %&gﬁﬁ&%’;‘fiﬂf& - Protocal vidation None |1
46.19.85.171  |[Israel 147.237.77. 233 at al . i df . i | el T hor zed W fg;ﬁs on Bock |1
79.177.152.192 |Israel 147.237.72.166 |aka. i df . i | mngk“; iﬁ“_??'f; ;;;gﬁ;cltgangfEZ_'\ﬁisgch’hsaChar$Ct' 55 in None |1
31.168. 164. 198 | srael 147.237.72. 156 |aman. i df . i | %giﬁg&iﬁgﬁ'&?%ﬁ;if:i&%ﬁéﬁ' 164.198 (Protocol violation |\ o |
Mal formed URL Y>EDxquoz| [ #18] | epvi [ #28] 1 h" géop#012
. . : " ™, 1o
31.168. 164. 198 |l srael 147.237.72. 156 |anan. i df . i | Lig?fggzﬁ?a[]ﬂ;g][ﬁ]iﬁ[! [2?%71]2]#51[]%?2]”9]]?%[?;? I].l_(l[j[.ﬁzl[]él#ﬁ [{?]]22[[0 <o |Bock 1
+kge BEvalxwe$Tx/ [ [ #22] ] [ [ #28] ] €xW,:. —
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