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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
79.183. 31. 176 | srael 147.237.77. 216 dover.idf.il B ack List drop 6
82.81.97.181 | srael 147.237.76. 42 refuah.idf.il B ack List dr op 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger nany 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
208. 110. 84. 66 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 1
142.54.174. 85 Lhited Sates 147.237.72. 166 aka. idf.il bl ock-sp-traf 1 forward 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
173. 208. 150. 114 Lhited Sates 147.237.77.176 nat pash. i df .| bl ock-sp-traf 1 forvard 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

83.149. 126. 98 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46. 19. 85. 95 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 228. 229. 138|147. 237. 76. 196 |Tur key e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
37.26.146.170 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 181. 180 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29.214.18 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 |147. 237. 77. 243 23::;'}0'1 nobi | €. i df . ET SCAN NVAP -sS wi ndow 1024 1
2.53.146. 213 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
89.138.121.42  |147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
80. 82. 70. 241 147.237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.177.217. 4 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.219.151. 34  [147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
46.19.85.114  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
124 64. 215. 106 |147. 237. 77 178 |chi na . rat pash. i df.i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.148.219 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67.213.70  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
31.168.233.78 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
109. 67. 163. 153 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.55.153. 4 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
89.139.211.50 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
84.94.58.178 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
79.183.20.134  |147.237.77.226 |l srael v chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 1
66. 249. 93. 73 147, 237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
46.117.61. 25 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.132.128.49 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46.19. 85. 135 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |15
46.19.85.182 | srael 147.237.77. 226 '} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK number moni tor  [13
46. 19. 86. 37 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
77.126.83.231 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |10
46. 19. 86. 37 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 9
212.179.102. 167|l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8
212.179. 102. 167|l srael 147.237. 72. 166 [aka i df .i Bad TCP sequence Inval i d ACK nunber monitor |8
80.179. 7. 164 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 8
212.179. 102. 167 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |8
213.57.88.118 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 7
46. 19. 85. 135 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 7
213.57.88.118 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d sequence nunber noni t or 7
2.53.29. 100 I'srael 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 150 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 70 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or
130. 193. 50. 14 :Z:::t”i o 147.237.77. 243 |nobi l e, i of .1 ;; ?ZTSTT? sEsri]gc;r?e: TP Invalid Lg‘éi'eitd ;eg;‘;g;. retransmssion. |y o, 6
100. 92. 63. 229 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 6
109. 253. 210. 168|i srael 147. 237. 77. 243 |nobi 1 e. i of . i | Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 86. 70 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 190 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
80.246.130. 94 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5
109. 253. 196. 17 |l srael 147.237.77. 243 |nobil e.idf.il dr op Frst packet isn't SN drop 5
194. 114. 146. 227|I srael 147.237.77. 216 |dover.i df i | SYN At tack SYN -> SYN-ACK -> RST monitor |5
46.19.85.154  |[israel 147. 237.72. 166 |aka i df . i Bad TCP sequence wﬁtrs\;;ggf’?&gth moni tor |5
2.53.130.58 I srael 147. 237. 72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
80.246.130.94 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
62.0.247.1 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 5
147. 235. 8. 68 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 4
46.19. 85. 190 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.178.172.199 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |4
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46.19. 85. 182 I srael 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> Tineout [alert 3
46.19. 86. 37 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
46.19. 86. 36 I'srael 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor |3
2.55.156. 86 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 182 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 86. 170 | srael 147.237.77.233|ata .idf.il dr op Frst packet isn't SYN drop 3
46.19. 85. 114 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
46. 19. 86. 37 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
176.13.11.203 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST monitor |3
46.19.85.182  |israel 147.237.77. 226 [} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber alert 3
46.19. 85. 114 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
109. 66. 8. 55 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
5.22.134.191 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
79.179. 32. 87 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
79.179. 32. 87 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
77.126. 83. 231 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192.116.83.2  [Israel 147. 237.77. 216 |dover i df .1 | Bad TCP sequence SYNFACK retransmt with moni tor |2

different wndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 229. 244 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 133
176. 13. 237. 250 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 67
46.19. 85. 227 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 53
176.13.14.192 |israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 46
176. 13. 8. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 19
176.13.17. 173  |Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 15
46. 19. 85. 166 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 14
176. 13. 247. 225 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 10
109. 67. 169. 98 |l srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 10
2.55.27.130 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 9
212.235.98.139 |[Israel 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod B ock 7
212.235.98.139 [Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 212. 235.98. 139 B ock 6
2.53.38. 40 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
109. 253. 156. 231 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
185. 120. 125. 181 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
212.179. 127. 106|l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka. idf.il/ Bl ock 4
69. 47.161.8 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for wwwy aka. i df . i |/ sachar B ock 3
209. 35. 30. 20 Lhited Sates [147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 195 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.149.175 |Israel 147.237.72. 166 |aka. i df . i | m“;:;rii dzfe_?lﬁa?ﬁrzgu: ot ectus, asox Bl ock 3
79.183.70.168 |Israel 147.237.77. 170 |n@ar achot . i df . i | |[Distributed Unhaut hori zed HITP Mt hod B ock 3
77.139.50. 140 |France 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod PCST for www aka. i df.il/mai n/giyus/ pniotfag.aspx |B ock 2
93.172.148.107 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.139.109.23 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka.idf.il/nain/ kapat z/ Bl ock 2
37.142.232.39 |[Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 2
2. 55. 140. 213 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.179. 32. 87 I srael 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
157.55.39.235 |Wnited Sates [147.237.76.86 |navy.idf.il muags;' zed :ﬂgf;ﬁ;ﬂso: o aspl showl or tm asp Bl ock 1
84.109.153.62 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
46. 19. 85. 80 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte de Character in URL B ock 1
217.132. 150. 138/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.102.9.5 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for vww aka. i df . i|/nai n/ hone/ def aul t . aspx B ock 1
109. 253. 133. 125|I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter y in ww aka. i df.il/mai n/ sachar/ paysl i ps. aspx None 1
84. 95. 208. 20 | sr ael 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized UR. Access from 84.95.208. 20 B ock 1
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method POST for v aka. i df.il/mluinitenpl ates/inner.asp |B ock 1
77.138.159. 106 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Method PCST for 147.237.76. 42/ 894- he/ r ef uah. aspx B ock 1
165. 231. 90. 186 |France 147.237.77.234|hal ag. i df . i | Distributed PP Attenpt B ock 1
46.19. 85. 147 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
217.132. 155. 119|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
212.25.119.193 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
80. 246. 138. 239 |[Israel 147.237.77.216|dover.idf .il Uht raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9. 26 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
37.142.232.39 |[Israel 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from 37.142. 232. 39 B ock 1
212.235.98.139 [Israel 147.237.76.31 [nakchal .idf.il |Uauthorized LR. Access to wan nakhal .idf.il/sip_storage/files/ 4/ B ock 1
84. 95. 208. 20 | srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
79.183.70.168 |Israel 147.237.77. 170 |ma@ar achot . i df . i | [Mil ti pl e Unhaut hori zed URL Access from 79. 183, 70. 168 B ock 1
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. idf.il/main. giyus B ock 1
165.231. 90. 186 |France 147.237.77. 234|hal ag. i df . i | m“lt:g?rsitfii R fogess 10 dor sl v ogi Bl ock 1
77.138.194.135 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.i|/mai n/ gi yus/ pni ot . aspx B ock 1
93.172.148. 107 [Israel 147.237. 72. 166 [aka. i df . i | ||legal Be Qe Garacter 1n LR /ral o kapat 2/ esi0l2 Bl ock 1

our ces/ i mages/ i nner page/ goback. gi f

09-18-2016-14:04:01 to 09-18-2016-15:04:01




