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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74. 14 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 3
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.12 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204. 12. 220. 82 Lhited Sates 147.237.77.170 naarachot . i df.il bl ock-sp-traf 1 forward 1
69. 30. 193. 251 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
142.54.174. 86 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141, 231. 197 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
204. 12. 220. 86 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 254 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
142.54. 174. 86 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 1
63. 141, 242. 195 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
204. 12. 220. 86 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
173. 208. 150. 115 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 238 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 1
143. 225. 229. 236 Italy 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
63. 141. 242. 198 Lhited Sates 147.237.0. 17 mny- kosher -kravi .idf.il bl ock-sp-traf 1 forward 1
204. 12. 220. 86 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 1
195. 113. 161. 83 Czech Republi c 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

2.55.139.91 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
91.193. 74. 175 147.237.77. 179 Gbraltar e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.193. 74. 175 147. 237.77. 61 Gbraltar e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
86.34.117. 191 147.237.77.61 Romani a e.cogat.idf.il ET SCAN NVAP -sA (2) 1
84.111. 65. 41 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79. 180. 227. 98 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.71.26 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.127.20. 27 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
212.143.120. 14 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 154 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
134.191. 232. 70 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
5. 255. 90. 133 147. 237. 76. 202 Net her | ands e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.77. 227 Wkrai ne e. hanaz. i of .i | ET SCAN NVAP -f -sS 1
91.193. 74. 175 147.237.77. 74 Gbraltar lawidf.il ET SCAN NVAP -sS w ndow 1024 1
87.70. 246. 188 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
85. 64. 146. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
80. 246. 138. 225 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
217. 156. 163. 122 147. 237.77. 216 Uhi ted Ki ngdom dover.idf.il portscan: TCP DO stributed Portscan 1
79. 179. 29. 87 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
212.150. 178. 43 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
62. 219. 234. 237 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
134.191. 232. 93 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 147. 247 147.237.77. 216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
91. 201. 236. 50 147.237.77. 227 krai ne e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address

dte

Signature

Devi ce

Action

‘Count

109. 64.139. 153 |Israel 147.237.77. 233 |atal i df . Bad TCP sequence mdzitvr:gaslnlt wehdfferent | onitor |18
5.102.242.194 | srael 147.237.77. 243 |nobi L e. i of .| Streaning Engine: TCP Invalid segnent retransmssion. | ., 45
Inval id Retransn ssion Packet dr opped.
100. 92. 63. 229 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 27
212.143.120.14 [ srael 147.237.77. 234 |hal ag. i . i Bad TCP sequence mdzitvr:gaslnlt wehdfferent | onitor |14
109. 226.21.89 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
46. 19. 86. 210 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
212.235.98. 139 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 12
46. 19. 85. 82 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |12
46. 19. 85. 155 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 80 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
109. 253. 192. 106l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 11
46. 19. 86. 80 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46.19.86.105  |[Israel 147.237.77. 226 | "} chanat z. aka. 1df 1pad TGP sequence Inval i d ACK number moni tor |10
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 10
213.71.171. 203 |Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 155 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 9
46.19. 85. 219 I 'srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber monitor |8
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
81.218.55.253 |Israel 147.237.72. 167 |ishurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST moni t or 7
46. 19. 85. 195 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
109. 253. 222. 190|i srael 147.237.77. 243 |robi L e. i f .| Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 6
Inval id Retransm ssion Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
2.53.1.74 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| Streaning Engine: TCP Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
46. 19. 86. 140 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |6
80. 246. 136. 67 |l srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> RST moni t or 6
176.13.22.162 |israel 147. 237. 77. 243 |nobi | e. i of . | Streaning Engine: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
185.32.179.82 |l srael 147. 237.77. 243 |mwbi l e, i f . i Streaning Engine: TCP Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
37.26.148.223 |Israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TP Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dr opped.
46.19. 85. 101 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
37.26.149.190 |lsrael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 6
46.19. 86. 193 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 173 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 196 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |5
77.126.29.130 |Israel 147.237.72. 166 |aka. i dof i SYN At tack SYN -> SYN-ACK -> RST nmonitor |5
62.0.216. 189 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
46. 19. 85. 219 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 5
176.228.67. 101 |l srael 147.237.72. 166 |aka. i dof .i SYN At tack SYN -> SYN-ACK -> RST nmonitor |5
46.19. 86. 211 I srael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |4
185. 32.179. 185 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout |nonitor 4
46.19. 86. 196 I srael 147.237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber alert 4
185.32.179.185 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence wﬁtr\?;;j;;?c;fth moni tor |4
62. 0. 251. 201 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
46.19. 86. 80 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 155 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 86. 80 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
185. 32.179. 185 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
176. 106. 42. 213 Erfis: L?;?”chpi o [147-237.77. 243 |mwbi 1 e i1 Istw\r/:ﬁn:j nlgatErngrlwsnr?il:ss-li-z :):‘éi'eitd dsrec?;;g;. retransmssion. | o, 4
46. 19. 85. 155 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
109. 64. 139. 153 |l srael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence mdgstvrf:;”lt wehdifferent ) onitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 137. 150 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 160
176. 13. 248. 224 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 140
62.219. 130. 248 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod CPTI ONS for waw aka. i df . i |/ mai n/ gi yus/ B ock 68
46. 19. 85. 166 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from 192. 116. 232. 69 B ock 14
80.246.136.12 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 12
2.55.4.32 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 9
. . . Uhaut hori zed URL Access to
46.19. 86. 182 I srael 147.237.77.243|mobi | e. i df . i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 8
109. 253. 199. 255| sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
" . ; Uhaut hori zed URL Access to
212.179.21.194 |[Israel 147.237.0.19 |[madi matal .idf.il nadi matal i df i1/ shar ed) aj ax/ updat enakat Gaunt i ty. aspx Bl ock 4
77.138. 30. 88 France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.138.30.88 |B ock 3
37.26.149.151 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 159. 56 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
176.13.22. 162 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
77.138.30.88  |France 147.237.72. 166 |aka. i df . i | thaut hori zed Method POST for B ock 2
ww aka. i df . i | / mai n/ gi yus/ i nf or nati on. aspx
77.138. 66. 26 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df . il/main/rabanut/ B ock 2
46. 19. 86. 150 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
84.109.124.50 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
185.32.179.82 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
31.168. 4. 193 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  [B ock 1
. . O stributed Uhaut hori zed URL Access on
80.246.133.31 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed Met hod PCST for
209. 88.198. 1 | srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ rai n/ sachar /  aq, asp B ock 1
. ] O stributed Uhaut hori zed URL Access on
2.53.1.48 I srael 147.237.77.234|hal ag. i df . il 147. 237, 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Uhaut hori zed URL Access to
89.139. 189. 213 |lIsrael 147.237.72. 156 |anan. i df . i | e i1/t tps: /v il B ock 1
46. 19. 86. 209 I srael 147.237.77.216|dover. i df . i | Abnornal |y Long Request request version B ock 1
37.26.148.223 |[Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
- . Uhaut hori zed URL Access to
66. 249. 76. 81 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ edi i yonan/ enl ar ge. asp B ock 1
46.19. 86. 58 I srael 147.237.77.216|dover.i df . i | Mal formed LRL B ock 1
. . D stributed Unaut hori zed URL Access on
2.53.154. 205 | srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl el shar ed! reset . css B ock 1
93.173.62.87  |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ctl 00Sct | 00Scphiei n$ephSachar $et1 09 i None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
46. 19. 86. 209 I srael 147.237.77. 216 |dover.idf . il Distributed Ml forned LRL B ock 1
. . Uhaut hori zed Met hod PCST for
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | vow aka. i df i |/ nai v har edi i gener al . aspx Bl ock 1
109. 253. 211. 160]I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 1
213.8.163. 25 I srael 147.237.77.216|dover.idf .il Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . S Untraceabl e Gonnection - Protocol violation
66.249.76.119 |Israel 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
178. 154. 189. 23 F“SS;:I”ion 147.237.77.233|atal . i df . i | Uhaut hori zed URL Access to 147.237.77. 233/ B ock 1
46.19. 86. 58 I srael 147.237.77.216|dover . i df . i | Unknown HTTP Request Method a in URL B ock 1
2.53.172. 129 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  [B ock 1
93.174.95.106  [Net herl ands 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
46. 19. 86. 209 I srael 147.237.77.216|dover. i df .i | D stributed Unknown HTTP Request Met hod B ock 1
193. 43.244.72  |Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset. css [B ock 1
141.8.132. 57 RJSS::t”ion 147.237.77.233|atal . i df . i | Unaut hori zed URL Access to 147.237. 77. 233/ robot s. t xt B ock 1
37.26.149.151 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df . il/giyus/ general . aspx B ock
80.246.138.27 |[Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
www. chamat z. aka. i d i
213.57.250.97 |Israel 147.237.77.226 ], . Unauit hori zed R, Access to B ock 1
flil waw chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
68.180.229.223 [nited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df . i/ navy/ B ock 1
180. 76. 15. 11 Chi na 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list20050529. htm B ock 1
. . O stributed Uhaut hori zed URL Access on
109. 226.21.89  |Israel 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
Paraneter Type Mol ation
77.139.42.191 |France 147.237.76.31 |nakchal .idf.il ct | 00$Cont ent P acetbl der 1$ucFaqCont r ol $t xt Search in B ock 1
waw nakhal . i df . i1/1072- he/ nakhal . aspx
46.19. 86. 209 I srael 147.237.77.216|dover.idf .i | I11egal HITP \ersion _pk_ses. 20. 8af c=* B ock 1
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