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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
79.177.188. 161 | srael 147.237.77. 216 dover.idf.il B ack List drop 6
82.80.190. 111 | srael 147.237.72. 166 aka idf.il B ack List dr op 6
2.53.48.79 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
79.177.77. 44 | srael 147.237.77. 243 nobi | e.idf.il B ack List drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
87.112.92.0 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry
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176.13.224. 47  [147.237.72. 166 |I srael aka.idf.il G°PL SCAN nmap TCP 4
132, 73.203. 207 |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
109. 64. 126. 224 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 51. 205 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.77. 243 |Uiited Sates nobi | e.idf.il ET CRCP Dshiel d B ock Listed Source 1
81.218. 59. 82 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201(147. 237. 77. 205 |kr & ne prishaidf.il ET SCAN Potential SSH Scan 1
79.182. 84. 39 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 200 |Lkr ai ne eitan aka idf.il ET SCAN Potential SSH Scan 1
62.210.113. 73  |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
185. 110. 132. 201147. 237.0. 17  |krai ne mny-kosher -kravi .idf.il [ET SCAN Potential SSH Scan 1
46. 19. 86. 207 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53. 45,222 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
139.162. 13. 205 |147. 237. 7. 234 |3 ngapore hal ag. i df .i SERVER APACHE Apache nod_ssl non-SSL connection to S,
port denial of service attenpt
109. 67. 123.45  |147.237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
91.193.74.175 |147.237.76.31 |Gbra tar nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
212.150.128. 10 |147.237.77.216 |l srael dover . idf.il portscan: TCP DO stributed Portscan 1
84.229.0.241  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
190. 238. 25. 229 |147.237. 77. 216 |Peru dover.idf.il portscan: TCP O stributed Portscan 1
79. 183. 21. 64 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 74 |krai ne lawidf.il ET SCAN Potential SSH Scan 1
63.143.86. 162 |147. 237.77. 205 \élrtg: gh' slands, | i shaidf. il ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 132. 201|147. 237. 72. 14 |rai ne dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
46.116.56.248 [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147. 237.0.16  |lkrai ne ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
46. 19. 86. 127 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
176. 13. 3. 227 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
62.0.209.1 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 48
2.53.4.109 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 41
2.53.13.197 I srael 147. 237. 77. 243 |nobi | e. i of . | Streaning Engine: TCP Invalid segnent retransmssion. | . 30
Inval i d Retransnission Packet dr opped.
84. 95. 49. 207 I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |19
46.19.86.0 I srael 147.237.72. 167 | shurimaka idr i1 | €amng Engi ne: TCP Invalid segnent retransmssion. |, 18
Inval i d Retransnission Packet dr opped.
188. 139. 246. 77 z;iu?i?ab 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber alert 16
188. 139. 246. 77 %L‘gl“i? a 147. 237. 77. 176 |mat pash. i df . | Bad TCP sequence Inval i d ACK nuniber monitor |15
46. 19. 86. 170 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |13
46. 19. 85. 241 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |12
46.19. 85. 126 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |12
46. 19. 85. 89 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |11
62.0.197. 69 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 11
46.19.85.126  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtrs\:;sx?c;fth moni tor |10
46. 19. 85. 126 | srael 147.237.72.166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Timeout |aert 9
46. 19. 86. 43 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 8
46.19. 86. 43 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |8
82.80.193.240 |Israel 147.237.72. 156 |aman. i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |8
46. 19. 86. 170 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
46.19. 85. 241 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
147.236.50. 70 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |7
46.19. 86. 127 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
109. 65. 131. 9 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 7
46.19.86.216  |[israel 147.237.77. 226 [ chanat z. aka. 10 1pad TGP sequence Invalid ACK nunber moni tor |6
46.19. 86. 127 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 85. 34 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 86. 2 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |6
46.19. 85. 34 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 85. 186 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 253.221. 79 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
62.90.162. 213 | srael 147. 237. 76. 200 |6 tan. aka.i of . i Streamng Engi ne: TP Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dr opped.
46. 19. 85. 31 I srael 147.237.77. 243 |nubi l e i df .1 Streamng Engi ne: TCP Invalid segnent retransmssion. |q ., 6
Inval i d Retransnission Packet dr opped.
176.13.246.91 |l srael 147. 237. 77. 176 |nat pash. i df . | Bad TCP sequence wﬁtrs\:;ﬁ?c;gth monitor |5
213.57.88.118 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
2.53.4.109 I srael 147. 237. 77. 216 |dover . i of .i Bad TCP sequence wﬁtr\?;;j;;?c;fth monitor |5
46. 19. 85. 145 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 86. 191 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
77.124.0.19 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 5
2.53.4.109 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 5
5.22.134. 74 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26. 149. 196 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 4
o S reaning Engi ne: TCP Invalid segnent retransnission.
212. 143. 124. 223|l srael 147.237.76.86 [navy.idf.il | rwal i d gatrfnsrr’n <si on Packet dregpped_ drop 4
46.19.85.101  |[israel 147. 237. 77. 216 |dover i of . Bad TCP sequence wﬁtﬁ;ﬁlﬁfth moni tor |4
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
176.13.238.194 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
212.199. 121. 135|lI srael 147. 237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 4
176.13.246.91 |lsrael 147.237.77. 176 nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 4
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
185. 71. 143. 212 Erfis:iop;""‘”@wpied 147. 237. 77. 176 |nat pash. i of . i | drop Frst packet isn't SN drop 3
81. 218. 201. 13 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
2.53.167.198 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.152 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 48
176. 13. 10. 70 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 46
176.13. 4. 97 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 35
109. 253. 159. 56 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 16
46.117.108. 240 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 13
37.26.148.176 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 5
176.13.5.171 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
46.19. 85. 151 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 4
46.19. 86. 150 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
84.94.158. 109 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/4/ Bl ock 3
176.13. 21. 68 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 253. 136. 81 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19. 85. 31 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.5.171 I srael 147.237.0.19 |nadimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mvde None 2
109. 66. 8. 169 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.55.190. 178 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
212.150. 195. 192l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
2.53.4.121 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
81. 180. 66. 34 :ng\lli of 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/mai n/ sachar/undefi ned B ock 2
109. 67. 106. 232 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock

46. 19. 85. 22 I srael 147.237.77.216|dover . i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None
212.117. 143. 250|i srael 147.237.76.42 |refuah.idf.il \;Twa?g o ;y;e_ i\Adfo.I ialt /' fglg;e%?;bun;h?':;xacem' der 15t xt Last hane i n B ock 2
31.154.4.18 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 31.154. 4. 18 B ock 2
46.19. 86. 123 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
217.194. 199. 183l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
2.53.139. 74 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
91.227.71.250 [Israel 147.237.76.42 |refuah.idf.il  |J5 020t hashori zed éﬁj‘aﬁcg‘i‘; on Bl ock 1
212.117. 153. 194/ srael 147.237.72. 166 |aka. i df . i | m’ﬁﬁiﬁl /uva;] f;;er:ntlzel ect user t ype. asp Bl ock 1
80. 246. 137. 114 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
31.154.4.18 I srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to waw i df.il/images/ 1. he/t opcap. gi f B ock 1
2.55.15.126  [israel 147.237.76.42 |refuah.idf.il [0S0 Puted haut fori zed of vah e Bock |1
139. 162. 13. 205 |3 ngapore 147.237.76.86 |navy.idf.il (Sz'sgt Ogﬁjg_féﬁ?fg_ifg - Protocol violation None 1
66.249.76.77 | srael 147.237.72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;r_i7zze_d1£gf§5§/sfotrz i asp shouf or um asp Bl ock 1
213.8.71. 26 I'srael 147. 237. 77. 216 |dover. i df . i | E”;: ' 'd?“f ?‘,ji ;hazlgs?ir ihf;‘é)ult“'i) rﬁgceisp:g” Bl ock 1
109. 64. 161. 221 |l srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
176. 13. 230. 243 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
84.94.158.109 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84.94. 158. 109 B ock 1
77.138.244.84 |France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
2.55.152. 24 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 1
164. 126. 182. 170|Fol and 147.237.72. 156 |aman. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
54, 161.51.139 |[Wited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.53.179. 197 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 253. 144. 186l sr ael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
93.115.194.78 |United Ki ngdom|147.237.77.233|atal .idf.il PHP At t enpt B ock 1
46. 19. 85. 31 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
212.143.120.14 |[Israel 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
80.246.138.41 [Israel 147.237.72. 156 [aman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
31.154.19.5 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wa i df .il/images/ 1. he/ but t onback. png Bl ock 1
2.55.36.7 I srael 147.237.0.19 |nadimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mvde None 1
139. 162. 13. 205 |Si ngapore 147.237.77. 234|hal ag. i df . i | yl"of ia'f'i inﬁtgfm_ﬁﬁiﬁg)mm 139.162. 13.205 (Prot ocol None 1
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