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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
31.168. 133. 226 | srael 147.237.77.216 dover.idf.il B ack List drop 3
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
2.53.34.61 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
185. 73.222.9 Net her | ands 147.237.8. 50 e.tikshuv.idf.il |L4 Source or Dest Port Zero drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77.212 e.dover.idf.il JLMPurple Gon Limt_Tcp drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Swi t zer| and 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194, 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action ‘Count
73.14.6.116 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 3

94.102. 49. 190 Net her | ands 147.237.72. 167 ishurimaka.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

73.14. 6. 116 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 6
91. 224. 160. 106 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN Potential SSH Scan 1
91.224. 160. 106 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 34 Net her | ands yohal an. i df .il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.72. 217 Net her | ands eidf.il ET SCAN Potential SSH Scan 1
91.224. 160. 106 147.237.0. 33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
85. 65. 3. 52 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
176.228.23.9 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 180. 157. 226 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 219. 235 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
93. 169. 39. 109 147.237.77.216 Saudi Arabia dover.idf.il portscan: TGP D stributed Portscan 1
2.53.0.42 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 38 Net her | ands e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
91.224. 160. 106 147.237.76. 30 Net her | ands hi nush. i df . i ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.8. 45 Net her | ands e.etanidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
197. 6. 227. 170 147.237.77. 216 Tuni si a dover.idf.il portscan: TCP D stributed Portscan 1
79.183. 24. 179 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
123. 56. 190. 151 147.237.77.216 Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.177. 90. 22 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 49. 92 147.237. 72. 167 Net her | ands i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 152 147.237.77. 170 Eur ope naar achot . i df . i | ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
197.6.227.170 [Tunisia 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 36
46. 19. 85. 245 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 210 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 11
2.53.138.44 I srael 147.237.72. 166 |aka. i df . i | drop First packet isn't SWN drop 11
46.19. 85. 141 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 10
31.154.2.110 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
213.8.204.43  [israel 147.237.76.42 |refush.icf.il  |Bad TOP sequence mdﬁlr::aslrit Wth different monitor |9
197.6.227.170 |Tunisia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 8
199. 203. 179. 99 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 85 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
62.0.230.1 | srael 147.237.72. 166 |aka. i df.i | drop First packet isn't SYN drop 7
89. 237. 110. 149 |France 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 6
46.19. 85. 119 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 48 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 245 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 141 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
83.130.74.114 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 86. 73 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 141 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
109. 253. 199. 211 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 5
2.53.160. 209 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
2. 53. 160. 209 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber moni t or 5
212.235.98. 139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
2.53.41.122 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 98 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
80.178.101.40 |[Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 4
46.19. 86. 73 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert 3
46.19. 86. 191 I srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 3
46. 19. 86. 98 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
46.19. 85. 48 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
37.26.149.245 [ srael 147. 237. 77. 216 |dover i df . i Bad TOP sequence mﬁﬁ]fs;: reansm't wehdifferent |oonitor |3
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.53.138. 44 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
2.53. 60. 131 I'srael 147.237.77. 243 |rwbi e i1y | €AMNg Engine: TCP Invalid — invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
80.246.138.28 | srael 147,237, 77. 243 |mbil e i i1 | S NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
80. 246. 130. 175 I srael 147.237.76.42 |refuah.idf.il  [Bad TCP sequence mdgitvr;”;”gt wth different monitor |3
46.19. 85. 210 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 2
2.53.132. 140 | srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 224. 246 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 2
77.126. 26. 94 I srael 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
46. 19. 86. 216 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
176. 13. 235. 215 |l srael 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
212.143.80.27 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 2
109. 253. 194. 195|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
185. 20. 5. 157 z‘i;;gom 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
213.8.115.122 |Israel 147.237.72. 167 |ishurimaka. i df .i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
79.182.125. 119 |l srael 147.237.77. 216 |dover.idf il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or
46. 19. 86. 23 I srael 147. 237. 77. 216 |dover.i df . i | Stream ng Engi ne: T Invalid  finvalid segnent retransnission. drop 2
Ret ransni ssi on Packet dr opped.
141. 226. 232. 16 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.149.133 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 59
77.127.39.185 |[Israel 147.237.0.19 |nadimatal .idf.i|l |[Dstributed Suspicious Response Code B ock 11
46. 19. 86. 207 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 86. 207 B ock 9
46. 19. 85. 105 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 9
109. 253. 222. 204/l sr ael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 5
212.235.13.100 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
212.235.13.100 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/4  |B ock 3
37.26.146.241 |Israel 147.237.0.19 |nadimatal .idf.i|l |[Dstributed Suspicious Response Code B ock 3
109. 253. 196. 100]l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.19.86.207  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt : ?rd'fzf‘lj , tgegpgrcytezm O e/l st chi | ddocurent &/ 1431 B ock 3
80. 246. 136. 213 [Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
37.26.147.250 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
37.26.146.193 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
80.246.137.24 |[israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
213. 57. 86. 66 | srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/tenpl ates/tags/tags. aspx B ock 2
77.139. 69. 32 France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139.69.32 |B ock 2
37.26.149.138 [Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.179.28.34 |Israel 147.237.77.74 |lawidf.il D stributed Unaut horized HTTP Met hod B ock 2
77.139. 69. 32 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. idf.il/main/ kapat z/ B ock 2
2.53.16. 61 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.41.122 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
31.168.11.194 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
2.53.5.27 I srael 147.237.72. 166 |aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
46.19. 85. 136 I srael 147.237.77.216|dover. i df .i | Lht raceabl e SIS Sessi ons: Cpen Mde None 1
176. 13. 23. 34 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.55.57.4 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 139. 224 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qude Character in LR Bl ock 1
217. 194. 193. 2021 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53. 49, 227 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179.172. 150 |l srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/1153-23238-he/ dover B ock 1
109. 253. 230. 239]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253.193. 59 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
2.53.9.101 I srael 147.237.77. 216 |dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
77.125.94.155 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka. i df . i|/sachar/ B ock 1
199. 203. 122. 49 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
31.44.128.241 |[Israel 147. 237. 76. 39 ImeI le.neitav.idf. i Lht raceabl e SIS Sessi ons: (pen Mde None 1
82.166.181.20 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HITP Met hod B ock 1
185. 32.179. 160 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
40.77.167. 97 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwuidf.il/atal 1/izkor/ vi ew i ngtop. asp |Bl ock 1
176.13.7.27 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.155. 44 | srael 147.237.77.216 |dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80.246.138.38 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
37.26.148.167 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 210. 22 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx Bl ock 1
2.53.30.3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
212.179.21.194 [israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.147.244. 101 [Uhited Sates |147.237. 72. 166 |aka. i df . i | mu;kr;orl i d?feidl /'\:;jr::/)gi ménzr ol . ssp B ock 1
185. 120. 124. 24 I srael 147.237.72. 166 |aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock

31.210. 188. 2 I srael 147.237.72. 167 )i shuri maka. i df .i| |[untraceable SSL Sessions: (pen Mde None 1
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