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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
197. 6. 227. 170 Tuni si a 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1628
197. 6. 16. 204 Tuni si a 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 95
31.168. 194. 95 | srael 147.237.72. 166 aka.idf.il B ack List drop 72
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
46.19. 86. 141 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
134.117. 226. 180 Canada 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
77.124. 32. 66 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
194. 254. 215. 12 France 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
139. 78. 141. 243 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
128.223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
199. 203. 37. 52 | srael 147.237.72. 166 aka idf.il B ack List dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address
69. 30. 213. 202

| Attacker Qountry
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147.237.77. 216

|Site
dover.idf.il

|Sgnalure

Devi ce Action

|Oount

C1000074: HTTP: mnaj estic bot Per mt 2
5.29.241. 212 I srael 147.237.76. 42 refuah.idf.il |15323: HITP. User-Agent (MRSPUTN K) B ock 2
69. 30. 213. 202 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot Per nit 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

73.14. 6. 116 147.237.77.74 Lhited Sates lawidf.il SQ Injection - Select From 3
217.132. 43. 162 147.237.77. 233 I srael aal .idf.il ET SCAN NVAP -sA (2) 1
200. 241. 137. 4 147.237.77. 235 Brazil sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 102. 49. 92 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
77.126. 49. 223 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
66. 249. 69. 103 147.237.77. 74 Lited Sates lawidf.il ET SCAN NVAP -sA (2) 1
31. 168. 65. 25 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.138. 248 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
216.72. 40. 185 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
94.102. 49. 92 147.237.0. 34 Net her | ands tikshuv.idf il ET SCAN NVAP -sS w ndow 1024 1
91.193. 74. 175 147.237. 8. 24 Gbral tar elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 168 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.139. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
197.6.227.170 |Tunisia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 681
197.6.227.170 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 38
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 31
2.55.5.220 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
46.19. 85. 41 I srael 147, 237.77. 243 |rvit e iop i1 | ©AMNG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 21
Ret ransm ssi on Packet dr opped.
46. 19. 86. 28 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 17
46. 19. 85. 142 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
46. 19. 86. 28 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
197. 6. 16. 204 Tuni si a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 13
46. 19. 85. 161 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 13
2.53.50.99 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 85. 161 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 11
2.53. 35. 127 | srael 147.237.0.19 nadi matal .idf.il|SYN At ack SYN -> SYN-ACK -> RST noni t or 11
46. 19. 86. 214 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
80.178.198. 106 |l srael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 9
192. 115. 177. 202|l srael 147.237.72. 167 |ishurimaka.idf.i[SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
46. 19. 86. 35 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nvalid ACK nunber noni t or 8
46. 19. 85. 65 I srael 147.237.0.19 |nadimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> RST noni t or 8
79.182. 51. 233 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
62.0.236.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
176.13.12.241 |Israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
187. 227. 108. 177|Mexi co 147, 237.76. 200 [ei tan aka i or.i1 [ SAM NG Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 214 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber aert
31. 168. 23. 46 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
37.26.148.230 |Israel 147.237.77. 243 |rvit e i1 | ©AMNG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
62.0.211.129 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 6
2.53.184.11 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 233 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 5
109. 253. 209. 235|I srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.33. 233 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 80 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
197. 6. 227. 170 Tuni si a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
197. 6. 16. 204 Tuni si a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19.86.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 5
46.19. 86. 150 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
62. 0. 200. 125 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
46.19.85.73 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 5
46.19. 86. 5 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 121. 193. 188 |l srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 85. 73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
185.62.121. 1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
2.53.150. 132 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19.85.1 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 35 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 86 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 86
2.53. 35,127 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
2.53.154. 201 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
46. 19. 85. 65 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
176.13.235.92 |lIsrael 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 176. 13. 235. 92 B ock 13
109. 253.241.3  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
46.19. 85. 24 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
77.127.87.30 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253. 196. 100]l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 112 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53. 164. 231 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/7/ B ock 3
80. 246. 137. 191 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.146.193 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 32. 179. 196 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 65 I srael 147.237.0.19 |[nadimatal .idf.il|Untraceabl e SSL Sessions: (pen Mde None 2
2.53. 35,127 I srael 147.237.0.19 |nmadimatal .idf.il|ntraceabl e SSL Sessions: Qpen Mbde None 2
2.53. 56. 205 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
194. 90. 15. 61 I srael 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod Bl ock 2
176.13.234.73 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
37.26.146.154 |[Israel 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 222 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
68.180.228. 159 [United Sates  [147.237. 77. 176 [nat pash. i df . i | ma'ztgjt pe M /oégéig_or?efggnggsgx B ock 1
2.55. 44. 230 I srael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessions: (pen Mde None 1
157.55.39.238 |Uited Sates [147.237.72.166aka.idf.il Lhaut hori zed LRL Access to aka.idf.il/mai n/misrot.aspx Bl ock 1
95. 86. 84. 121 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
62.219.137.5 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194.90.15.61  [Israel 147.237.76.31 |nakchal .idf.il m;;fhg??d?ﬁ“;gogjﬂagﬁf IAI":;SZS on Bl ock 1
79.180. 156. 201 [Israel 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None

2.53.176. 122 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mbde None 1
66.249. 64. 183 [l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to vww i df.il/894-ar Bl ock 1
46. 19. 86. 28 I srael 147.237.72. 166 |aka. i df . i | ;Trwa';e;:ri C';faﬂ /O:ai'n\fs‘);f:];f?f oirgot passuor . aspx None 1
212.199. 57. 197 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
84.111. 102. 241 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v i df.il/hebrew B ock

80. 246.130. 175 |l srael 147.287.76.42 [refuah idf i1 |3 e e aene B ock 1
37.26.148.239 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
71.235.28.21 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
2.55.164. 108 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
157.55.39.238 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka. idf.il/kamar/klali/default.asp None 1
2.53.157. 254 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 133. 10 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66. 102. 9. 26 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
80.246.138.67 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 90. 15. 61 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip storage/files/ B ock 1
37.26.146.248 |Israel 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mode None 1
176.13.245.17  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.180. 174. 181 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
2.53.180. 162 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mode None 1
66.249.79.139 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 79. 139 B ock 1
52.16.137.212 |Ireland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / Bl ock 1
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