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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
2.55.52.114 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 226 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
192. 33. 90. 67 Swi t zerl and 147.237.72. 14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger nany 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 113 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 2
137.132. 80. 110 S ngapor e 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223.8.113 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 31
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 15
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl

non- SSL connection to SSL port

147.236. 238. 22 |147.237.77. 216 |I srael dover.idf.il . . 2
deni al of service attenpt
213.8.204.8 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 129. 148. 230|147. 237. 76. 34 |Latvia yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 80. 12 [147.237.76.34 |Netherl ands yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
58.218. 200. 137 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
216. 81.230. 167 [147.237.8.14 |lwnited Sates |e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
212.25.106.78 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 129. 148. 230[147.237.8.28 |Latvia e.nobile-ks.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
109. 236.80. 12  |147.237.76.34 |Netherl ands yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 236. 80. 12  |147.237.76.31 |Netherl ands nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 216
192.114.2.35 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
176. 13. 241. 41 | srael 147.237.72. 156 |anan.i df . i | dr op First packet isn't SYN drop 11
2.55.149. 20 I srael 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 11
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 66 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |10
2.55.149. 20 I'srael 147. 237. 77. 216 |dover i df . i Bad TCP sequence wﬁtrs\;;jgzi;gm moni tor |8
2.53. 146. 199 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
80. 246. 139. 127 |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂe}ﬁtr;’;;sx?&gm moni tor |7
82. 80. 196. 44 | srael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.211  |[israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂ;‘zﬁtrmjg;?c;?th moni tor |6
176. 13. 8. 209 I srael 147.237. 72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 85. 215 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor  [5
46. 19. 86. 66 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 5
37.26.149.211 |Israel 147.237. 72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 85. 215 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
108.59.253. 71 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
80.246.130.2  |israel 147. 237. 76. 200 |ei tan. aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmission. [, 4
Ret r ansmi ssi on Packet dr opped.
88. 202. 218. 233 LK?ir::gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
185.32. 179. 102 |l srael 147. 237.77. 243 |mobi l e. i i Streaning Engine: TCP Invalid |invalid segnent retransmission. [, 3
Ret r ansmi ssi on Packet dr opped.
185.112.188.72 |lraq 147.237.76. 177 |ncore.idf .il dr op First packet isn't SYN drop 3
109. 253. 242. 121 I srael 147.237.72. 167 |i shri maka ior. i1 || @M NG Engine: TP Invalid fimvalid segnent retransmission. |, o 3
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 211 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
109. 253. 150. 37 |l srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19. 85. 217 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 217 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46.19. 85. 167 I srael 147.237. 72. 166 |aka i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
207.46. 13. 15 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
46.19. 86. 64 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 2
80. 246. 133. 122 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
109. 253. 145. 6 | srael 147.237.72. 167 |i shurimaka.i df . il dr op Frst packet isn't SN drop 2
46. 19. 85. 150 I srael 147.237.77. 176 |nat pash.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
46. 19. 86. 250 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.154.169 | srael 147. 237. 77. 216 |dover i df .i Veb Server Enf or cerent Véb Servers S ow HITP Denial of | .. 2
Mol ation Service
46. 19. 86. 64 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |2
80. 246. 138. 159 |lIsrael 147.237. 72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176.13.17.9 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 2
46.19. 85. 121 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
185.112.188.72 |irag 147.237.76. 177 |ncore.i df . i Bad TCP sequence mdroif,r:é:"r Wth different alert 2
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
46.19. 85. 29 I srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.116.43.7 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
190.6.111.169 |Argentina  [147.237.76. 201 (e atal .idf.il Geo- | ocati on enf or cenent ﬁ?o'r ggﬁ;ﬂo” | nbound drop 2
2.53.164.146  |Israel 147. 237.77. 226 "‘f"l"“ chanat z. aka. i df \AW(?I :[xe;rgner Enf or cement Vsit)visf;"ers Stow HITP Denial of | ooy 2
46. 19. 85. 125 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
5.102.242.114 |Israel 147.237. 72. 166 [aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80. 246. 137. 243 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 72
176.13.244.75 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
37.26.149.129 [israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 8
77.138.43.198 |France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
79.178.200. 42 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82. 80. 170. 35 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.181. 15. 96 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
176. 13. 250. 113 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.76.115 I srael 147.237.77. 216 |dover . i df .i | e e e v adover . aspx Hock |1
46.19. 85. 215 I srael 147.237.77.233|atal .idf.il Mal formed URL Bl ock 1
212.179.21. 194 |israel 147.237.0.19 |madimatal .idf.i ;2;”:;;’;'] _Z?gf .Lijlq;técn;rzztse;/?:atalog/catalog. aspx B ock 1
114. 134. 189. 171|Canbodi a 147.237.77.216 |dover. i df . il Uhaut hori zed URL Access to waw i df.il/sip_storagel/files/2/4912. png Bl ock 1
66.102. 9. 2 Lhited Sates |147.237.72.166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df . il/mai n/ home/ def aul t. aspx B ock 1
147. 236. 238. 22 |l srael 147.237.77. 216 |dover.idf .il SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HALLO |None 1
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
46. 19. 85. 215 I srael 147.237.77.233|atal .idf.il Mil ti pl e Abnormal |y Long Request from 46, 19. 85. 215 B ock 1
147. 236. 238. 22 |l srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request net hod B ock 1
66.102.9. 22 Uhited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed Method PCST for aka.idf.il/main/ hone/ def aul t. aspx B ock 1
147. 236. 238. 22 |Israel 147.237.77. 216 |dover . i df . i | E'F;anc]"]“?[ g]-]r '[3[539]?}"[3;5] ]'}g[ Fng] | WA N E Bock |1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/defaul t.aspx B ock

46. 19. 85. 215 | srael 147.237.77.233|atal .idf.il Mil tiple Malformed URL from46. 19. 85. 215 B ock
147.236. 238. 22 |Israel 147. 237.77. 216 |dover . i df .i | '['[LZ?] [?:3‘]3]ﬁﬁ]ﬁ?ﬁt]e;é['[r;l“g]h%%{ INE Bock |1
81.218.56.171 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 81.218.56. 171 Bl ock 1
66. 249. 64. 9 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;rl;zfdlég}ygﬁ;e; /tfzr s/ asp showf or um asp Bl ock 1
46. 19. 85. 215 I srael 147.237.77.233|atal .idf.il Abnormal |y Long Request net hod B ock 1
87.69. 37. 129 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
79.179.16.219 | srael 147.237.72. 166 |aka. i df . i | LL'rigei' ’ i?a;eg?ingi:;féo&ﬁi’ fm’j IV kapat 2/ /7 es#012 Bl ock 1
46. 19. 85. 215 | srael 147.237.77.233|atal .idf.il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 215 Bl ock 1
147. 236.238. 22 |lsrael 147.237.77. 216 |dover . i df . i | Illegal Byte Qode Character in LR B ock 1
66. 249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi ni yonman/ enl ar ge. asp B ock 1
46. 19. 85. 215 I sr ael 147.237.77.233|atal .idf.il Illegal HITP Version __ at uvs=57de1b90292d47b4000 Bl ock 1
89.237.96.140 |France 147.237.77. 216 |dover . i df . i | ;Ei‘:tc:gr 'Cf;?rgll f]‘:)‘fizschtec;)r":;"‘n;dfﬁg_' é asérﬁ(il) nlt':r:‘tlie)?;‘g pt/ ;)'(tl/ ﬁ?& B ock 1
79.179.16.219 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.179. 16. 219 B ock 1
46.19. 85. 215 I srael 147.237.77.233|atal .idf.il Uhknown HTTP Request Met hod i ai mace3dj bsxj 45 in URL B ock 1
147. 236. 238.22 |Israel 147.237.77. 216 [dover. i df .| NLLL Character in Method [[#21]][[#3]][[#3]][[#0]]Pe[[#18]] WL3&{p>*NE |B ock 1
82. 80. 170. 35 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
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