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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
109. 253. 128. 107 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 10
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 7
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
143. 225. 229. 236 Italy 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 5
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
170. 140. 119. 70 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
123. 59. 59. 52 Chi na 147.237. 76. 31 nakchal .idf.il |bl ock-sp-trafl forward 1
198. 82. 160. 221 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address
149. 202. 48. 192

| Attacker Gountry

France

Target Address
147.237.76. 42

|Site
refuah.idf.il

|Sgnature

Devi ce Action

|Oount

C1000074: HTTP. najestic bot Permt 2
69. 30. 211. 2 Lhited Sates 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Per it 2
71.6.167. 142 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address étotu?]ikre; Signature
49.248.35.58  |147 237 0.34 |india Cikshuv.idf il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
212.129. 61. 237 (147.237.0.35 |France akaws. i df .i | ET SCAN Potential SSH Scan 1
109. 236. 80. 12 [147.237. 77. 170 |Net her| ands naarachot . i df .i [[ET SCAN Potential SSH Scan 1
66,249, 76. 118|147 237 72. 166 | ted Sates |akaidf i1 SER\/ER—IAPAO—E Apache nod_ssl non-SSL connection to SSL port denial 1
of service attenpt
62.215.38.173 [147.237.76.38 |Kuwait eeneitav.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
50.84.213. 146 |147.237.77.74 |Whited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
50. 84.213. 146 |[147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -f -sS 1
5.255.90.133 [147.237.77.74 |Netherl ands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
212.129. 61. 237 [147. 237. 77. 216 |France dover.idf.il ET SCAN Potential SSH Scan 1
212.129. 61. 237 |147.237.0.34 |France tikshuv.idf.il |ET SCAN Potential SSH Scan 1
109. 236. 80. 12 |147.237.77.61 |Netherlands e.cogat.idf.il |ET SCAN Potential SSH Scan 1
62.215.38.173 |147.237.76.38 |Kuwait eeneitav.id.i([ET SCAN NVAP -sS wi ndow 3072 1
62.215.38.173 [147.237.76.38 |Kuwait eeneitav.id.i|[ET SCAN NVAP -f -sS 1
50. 84.213.146 [147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
197.7.221.178 |Tunisia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 210
109. 65. 188. 213 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
85. 64. 229. 68 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
93.200. 130. 78  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
87.69. 49. 16 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
37.26.147.198 |israel 147. 237. 72. 166 |aka. i df . i1 Bad TCP sequence mﬁsgfmmt wthdifferent | onitor |13
66.249.65.46  |Uited Sates [147.237.76.86 |navy.idf.il Streaning Bngine: TCP Invalid  invalid segrent retramsmission. |, 12
Ret r ansni ssi on Packet dropped.
46.210.138. 221 |l srael 147.237.77. 212 |e. dover.idf il SYN At tack SYN -> SYN-ACK -> RST noni t or 11
46. 19. 85. 232 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
31.168.79.117 |Israel 147.237. 76. 200 [eitan aka i i1 | S2MNG Enginer TP Invalid - fimvalid segnent retramsmssion. |y 8
Ret r ansni ssi on Packet dropped.
46. 19. 86. 107 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 86. 107 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
46. 19. 86. 107 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 232 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber aert 5
46. 19. 86. 107 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or 5
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
185. 3. 147. 219 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
91.135.102. 191 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁsrc;tgansm wthdifferent |oonitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
109. 65. 188. 213 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
91.135.102. 191 |Israel 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or 4
46.19.85.71 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
197.7.221.178 [Tunisia 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
109. 65. 188. 213 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 2
139. 162. 216. 112|lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
109. 65. 188. 213 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
85. 65. 10. 140 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46.19.85.71 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
109. 65. 188. 213 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 2
85. 250. 214. 228 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
37.26.147.223 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence aert 2
213.57.135.175 |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 2
Ret r ansni ssi on Packet dropped.
46.19. 85. 198 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.147.223 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence noni t or 2
46. 19. 85. 223 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 1
139. 162. 37. 147 |Wnited Sates |147.237.77. 234 |hal ag.idf il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
2.55.181.36 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SIACK reransmt wehdifferent |opnitor |1
198.223.242. 46 |Wnited Sates |147. 237. 77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST noni t or
176.13. 231. 122 |lIsrael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37.26.147.223 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
114.98.244. 254 |China 147. 237. 72. 166 |aka. i df . i1 Bad TCP sequence mﬁsgfmmt wthdifferent | onitor |1
185.112.188.72 |irag 147.237.76. 177 |ncore. i of . i Bad TCP sequence mdgirsaéz”lt vith different monitor |1
184.105.139. 76 |Uhited Sates [147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on inbound enf orcenent |dr op 1
120. 132. 67. 190 |Chi na 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
70.211.159.95 |Lhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.21 |wited Sates |147.237.76.39 |[nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 86. 139 | srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 211 |Whited Sates |147.237.76.200(eitan. aka idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |wnited Sates |147.237.0.33 |[idf.il drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Oount
2.53.56.24 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
185. 3. 147. 203 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
217.132.51. 138 [I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 76. 118 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
40.77.167.73 ;h;tt:sd 147.237.0.19 |nadimatal .idf.il Lhaut hori zed URL Access to nadi matal .idf.il/robots.txt Bl ock 1
66.249.79. 139 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1302- he/ r ef uah. aspx B ock 1
www. chanmat z. aka. i , e
66. 249. 66. 103 |l srael 147.237.77. 226 df il Uhaut hori zed URL Access to ww chamat z. aka. i df . i |/404. aspx B ock 1
68. 180. 229. 223 g"alt:g 147.237.77.216|dover.i df . il Paraneter Type M ol ation PageNumin wa i df.il/1133-ar/ dover. aspx B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati mi pi rteychayal / |Bl ock 1
87.68.27.224 |[Israel 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 1
66.249.76. 115 |l srael 147.237.77.216|dover. i df .|l Unaut hori zed URL Access to 147.237. 77. 216/ 894- he/ dover . aspx B ock 1
Unknown Par arret er
176.13.4.173 |[Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetol der $enai | Updat e$r pt Enai | Subj ectsLi |None 1
st $ct | 00$chbEmai | Subj ect in v aka. i df.il/nai n/giyus/ fag. aspx
5. 29. 139. 26 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
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