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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 10
200. 19. 159. 34 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 10
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 10
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 4
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 84 Czech Republic 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 2
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
130.217.77. 4 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
130. 194. 252. 8 Australia 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
218. 93. 206. 21 Chi na 147.237.0. 34 tikshuv.idf.il |JLMPurple Gon Limt Tcp drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
199. 58. 86. 209 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
185, 129, 148, 230|147 237 76. 86 |Latvia ey, i df i1 ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potentia 1
Scan or Infection
109. 236. 80. 12  |147. 237. 76. 201 |Net her | ands e.atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 80.12  |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
104. 232.98. 3 147.237.76. 148 |lhited Sates |[ggcenter.aka idf.i|[ET SCAN NVAP -sS w ndow 4096 1
104. 232.98. 3 147.237.76. 148 |lnited Sates |gqcenter.aka idf.i|ET SCAN NVAP -f -sS 1
91.201.236.50 |[147.237.77.19 |lkraine lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
84.93.84.77 147.237.77. 216 E;ir:;cci]om dover.idf.il Tehila - Perl LW with fake user agent 1
31.24.228.20  |147.237.77.212 E?i;;gom edover.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
216.81.230. 167 |147.237.8.27 |Wited Sates [e nadimatal.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
113 85 79. 187|147, 237, 76. 198 |ni na . yohl an. i df i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 236.80. 12  |147.237. 76. 177 [Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
109. 236.80. 12  |147.237.76.86 |Netherl ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 3 147.237.76. 148 |Wited Sates |gacenter.aka idf.i|ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.50 [147.237.77.19 |Wkraine lawforumidf.il |ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.77.19 |lkraine lawforumidf.il |ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
61.185. 0. 148 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
197.7.221.178 |Tunisia 147. 237.77. 216 |dover.i df .i| drop First packet isn't SN drop 217
128.177.161. 169|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
46.19.85.71 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19.85.71 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber alert 8
84.229. 36. 80 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19.85.71 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
2.55.135.152 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
2.55.135. 152 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
199.30.25.76  |United Sates [147. 237, 76. 200 |eitan aka ik, i1 || SN NG Engines TP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
66.249.75. 145 |United Sates |147.237. 77. 243 |mbiteidr.i1 || caMNng Engine: TP Invalid invalid segnent retransnissi on. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 250 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert
2.55.135. 152 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 250 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or
2.55.135.152  |Israel 147. 237. 77. 216 |dover. i of .1 Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |3
79.179. 2. 170 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
84. 229. 36. 80 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
139. 162. 37. 147 |lnited Sates |147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
37.26.147.247 |Israel 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
108.26.193.39 |Uited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 249 I srael 147. 237.77. 216 |dover.i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
212.179.20. 4 I srael 147. 237.77. 216 |dover.idf .il drop First packet isn't SN drop 1
141.212.122.20 |Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122.21 |wnited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188. 120. 154. 68 |l srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber noni t or 1
139. 162. 37. 147 |Uited Sates |147.237.8.28 [e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
46.120. 244.198 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.147.247 |[Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
189. 249. 145. 182|Mexi co 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
85. 250. 214. 228 |l srael 147. 237.77. 216 |dover.idf .i| drop First packet isn't SN drop 1
46. 19. 86. 246 I srael 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.55.135. 152 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Country‘Target Address |[Site dgnature Acti on ‘Count
36. 250. 185. 241 |Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 36. 250. 185. 241 Bl ock 17
36. 250. 185. 241 |Chi na 147.237.77. 216 |dover.i df .i | PHP Attenpt Bl ock 6
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 3
66.249. 64. 183 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 183 Bl ock 2
84. 95. 208. 20 I srael 147.237.77.74 |lawidf .il Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 Bl ock 2
36. 250. 185. 241 |Chi na 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . il/index. asp Bl ock 1
217. 69. 133. 220 RJSIS::I”i o 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to v aka. i df .il/wu tikshuv.idf.il B ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147 237.72. 166/ i tan/ prat i i rt eychayal / B ock 1
84.95.208.20  |israel 147.237.77.74 |lawidf . il Wnaut hori zed URL Access to . B ock 1
viwn | awe i df . i |/t enpl at es/ gener al / pi wi k. php
. . Uhaut hori zed URL Access to
66.249.76.106 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ portal nil ui nit enpl at es/ hone. asp bl ank B ock 1
109. 253. 157. 135|I srael 147.237.0.19 |nadimatal . i df. i |Suspi ci ous Response Code Bl ock 1
66.249. 64. 184  |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v i df . i1/ appl e- app-si t e-associ ati on Bl ock 1
. . Unhaut hori zed Met hod PCST for
77.138.22.198 |France 147.237.72. 166 |aka. i df . il v aka. i i 1/ mai rv smal i i snal i m aspx Bl ock 1
157. 55. 39. 57 Lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robots. t xt Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 70 I srael 147.237.77.216|dover. i df . i | Wi df i /. viel | - knowry appl e- app- si t e- associ at | on B ock 1
216. 244.66.236 |Wnited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/sitel general . aspx Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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