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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 8
129.97.74.12 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 7
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141.22. 213. 34 Cer many 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
51. 255. 218. 57 France 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 2
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
147. 83. 29. 234 Spai n 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 69 Sw t zerl and 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 67 Swi tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

195, 154. 232. 58 France 147.237.77.176  |matpash.idf.il [22280: HITP. Joomha Qbject Injection Mulnerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
91.193.74.175 |147.237.77.176|Gbral tar nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
65.156. 199. 242 |147.237.76.44 |Uhited Sates |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.180. 9. 40 147.237.72. 167 |South Arica  [ishurimaka. idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 150. 235 |147.237. 77. 179 |l srael e.nazi.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
179. 43. 141. 228 |147.237. 77. 212 |Sn t zerl and e. dover.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 218 |147.237.8.24 |lhited Sates e lifestyle.idf.il ET SCAN Potential SSH Scan 1
104. 232.98. 3 147.237.77. 226 |Uhited Sates |wwnchamatz. aka.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
91.201.236.50 |147.237.77.234|krai ne hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.50 |147.237.77. 234 |krai ne hal ag.idf.il ET SCAN NVAP -f -sS 1
83. 22 37, 205 147 237 0.19  |Pol and vadimatal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
41.180. 9. 40 147.237.72.217 |South Arica |eidf.il ET SCAN NMAP -sS wi ndow 1024 1
41.180. 9. 40 147.237.72.156 [South Arica  |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 95. 50. 84 147.237.0.15 |hited Sates |kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
154. 16. 199. 218 |147.237.76.39 |lLhited Sates |nobile. neitav.idf.il ET SCAN Potential SSH Scan 1
106. 252, 239 117|147 237 0. 19 [fOrea Repudlic| .o ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
104. 232. 98. 3 147.237.77.226 |Whited Sates [wwv chamatz. aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.77.234|krai ne hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Address |Site |Signature

197.7.221.178 Tuni si a 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 166
79.181. 145.217 |[Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
79.178.180. 131 |[lsrael 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 4
212.143.142.56 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
79.181. 145.217 |[Israel 147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
100. 35. 54. 198 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
216.218.206.78 |lhited Sates 147.237.76.44 |e.refuah.idf.il Geo-1 ocati on enf orcenent |Geo-1ocation inbound enforcenent |drop 1
106. 186. 113. 169 |Japan 147.237.76.34 |yohal an.idf.il drop drop 1
74.82.47.59 Lhited Sates 147.237.0. 33 idf.il drop drop 1
141.212.122.19 |lhited Sates 147.237. 76. 197 |e. hi nush.idf.il Geo-1 ocati on enf or cenent |Geo-1ocation inbound enforcenent |drop 1
77.138.126.231 |FHance 147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
197.7.221.178 Tuni si a 147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
86.139.201. 184 |United Kingdom |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 117. 156. 132 |l srael 147.237.72. 156 |anan.idf.il Bad TCP sequence Inval id ACK nunber aert 1
141.212.122.20 |thited Sates 147.237.76. 197 |e. hinush.idf . il Geo-1 ocati on enf orcenent |Geo-location inbound enforcenent |drop 1
197.7.221. 178 Tuni si a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
46. 117. 156. 132 |l srael 147.237.72. 156 |anan.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 247. 228 |Lhited Sates 147.237.0. 19 nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 1
79.180. 244. 140 |[Israel 147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 169 |Japan 147.237.8.27 |e.nadimatal .idf.il|Geo-| ocati on enf orcenent |Geo-location inbound enforcenent |drop 1
68. 1. 52. 67 Lhited Sates 147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
184. 105. 247. 248 |Lhited Sates 147.237.0.200 |mdu.idf.il Geo-1 ocati on enf orcenent |Geo-1ocation inbound enforcenent |drop 1
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|Top Attackers In V\AF|
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. . .|Unaut hori zed URL Access to
180.76.15. 160  |ni na 147.237.76.42 [refuah. i df .| 147.237. 76. 42/ shared/ cl i ent scri pts/scrol | er/jquery.j carousel .js Bl ock !
. . D stributed Unhaut hori zed LRL Access on
66.249.64.41 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.43 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
66. 249. 64. 183 [l srael 147.237.77. 216 |dover . i df . i l|Unaut hori zed URL Access to wa i df . il/dover/site/ nai npage. asp B ock
66.249.76.83 |Israel 147.237.77. 216 |dover . i df . i l|Unaut hori zed URL Access to waw i df . il/nakha B ock

09-18-2016-04:04:00 to 09-18-2016-05:04:00




