
  IDF Under Attack
Daily Report

Top Targets   

dover.idf.il

aka.idf.il

aman.idf.il

dover.idf.il(old)

refuah.idf.il

madim.atal.idf.il

halag.idf.il

e.idf.il

ishurim.aka.idf.il

e.refuah.idf.il

Top Target

Number
Of

Attacks

0

40

80

120

160

do
ve
r.
id
f.
il

ak
a.
id
f.
il

am
an
.i
df
.i
l

do
ve
r.
id
f.
il
(o
ld
)

re
fu
ah
.i
df
.i
l

ma
di
m.
at
al
.i
df
.i
l

ha
la
g.
id
f.
il

e.
id
f.
il

is
hu
ri
m.
ak
a.
id
f.
il

e.
re
fu
ah
.i
df
.i
l

Top Attackers 

197.7.221.178

216.48.80.12

79.181.145.217

198.82.160.221

129.97.74.12

193.166.167.4

212.143.142.56

79.178.180.131

91.201.236.50

130.195.4.69

Top Attackers

Number
Of

Attacks

0

160

40

80

120

19
7.
7.
22
1.
17
8

21
6.
48
.8
0.
12

79
.1
81
.1
45
.2
17

19
8.
82
.1
60
.2
21

12
9.
97
.7
4.
12

19
3.
16
6.
16
7.
4

21
2.
14
3.
14
2.
56

79
.1
78
.1
80
.1
31

91
.2
01
.2
36
.5
0

13
0.
19
5.
4.
69

 09-18-2016-04:04:00 to 09-18-2016-05:04:00 



Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
198.82.160.221 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 8

129.97.74.12 Canada 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 7

216.48.80.12 Canada 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 7

193.166.167.4 Finland 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 5

128.223.8.114 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 3

143.225.229.236 Italy 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 3

130.195.4.69 New Zealand 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 3

139.78.141.243 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 3

129.93.229.139 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 3

141.22.213.34 Germany 147.237.72.14 dover.idf.il(old) network flood IPv4 ICMP drop 2

216.48.80.12 Canada 147.237.72.14 dover.idf.il(old) network flood IPv4 ICMP drop 2

129.97.74.14 Canada 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 2

51.255.218.57 France 147.237.72.14 dover.idf.il(old) network flood IPv4 ICMP drop 2

129.32.84.160 United States 147.237.72.217 e.idf.il network flood IPv4 ICMP drop 2

194.29.178.14 Poland 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 2

147.83.29.234 Spain 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 2

198.82.160.238 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 2

128.10.18.52 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

204.85.191.11 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

192.33.90.69 Switzerland 147.237.72.167 ishurim.aka.idf.il network flood IPv4 ICMP drop 1

195.113.161.82 Czech Republic 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

164.107.127.12 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

131.247.2.241 United States 147.237.72.14 dover.idf.il(old) network flood IPv4 ICMP drop 1

165.242.90.128 Japan 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

131.247.2.241 United States 147.237.72.167 ishurim.aka.idf.il network flood IPv4 ICMP drop 1

128.8.126.111 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

192.33.90.67 Switzerland 147.237.72.14 dover.idf.il(old) network flood IPv4 ICMP drop 1

194.254.215.12 France 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

153.90.1.34 United States 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1

130.217.77.2 New Zealand 147.237.72.166 aka.idf.il network flood IPv4 ICMP drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

195.154.232.58 France 147.237.77.176 matpash.idf.il 22280: HTTP: Joomla Object Injection Vulnerability Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

91.193.74.175 147.237.77.176 Gibraltar matpash.idf.il ET SCAN NMAP -sS window 1024 1

65.156.199.242 147.237.76.44 United States e.refuah.idf.il ET SCAN NMAP -sS window 1024 1

41.180.9.40 147.237.72.167 South Africa ishurim.aka.idf.il ET SCAN NMAP -sS window 1024 1

31.168.150.235 147.237.77.179 Israel e.mazi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

179.43.141.228 147.237.77.212 Switzerland e.dover.idf.il ET SCAN Potential SSH Scan 1

154.16.199.218 147.237.8.24 United States e.lifestyle.idf.il ET SCAN Potential SSH Scan 1

104.232.98.3 147.237.77.226 United States www.chamatz.aka.idf.il ET SCAN NMAP -sS window 4096 1

91.201.236.50 147.237.77.234 Ukraine halag.idf.il ET SCAN NMAP -sS window 3072 1

91.201.236.50 147.237.77.234 Ukraine halag.idf.il ET SCAN NMAP -f -sS 1

83.22.37.205 147.237.0.19 Poland madim.atal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

41.180.9.40 147.237.72.217 South Africa e.idf.il ET SCAN NMAP -sS window 1024 1

41.180.9.40 147.237.72.156 South Africa aman.idf.il ET SCAN NMAP -sS window 1024 1

209.95.50.84 147.237.0.15 United States kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

154.16.199.218 147.237.76.39 United States mobile.meitav.idf.il ET SCAN Potential SSH Scan 1

106.252.239.117 147.237.0.19
Korea, Republic
of

madim.atal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

104.232.98.3 147.237.77.226 United States www.chamatz.aka.idf.il ET SCAN NMAP -sS window 1024 1

91.201.236.50 147.237.77.234 Ukraine halag.idf.il ET SCAN NMAP -sS window 2048 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

197.7.221.178 Tunisia 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 166

79.181.145.217 Israel 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 6

79.178.180.131 Israel 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 4

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

79.181.145.217 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 2

100.35.54.198 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 2

216.218.206.78 United States 147.237.76.44 e.refuah.idf.il Geo-location enforcement Geo-location inbound enforcement drop 1

106.186.113.169 Japan 147.237.76.34 yohalan.idf.il drop drop 1

74.82.47.59 United States 147.237.0.33 idf.il drop drop 1

141.212.122.19 United States 147.237.76.197 e.himush.idf.il Geo-location enforcement Geo-location inbound enforcement drop 1

77.138.126.231 France 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 1

197.7.221.178 Tunisia 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 1

86.139.201.184 United Kingdom 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 1

46.117.156.132 Israel 147.237.72.156 aman.idf.il Bad TCP sequence Invalid ACK number alert 1

141.212.122.20 United States 147.237.76.197 e.himush.idf.il Geo-location enforcement Geo-location inbound enforcement drop 1

197.7.221.178 Tunisia 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 1

46.117.156.132 Israel 147.237.72.156 aman.idf.il Bad TCP sequence Invalid ACK number monitor 1

184.105.247.228 United States 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 1

79.180.244.140 Israel 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor 1

106.186.113.169 Japan 147.237.8.27 e.madim.atal.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1

68.1.52.67 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 1

184.105.247.248 United States 147.237.0.200 m4u.idf.il Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

180.76.15.160 China 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/shared/clientscripts/scroller/jquery.jcarousel.js

Block 1

66.249.64.41 Israel 147.237.72.166 aka.idf.il
Distributed Unauthorized URL Access on
147.237.72.166/giyus/forum/asp/showforum.asp

Block 1

66.249.64.43 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/giyus/forum/asp/showforum.asp

Block 1

66.249.64.183 Israel 147.237.77.216 dover.idf.ilUnauthorized URL Access to www.idf.il/dover/site/mainpage.asp Block 1

66.249.76.83 Israel 147.237.77.216 dover.idf.ilUnauthorized URL Access to www.idf.il/nakha Block 1
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