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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 12
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 10
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 3
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
170. 140. 119. 70 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.14 Canada 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 2
128. 208. 4. 99 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
160. 80. 221. 37 Italy 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 9 Australia 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 156 anan. i df il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
218. 156. 17. 203 Korea, Republic of 147.237.72. 217 eidf.il JIMPurple Gon Linit Htp drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 91. 235. 230 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 167 ishurimaka. idf.il |network flood | Pv4 | QWP drop 1
141. 22.213. 35 Ger nany 147.237.72.217 eidf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

58.218. 200. 137 [147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
11 5599 139|147, 237 70 166 |FOT€R Republic | . ET SI‘AN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
123. 206. 85. 139 [147. 237. 76. 44 |China erefuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 80. 12 [147.237.77.19 |Netherl ands lanforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 236. 80. 12 [147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN NMVAP -sS w ndow 1024 1
91.201.236.50 |147.237.77.176|krai ne nat pash. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
91.193.74.175 |(147.237.76.147|Gbraltar chinuch. aka.idf.i I[ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 (147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
222.254. 34. 165 [147.237.0.35 |\ et nam akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
154. 16. 199. 218 [147. 237. 76. 147 |Lhited Sates  [chinuch. aka.idf.il|ET SCAN Potential SSH Scan 1
123. 206. 85. 139 |147. 237. 76. 34 [Chi na yohal an. i df . il ET SCAN NMAP -sS w ndow 1024 1
109. 236. 80. 12 [147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.201. 236.50 [147.237.77.176 |kraine nat pash. i df . i | ET SCAN NVAP -sS wi ndow 4096 1
91.201.236.50 [147.237.77.176|Wkraine nat pash. i df . i | ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Ste Signature Acti on ‘Count
197.7.221.178 |Tunisia 147.237.77. 216 [dover.idf . i drop Frst packet isn't SWN drop 140
Sreaning Engine: TGP Invalid i i ssi
5.102.242.194 | srael 147.237.77. 243 |nubi 1 e.i o i 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
37.26.148.236 |lsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 5
197.7.221.178 |Tunisia 147.237.77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 5
67.68.242. 88 Canada 147.237.72. 166 |aka.i df .i| SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
Sreanming BEngine: TCP Invalid i i ssi
84.224. 124. 217 |Hungary 147.237.76. 200 |ei tan. aka. i of . i1 g =g Invalid segnent retransmssion. | 4
Ret r ansm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
157.55.39.11  |lhited Sates |147.237.77. 243 |nobil e.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
79.178.180. 131 |[Israel 147.237.72. 156 |anan.i df .| drop Frst packet isn't SWN drop 2
. . . . Geo- 1 ocat i on i nbound
75.126.77.19 Lhited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenment enf or cement drop 1
218. 156. 17. 203 g‘f’rea’ Republ i 1147 937.0.17 qunly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Tineout [nonitor |1
168. 1. 128. 53 Lhited Sates |147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |wnited Sates [147.237.77. 226 :’“’“’“Cha”atz' aka.id-1 o\ At t ack SYN -> SYN-ACK -> RST monitor |1
. . SYNtAXK retransmt with .
79.178.180. 131 [Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence di fferent vi ndow scal 6 noni t or 1
66. 240. 219. 146 |Lhited Sates |147.237.77.178 |e. nat pash. i df . i| Geo- | ocati on enf or cenent Sﬁfolrzgﬁ;'mo” i nbound drop 1
141.212.122.29 |Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
123. 206. 85. 139 |Chi na 147.237.76. 34 |yohal an.idf.il drop drop
75.126.77.19 Lhited Sates 147. 237. 76. 148 |gacenter. aka. i df . i | dr op Frst packet isn't SN drop 1
218. 156. 17. 203 Ok‘f’re& RpUDIIC 1117 237.0.19  |rmci matal .idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor |1
184. 105. 247. 200|Lhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.23 |hited Sates |147.237.76.201|e. atal .idf.il Geo-1 ocation enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
66. 249. 76. 80 | srael 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop
141.212.122.30 |Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
123. 206. 85. 139 |Chi na 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Korea, Republic s . Geo- | ocat i on i nbound
218.156.17.203 | 147.237.0.200 |ndu.idf.il Geo-| ocati on enf or cenment enf or cenent drop 1
45.58.115.22  |Lhited Sates |147.237.72.167|ishwrimakaicf.il  [Header Rejection ?ﬁit'e‘ ection pattern found inf oo g
185.3.147.204 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 24 |Wited Sates [147.237.76.201 | atal .idf. il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
108.61.226.23 |wited Sates [147.237.77. 227 |e. hanaz. i df . Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
123. 206. 85. 139 |oni na 147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
79.178.180. 131 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
218. 156. 17. 203 Okfrea' RepUDI i€ 11 47 237, 77. 216 |dover i of . i SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |1
46. 19. 85. 79 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |1
188. 120. 154. 169|l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122.28 |Uhited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
123. 206. 85. 139 |Chi na 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
69. 157.2. 173 Canada 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
218.22.211.69 |China 147.237.77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
168.1.128.36  |lited Sates |147.237.0.17 ;"I”Iy kosher-kravi. 1d oy at t ack SYN -> SYN-ACK -> RST monitor |1
2.53.9.12 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139.162. 37. 147 |Wited Sates [147.237.8.24 |elifestyle.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
79.178.180. 131 |Israel 147.237. 72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 1
222.254.34.165 |V et nam 147.237.0.35 |akaws.idf.il drop drop 1
46. 19. 85. 139 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
195.62.53. 168  |SSian 147.237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Feder at i on enf or cenent
141.212.122.29 |Uhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
123. 206. 85. 139 |thi na 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

Devi ce

Action ‘Count

‘Attacker Qountry|Target Address |Site Sgnature

Lhaut hori zed URL Access to

46.19.86. 162 I'srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 3
64.74.215.134 [lnited Sates 147.237.77. 170 [maar achot . i df . i [[Mil ti pl e Uhaut hori zed URL Access from 64. 74, 215. 134 Bl ock
46.19.86.162 |Israel 147.237.77.243|nobi l e.i df . il Ml tipl e Unauthorized URL Access from 46. 19. 86. 162 Bl ock
66.248. 220. 184 |Lnited Sates  |147.237.76. 200 |ei t an. aka. i df . i || 2Uthori zed URL Access to Bl ock 1

wan el tan. aka. i df . i | /wor dpress/ wp- | ogi n. php
Uhaut hori zed URL Access to

68. 180.230. 234 [Uhited Sates 147.237.77.233|atal . i df . il vy at al . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

163. 172.52. 197 |Uni ted Ki ngdom [147.237. 77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ adm n/i 18n/ r eadne. t xt Bl ock 1

66. 249. 64. 137 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy asset!inks.json Bl ock 1

77.138.11.23  |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock 1

178. 63. 101. 134 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i1/ mai n/ hone/ def aul t. aspx |B ock 1
. - Unhaut hori zed URL Access to

66.249.76.61 |Israel 147.237.72. 166 |aka. i df . i | aka. i o i1/ vel | -knowy appl e-app- i t e- associ at i on B ock 1
. . Unaut hori zed Met hod HEAD f or

148. 251. 13. 51  |Ger nany 147.237.72. 166 [aka. i df . i | vw aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1

64.74.215.134 |lhited Sates 147.237.77. 170 |maar achot . i df . i l|Unaut hori zed URL Access to maarachot. i df . il /72349- he/ B ock 1

204.79.180.72 |wited Sates  |147.237.72. 166 |aka. i df . i Wnaut hori zed Method POST for Bl ock 1

wwv aka. i df . i1/ ml ui ndtenpl at es/i nner. asp

66.249.76.63 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-association B ock 1

37.26.148.236 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

157.55. 39. 157 |Whited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1

66. 248. 220. 184 [Lhited Sates 147.237.76.200|ei tan. aka. i df . i [|PHP Attenpt B ock 1

217.69. 133. 224 IF-'EZ:::IT on 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/giyus/ general /defaul t.a Bl ock 1
. . Unhaut hori zed URL Access to

66.249.76.79 |lIsrael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p. st or agel {1 es/ 5/ 69845 pf B ock 1

157.55.39. 181 |lhited Sates 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwww i df . il/navy/ Bl ock 1
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