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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
130. 194. 252. 8 Australia 147.237.72. 14 dover.idf.il (old) [network flood | Pv4 | QWP drop 3
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
192. 33. 90. 68 Sntzerl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
192. 33. 90. 67 Swi t zer|l and 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 2
192. 33. 90. 68 Sii t zerl and 147.237.72. 14 dover.idf.il (ol d) [network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72.217 e.idf.il network flood | Pv4 | QWP dr op 1
78.46.223. 24 Ger many 147.237.8.50 e. tikshuv.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 12 Irel and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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218. 87.109. 253 |147. 237. 77. 212 |(hi na e. dover.idf.il ET SCAN Potential SSH Scan 1
116.71.128.85 |[147.237.0.15 |Pakistan kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 |147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147. 237. 76. 201 |krai ne e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218. 87. 109. 253 [147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91.193.74.175 [147.237.77.235|Gbraltar svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
218.87.109. 253 |147. 237. 76. 86 |Chi na navy. i df.il ET SCAN Potential SSH Scan 1
61.185.0.148 |147.237.77. 216 |hi na dover.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147.237.8.28 [China e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
31.24.228.20 [147.237.77.227 ?i;gegom e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
200. 58. 214. 138 [147. 237. 76. 200 |Col onbi a eitan aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
221.7.36.78 147.237.0.16 |[China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
139. 162. 13. 205 [147. 237. 76. 38 |S ngapore eeneitav.idf.il SER.\/ER_ APAO_E. ApaChe m)d_ssl non-SS. connection to SS. port 1
deni al of service attenpt
218. 87. 109. 253 [147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
117.21.248. 87 |147.237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 |147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.19 |[China madi matal .idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 |147. 237. 77. 170 |hi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
111.23.12.94 [147.237.0.15 |China kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147. 237. 76. 201 |Wkr ai ne e.aal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
218. 87. 109. 253 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
80. 246. 136. 12 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
218.87.109. 253 |147. 237. 76. 44 |hina e.refuah.idf.il ET SCAN Potential SSH Scan 1
61.185.0.148 [147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
31.24.228.20 [147.237.72.167 ?i;gegom i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
200. 58. 214. 138 [147. 237. 76. 200 |Col onbi a eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 [147. 237. 77. 235 [Chi na svivaidf.il ET SCAN Potential SSH Scan 1
117. 21. 248.87 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 77. 227 [Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
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197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 108
Pal esti ni an R -
176. 67. 101. 99 Territory, Cecupied 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
46. 19. 85. 35 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 85. 35 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 11
S reanming Engi ne: TCP i i sSi
207.46.13.117 |lited Sates 147.237.77. 243 |nobil e.i of . mng Engine: 7 Invalid segnent retransmssion. 9
Inval i d Retransm ssion Packet dr opped.
reamn ine: T i i ssi
46.19.86.83  |Israel 147.237.77. 243 |nobi l e. i f . i Streamng Engi ne: TCP Inval id segnent retransmssion. . 6
Inval i d Retransnission Packet dr opped.
St reaning Engi ne: TCP i i sSi
176.13.6.156  |Israel 147.237.77. 243 |nobil e.i of . mng Engine: 7 Invalid segnent retransmssion. 6
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
46.19.86.70  |israel 147, 237.76. 200 |ei tan. aka. i df . mng Enhgine: 7 Inval id segnent retransmssion. o 6
Inval i d Retransnission Packet dr opped.
212.34.20.32  |Jordan 147.237.77. 216 |dover. i df . B ock HTTP Non Conpliant [\/1698 header format detected: |00 g
T ) o o np Illegal start line in request
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 50 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop
77.20.249.53  |Ger many 147. 237. 77. 216 |dover . i df . | Bad TCP sequence SiNretransmt with different moni tor |2
W ndow scal e
S reamng Engi ne: TCP i i ssi
37.142.6.103 |isradl 147. 237.77. 243 |mobi l e. i . i mng tngine- 1 Inval id segnent retransmssion. | 2
Inval id Retransm ssion Packet dr opped.
Pal esti ni an s -
176. 67. 101. 99 Territory, Geeupi ed 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SN drop 2
41.33.231.86 |Egypt 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
o SYNtACK retransmt wth .
41.33.231.86 |Egypt 147. 237.77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal e monitor |1
2.53.176.31 | srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST mnitor |1
46.19.85.171 |[Israel 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
139. 162. 37. 147 |Uhi ted Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enforcement | 0! ocation inbound drop 1
enf or cenent
46. 117. 156. 132 |1 sr ael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
46.19. 85. 11 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.102.254.81 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
85. 130. 216. 204 || st ael 147.237.77. 226 "} chamatz.aka.1df 1ga9 TOP sequence Inval i d ACGK nurber moni tor |1
46.19.85.231 |[Israel 147.237.77. 216 |dover. i df . il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
41.33.231.86 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 1
139. 162. 37. 147 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
46. 117. 156. 132 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
31.14.136. 148 |Romani a 147.237.77. 234 |hal ag.i df .i | drop First packet isn't SN drop 1
120. 132. 68. 33 |cnina 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enforcenent |0 ! ocation inbound drop 1
enf or cenent
176.13.3.0 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop
66. 249. 76. 80 | srael 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
37.26.148.213 |lsrael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
195.62.53. 168 |Russian Federation |147.237.8.50 |e.tikshuv.idf.il Geo-1 ocation enf or cenent i? Olr ggi'nfn | nbound drop 1
123. 59. 54. 147 |Chi na 147.237.0.35 |akavs.idf.il drop drop 1
41.33.231.86 |Egypt 147.237.77. 216 |dover. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
176.13.6.156  |Israel 147.237.77. 243 |nobi l e.i df . il drop First packet isn't SN drop 1
77.20.249.53  |Ger many 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |1
46.19.85.140 |[Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
37.46.38.185 |[lIsrael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni tor |1
123. 206. 85. 139 |Chi na 147.237.76.39 |nobile.neitav.idf.il |SYN At tack SYN -> SYN-ACK -> RST nonitor |1
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212.34.20.32 |Jordan 147.237.77.216|dover. i df . i ||Mil ti pl e Unknown HTTP Request Method from 212. 34. 20. 32 Bl ock 4
212.34.20.32 |Jordan 147.237.77.216|dover . i df . i ||Mitiple Ml formed URL from 212. 34. 20. 32 Bl ock 4
. . .|Uhaut hori zed URL Access to
176.13.6.156 I st ael 147.237.77. 243 nobi | €. 1 df . | nobi | e.i df.il/categorytenpl ates/|i stchil ddocunent s/ 1071 Bl ock 2
66.249.64.41 |lsrael 147.237.72.166|aka. i df .i| |Wauthorized LR. Access to 147.237.72. 166/ si p_storage/ fil es/ 3/ 61353. ] pg Bl ock 1
212.34.20.32 |Jordan 147.237.77.216|dover. i df . i [|Abnormal | y Long Request net hod Bl ock 1
Unknown HTTP Request Met hod
. . 1 |=R3YOHNI YWGVHI J YK5 ACCIK2 EQR2FJ TMAX5BSNHRI MJ AOL YKO3KAFYXC70J YFL4F2
212.34.20.32 |[Jordan 147.237.77.216|dover. i df . il UBKC7 SVINI 5QPAETRHIBZ7CZT454) ON 47U98Sessi onCode=UP i n URL B ock 1
wwwv i df il http/1.1
66. 249. 64. 183 [l srael 147.237.77. 216 |dover . i df . i [{Uhaut hori zed URL Access to waw i df.il|/1283-19142-en/ dover Bl ock 1
212.34.20.32 |Jordan 147.237.77.216|dover. i df . il|lllegal HITP \ersion Bl ock 1
88. 102. 37. 253 g&%ﬂc 147.237.77. 216 |dover . i df . i ||tnaut hori zed URL Access to ww i df . i/ 894-en/i df gdover . aspx B ock 1
212.34.20.32 |Jordan 147.237.77.216|dover . i df . i [[Mal fornmed URL http/1.1 Bl ock 1
109. 253. 208. 25 || srael 147.237.77. 234 |hal ag. i df . i ||haut hori zed URL Access to 147.237.77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46.19. 86. 83 I srael 147.237.77.243|nobi | e. i df . i|D stributed Suspi ci ous Response Code Bl ock 1
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