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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
197.7.221. 178 Tuni si a 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 522
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 15
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 10
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
109. 67. 136. 175 | srael 147.237.77. 216 dover.idf.il B ack List drop 6
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
160. 80. 221. 37 Italy 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 2
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
60. 169. 75. 94 Chi na 147.237.76. 34 yohal an.idf.il JLM Purpl e Gon Limt_Tcp drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
60. 169. 75. 94 Chi na 147.237.76. 34 yohal an.i df.il JLMPurple Con Linmit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action ‘Count

71. 6. 165. 200 Lhited Sates 147. 237.72. 167 ishurimaka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Gonnections, Potential Scan or Brute Force

116.71.128.85 |147.237.0.17 |Pakistan mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
112.53. 68. 214 147.237.77. 226 |Chi na v chanat z. aka. i df . i | ET Behavi oral Lhusual | y fast inbound Tel net 1
T T T Gonnections, Potential Scan or Brute Force
91.197.232.15 |147. 237. 77. 233 | an atal .idf.il ET SCAN Potential SSH Scan 1
Feder at i on
91.107.232.15 |147. 237. 76, 197 |XSSI " e hinush.idf. il ET SCAN Potential SSH Scan 1
Federati on
91.197.232.15 |147.237.76.34 gj;:lnim yohal an. i df .i ET SCAN Potential SSH Scan 1
171. 250. 48. 230 |147.237.76. 199 |M et nam e.nakchal .idf.il ET Behavi oral Lhusual | y fast inbound Tel net 1
T T ' S Gonnections, Potential Scan or Brute Force
91.107.232.15 |147.237.8.46 XSS e. chi nuch.i df i ET SCAN Potential SSH Scan 1
Feder at i on
128.127. 0. 45 147.237.76. 197 |Itay e. hinush. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
91.197.232.15 |147.237.8.14 |SS@n e orchot.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
125.94.166. 74  |147.237. 77. 205 |Chi na rishaidf.il ET SCAN Behavi oral Uhusual ly fast inbound Tel net 1
I I P ' Gonnections, Potential Scan or Brute Force
41.230.31.128 [147.237.77.74 |Tunisia lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
116.71.128.85 |147.237.0.35 |Pakistan akaws. i df . il ET SCAN NVAP -sS wi ndow 1024 1
113. 229. 106. 33 |147.237.77. 235|Chi na sviva idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
T B ' Gonnections, Potential Scan or Brute Force
103. 250. 226. 246|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
91.197.232.15  |147. 237. 77. 205 |SS prisha.idf.il ET SCAN Potential SSH Scan 1
Federati on
91.197.232.15 |147.237.76. 44 |SSI@N erefuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
202.155.58.28 [147.237.0.200 |Indonesia ndu. i df il ET SCAN NVAP -sS w ndow 1024 1
91.197.232.15 |147.237.76.30 |RSSian hi mush. i df . i | ET SCAN Potential SSH Scan 1
Feder at i on
157.122.97.182 |147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
91.197.232.15 |[147.237.8.27 ?ég;;m e nadimatal .idf.il ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.76. 197 [Italy e. himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.197.232.15 |147.237.0. 16 ?;Z:;:I”ion ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
o ET SCAN Behavi oral Lhusual |y fast inbound Tel net
116. 100. 67. 131 |147. 237. 76. 198 |M et nam e.yohal an.idf.il 1




09-18-2016-01:06:12 to 09-18-2016-02:06:12

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
Pal estini an . . -
37.76.221. 244 Territory, Creupied 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 89
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
S reamng Engi ne: TCP i i ssi
82. 81. 98. 36 I'srael 147.237.0.19  |nadimatal .idf.il mng tngine- 1 Invalid segnent retransmssion. | . 15
Inval i d Retransnission Packet dropped.
82. 81. 48. 128 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
2.53.189.8 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
95. 141. 29. 37 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
176. 13. 237. 238 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
197.7.221.178 Tuni si a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 5
109. 253.212. 42 |Israel 147.237.77. 176 |matpash. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
37.46.39. 20 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
Streaning Engi ne: TCP Invali d segnent retransnhission
141.0.12. 250 Nor way 147. 237. 76. 200 [ei tan. aka.i df . i | . L. " |drop 4
Inval i d Retransmssion Packet dropped.
37. 46.38.75 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
46.19.86.100  |[israel 147.237.77. 226 [ chamatz. aka.idf- |pa4 TOP sequence Inval i d ACK nunber monitor |3
Pal esti ni an s -
37.76.221. 244 Territory, CGeeup ed 147.237.77. 176 [nat pash. i df . il dr op First packet isn't SWN drop 3
46.19. 86. 199 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
185.32.179.51 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
2.53.138. 50 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine- 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
46. 19. 86. 199 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
. . SYNtAXK retransnmit with .
185.32.179.51 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence different vindow scal e mnitor |2
185. 32.179. 51 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
109. 253. 146. 147|I srael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SWN drop 2
141. 226. 161. 184 |l srael 147.237.72. 167 |i shurimaka.i df . il drop First packet isn't SYN drop 2
46. 19. 85. 156 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 2
87.68. 245. 12 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST mnitor |2
147.235. 8. 86 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 2
46. 19. 86. 50 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 2
185.32.179.51 |Israel 147.237.77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor |2
s SYNWAXK retransnmit with .
147.235. 8. 86 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence g fferent vi ndow scal e mnitor |2
2.53.189. 8 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |2
141.212.122.26 |Wited Sates 147.237.8.28 |e.nobil e-ks.idf.il Geo- | ocati on enf or cenent i?;):‘ggﬁzé:ﬁton I nbound drop 1
109. 67. 30. 30 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
71. 6. 165. 200 Lited Sates 147.237.72. 167 |i shurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> RST mnitor |1
46.19. 85.5 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
130. 75. 152. 106 |Ger many 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |1
218.156. 17. 203 |Korea, Republic of |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 1
s SYNWAXK retransnmit with .
84.108. 192. 255 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence g fferent vi ndow scal e mnitor |1
46. 19. 86. 100 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.27 |wited Sates 147.237.8.28 |e.nobil e-ks.idf.il Geo- | ocati on enf or cenent i?;):‘ggﬁzé:ﬁton I nbound drop 1
213.57.169. 246 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |1
80. 179. 143. 212 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber mnitor |1
193. 188. 136. 20 |Lebanon 147. 237. 77. 170 |maar achot . i df . i | Bad TCP sequence Invalid sequence nunber alert 1
46. 19. 85. 73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 20. 5. 157 United Ki ngdom 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 1
5.102. 242. 53 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
218. 156. 17. 203 |Korea, Republic of |[147.237.0.17 P”inly'k“her'kra""'d SYN At t ack SYN -> SYN-ACK -> RST monitor |1
84.109. 108. 130 |l srael 147. 237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
197.7.221.178 |Tunisia 147.237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
185.32.179.51 |Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 1
109. 253. 157. 214|I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
82.81.98. 36 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
93.172.221.96 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
176.13.6.156 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
77.138. 216. 183 |France 147.237.72. 166 |aka. i df . i | thauthori zed Method POST for B ock 2
w aka. i df . i1/ mai n/ snal i ndsnal i m aspx
) . . Unaut hori zed Met hod HEAD for
45.79.142.205 |lhited Sates [147.237.72.166|aka.idf.il ww aka. i of .11/ el tanv prat i i pi rt eyer ual Bl ock 1
157.55.39. 7 Lhited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
. . D stributed Whaut hori zed Method for Known URL on
77.138.6.197 |France 147.237.72. 166 [aka. i df . i | v aka i i 1/ mai v smal i m snal i m asp B ock 1
87.69.103.30 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 86. 50 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 123 |[thited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  [Bl ock 1
. . Uhaut hori zed Met hod PCST for
77.138.6.197 |France 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ mai n/ sl i nd £ ag, aspx B ock 1
. . Unaut hori zed URL Access to
66.249.64.41 |lsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp B ock 1
77.138. 118. 217 |France 147.237.72. 166 |aka. i df . i | Wnaut horj zed Method PCBT for o B ock 1
wwv aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunder ugt af ki di m aspx
wwwv. chamat z. aka. i df i
5. 29. 20. 50 I'srael 147.237.77. 226" Wnaut hori zed LRL Access to B ock 1
il v chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
94.199. 151. 22 k?'rfgegom 147.237.77.74 |lawidf.i| Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
66.249.93.211 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to 147.237.77. 216/ f avi con. i co B ock 1
) . . Unaut hori zed Met hod HEAD for
40.84.224.137 |Uhited Sates |147.237.72.166(aka.idf.il vawn aka. i o i |/ nai 1V gi yus/ gener al . aspx Bl ock 1
132. 69. 245. 66 |l srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/wwtikshuv.idf.il Bl ock 1
66.249. 93. 213 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover. aspx [Bl ock 1
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