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|Top Attackers | n DDoS- Def ence |

09-18-2016-00:04:05 to 09-18-2016-01:04:05

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2556
143. 225. 229. 236 Italy 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 10
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 7
141. 22. 213. 34 Ger nany 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 5
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
200. 19. 159. 35 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 113 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1




09-18-2016-00:04:05 to 09-18-2016-01:04:05

|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry arget Address |Site |S gnat ure Devi ce Action |Oount
138. 201. 127. 112 Ger many 147. 237. 76. 200 eitan. aka.idf.il C1000074: HTTP. naj estic bot Per nit 43
91. 200. 12. 47 Wkrai ne 147.237.77. 233 atal .idf.il C1000016: HTTP. adnministrator in LR Per nit 8
138.201. 127. 112 Ger many 147. 237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Permit 5
138. 201. 127. 112 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
46.118.112. 191 Lkr ai ne 147.237.77. 216 dover.idf.il 15323: HTTP: User-Agent ( MRSPUTN K) B ock 3
138.201. 127. 112 Ger many 147.237.77.176 nat pash. i df . il C1000074: HTTP. maj estic bot Permit 2
89.248.172. 16 Net her | ands 147.237.76. 38 e.e.neitav.idf.il |[13840: TLS enSSL Heartbeat Packet B ock 1
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91. 224. 160. 106 |147.237.77.74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 3
91.224.160. 106 |147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 2
91.197.232.15 |147.237.77.216 23:::;'}0” dover.idf il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76. 148 [Net her | ands gqcenter. aka. i df il ET SCAN Potential SSH Scan 2
91.197.232.15 |147. 237. 77. 179 |¥SSI an e nazi.idf.il ET SCAN Potential SSH Scan 2
Feder at i on
91. 224. 160. 106 |147. 237. 77. 243 |Net her | ands nobi | e. i df.i ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.8.27 |Netherlands e madimatal .idf.il ET SCAN Potential SSH Scan 2
91.197.232.15 |147.237.72. 14 23:::;'}0” dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential SSH Scan 2
91.197.232.15 |147.237.77. 170 ?éj:::ﬂm naar achot . i df . i | ET SCAN Potential SSH Scan 2
79.179.195. 216 |147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 2
91.107.232.15 |147.237. 76, 177|XSS " ncore. i df il ET SCAN Potential SSH Scan 2
Federati on
91. 224. 160. 106 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 2
91.197.232.15 |147.237.8.27 ?;Z:;:I”ion e nadimatal .idf.il ET SCAN Potential SSH Scan 1
31.168.172. 136 |147.237.72.14 |Israel dover.idf.il(old) ET SCAN Potential SSH Scan 1
91.107.232.15 |147.237.0.35 [|sSian akavs. i df il ET SCAN Potential SSH Scan 1
Feder at i on
175 1 67, 133 147 237.76. 34 |oni ohal an.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
1 . . . . 1 ha N . . .
y onnections, Potential Scan or Brute Force
31.168.172. 136 |147.237.8.46 |lIsrael e.chinuch.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.44 [Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
84. 109. 86. 19 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168.172. 136 |147.237.0.34 |lsrael tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147. 237.76. 202 ?ég:;;m e halag.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237.76.34 |Net her|l ands yohal an.idf.il ET SCAN Potential SSH Scan 1
28, 189. 86. 15 147 237 828 |Turk o robi | e ks i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . O. ur Ke' 3 . . . .
Y Gonnections, Potential Scan or Brute Force
91. 224. 160. 106 |147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147. 237.76. 198 gg::;”ion e.yohal an. i df . ET SCAN Potential SSH Scan 1
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL
66.249. 64. 113  [147.237.72. 166 |thited Sates |akaidf.il ) . — 1
port denial of service attenpt
91.224.160. 106 |147.237. 72. 156 |Net her| ands aman. i df .l ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.76.196 23:::;'}0” esvivaid.il ET SCAN Potential SSH Scan 1
45.32.177. 49 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91.197.232.15 [147.237.76.34 ?éj:::ﬂm yohal an. i df .| ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
31.168.172.136 [147.237.76. 197 |Israel e hinush.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 201 |Net her | ands e atal.idf.il ET SCAN Potential SSH Scan 1
31.168.172. 136 [147.237.76. 147 |I srael chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
91.197.232.15 |147. 237. 77, 235 | &N svivaidf.il ET SCAN Potential SSH Scan 1
Feder at i on
91.197.232.15 |147.237.8.28 ?;Z:;:I”ion e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 196 |Net her | ands e.svivaidf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147. 237.77. 227 gg::;”ion e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
31.168.172. 136 |147.237.72.166 |l srael aka.idf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.0.200 |RSSI@n L i df i | ET SCAN Potential SSH Scan 1
Feder at i on
91.224.160. 106 |147.237.76. 176 |Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.77. 205 23:::;'}0” prisha.idf.il ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uwsual |y fast Terminal Server Traffic,
185. 129. 148. 230(147. 237. 77. 205 |Latvi a prishaidf.il . .
Potential Scan or Infection
31.168.172. 136 |147.237.8.50 |[lIsrael e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.193.74.175 |147.237.0.17 |Gbraltar mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
139. 162. 13. 205 |147.237. 77. 216 |S ngapor e dover.idf.il . . - 1
port denial of service attenpt
31.168.172.136 |147.237.8.24 |lIsrael elifestyleidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 198
5.28.181.112  |Israel 147. 237, 76. 200 |ei tan aka i o i1 | | €2 NG Engine: TGP Invalid Jinvalid segnent retransmission. | o 36
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 54 I sr ael 147.237.77. 243 |rvi e i1 | S2M NG Engine: TCP Invalid Jinvalid segnent retransnission drop 21
Ret ransni ssi on Packet dr opped.
176. 13. 237. 238 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
5.29. 246. 68 I srael 147.237.77. 216 |dover.idf il |Bad TCP sequence ﬂﬁtrfggé";ﬁfc;gth moni tor (8
5.29. 246. 68 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
176.13. 237. 238 |Israel 147.237.77.216 |dover.idf.il  |Bad TOP sequence ;wﬁnrswt;g;;r;;gth moni tor (6
46. 19. 85. 244 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
2.53.55. 168 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
157.55.39.98  |Wited Sates 147.237.77. 243 |nvi e i1 | S2M NG Engine: TQP Invalid Jinvalid segrent retransnission drop 6
Ret ransni ssi on Packet dropped.
66.249.76.67 |ited Sates 147.237.0.19  |raci matal.ior. {2 SN NG Engi ne: TGP tnval id finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
85. 130. 252. 209 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
176. 13. 237. 238 |l srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46.19. 85. 244 I srael 147.237.76.42 |refuah.idf.il  [Bad TCP sequence Invalid ACK nunber alert
85.130. 252. 209 |I srael 147.237.77. 216 |dover.idf il |Bad TCP sequence ﬂﬁtrfggé";ﬁfc;gth moni tor |6
79.181. 195. 186 |I srael 147.237.77. 243 |rvit e i i1 | S2M NG Engine: TGP Invalid Jinvalid segnent retransmission. | o 6
Ret r ansni ssi on Packet dr opped.
176. 13. 237. 238 |l srael 147.237.76.42 |refuah.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
79. 176. 38. 77 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber monitor |5
176. 13. 237. 238 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN - > SYN ACK -> Ti nmeout noni t or 5
176. 13. 237. 238 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
176.13. 237. 238 |Israel 147.237.76.42 |refuahidf.il  |Bad TOP sequence ﬂeﬁﬁ;ﬁ%fm moni tor ~ [5
176. 13. 237. 238 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
176. 13. 237. 238 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
176.13. 237. 238 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
77.127.36.55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.116.207. 211 |Israel 147.237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 4
176.13.225.79 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |3
109. 253. 192. 210! srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
83. 130. 69. 188 | srael 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 3
84.229.58.170 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
87.70.4.8 I srael 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dr opped.
5.22.134. 204 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
2.53.47.2 | srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
176.13.225.79 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 3
197.7.221.178 [Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5. 22. 134. 204 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 2
46. 43. 105. 23 gjcis;ii:(ijm Territory.y 47, 237.77. 176 |natpash. icf. il |drop First packet isn't SWN drop 2
91.251. 71. 96 ;a”' Islanic Republ 14,47 237, 77. 176 |matpash.icf.il  |Bad TCP sequence Invalid ACK nunber monitor |2
46. 19. 85. 82 I srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert 2
185. 3. 147. 66 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
189.221. 129. 52 |Mexi co 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 85. 82 | srael 147.237.0.34 |tikshuv.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
185. 3. 147. 81 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 2
83.130. 69. 188 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
176.13.8.0 | srael 147.237.72.166 |aka.idf . il dr op First packet isn't SN drop 2
109. 253.134.8 |Israel 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 2
212.150.214.90 |[lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
84.108. 16. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
77.125.79.198 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry [Target Address |Site S gnature Action ‘Count
79.178.219. 48 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 205
95. 86. 85. 15 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 95. 86. 85. 15 B ock 13
188. 120. 148. 39 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to www i df.il/894-ar B ock 2
79. 179. 195. 216 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. idf.il/eitan/ nain/ Bl ock 1
37.26.147.170 [Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwy i df. il /bamahane B ock 1
91.200.12. 47 |kraine 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
. . S Whtraceabl e Gonnection - Protocol violation
66. 249. 64. 113 [l srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
. . S Uhtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapor e 147.237.77.216|dover. i df . i | (SSL CONN LI ENT FELLO) None 1
81.17.28.231 |Snitzerland 147.237.72. 166 |aka. i df . i | Miltipl e thauthorized Method for Known LRL from B ock 1
81.17.28. 231
46.120.7.55 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
91.200.12. 47 |kraine 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock
. . Unaut hori zed URL Access to
66.249.76.79 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
157.55.39. 122 |lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/wantikshuv.idf.il |B ock 1
81.218.126.60 |lsrael 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to wawidf.il/mvtza Bl ock 1
46.120. 84. 133 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to wawn chi nuch. aka.idf.il/404. htm |B ock 1
66.249.76.83 |[Israel 147.237.77. 216 |dover.i df .i | Paraneter Type M ol ation aspxerrorpath in wawidf.il/error.htm [B ock 1
82.80.63.189 |lsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
. . . Unaut hori zed Met hod PCST for
66.102.9. 8 Lhited Sates 147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ mai n/ hore/ def aul t . aspx Bl ock 1
. . Unaut hori zed URL Access to
95. 86. 85. 15 I srael 147.237.72. 166 |aka. i df . i | vow aka i df i 1/si p storagelfil es/ 3/ 69693, pg B ock 1
5.155.229. 114 z;)'ugrifab 147.237.77.216|dover. i df .i | Unaut hori zed Met hod POST for 147.237.77.216/ Bl ock 1
. . Unaut hori zed URL Access to
84.109. 225. 213 |I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.43 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp Bl ock 1
www, chamat z. aka. i df ) o
109. 253. 219. 8 |l srael 147.237.77. 226 i Uhaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx |B ock 1
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