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|Top Attackers | n DDoS- Def ence |

Attacker

Address

Address

Signature

Attacker ‘Target

Country

197.7.221.178 Tuni si a 147.237.77.216 dover.idf.il DCS- HTTP- t or shanmer forward 7439
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2810
197.7.221. 178 Tunisia 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, 174
197. 25. 74. 246 Tuni si a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 9
159. 203. 4. 30 Canada 147.237.77.216 dover.idf.il JLM Under _Attack Con Htp drop 6
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4
178. 62. 54. 14 Uni ted Ki ngdom 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 3
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
51. 255. 218. 57 France 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Foai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Sai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 H nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
42.112.10. 73 Vi et nam 147.237.0.17 Im”y' kosher-kravi. df.i 1, o1 g TP A ags drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
42.112. 10. 66 i et nam 147.237.0.17 Imny' kosher-kravi. Tdf.i i g TP A ags drop 1
m ny- kosher - kravi . i df . i .

42.112.10. 74 \i et nam 147.237.0. 17 | Invalid TGP H ags drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
42.112. 10. 69 Vi et nam 147.237.0.17 Im”y' kosher-kravi. Tdf.i ooy g TP A ags drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
42.112. 10. 70 Vi et nam 147.237.0. 17 Im”’" kosher-kravi. idf.i 1, i g TP A ags drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Device Action |Count
46.119. 115. 28 krai ne 147.237.77. 216 dover.idf.il |15323: HITP. User-Agent (MRSPUTN K) B ock 5
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per it 3
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Per nirt 2
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Gount ry
192. 81. 133. 226 [147. 237. 76. 148 |Lhited Sates gocenter. aka.iof .il |GPL SCAN super scan echo 1
91.197.232.15 |147.237.8.28 gz::;”ion e.nobi | e-ks.idf.il |ET SCAN Potential SSH Scan 1
183, 25, 24890 |147. 237 76. 197 |ohi na o himshidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T ' o Potential Scan or Brute Force
Russi an . . .
91.197.232.15 |147.237.0.83 | -~ idf.il ET SCAN Potential SSH Scan 1
. o SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
139. 162. 13. 205 [147. 237. 76. 200 |S ngapor e eitan. aka.idf.il . . - 1
deni al of service attenpt
88.249.106. 23 [147.237.8.45 [Turkey e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.197.232.15 |147.237.77. 179 |SS' & e nazi.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
91.197.232.15 |147.237.77.19 |RSSIan lawforumidf.il |ET SCAN Potential SSH Scan 1
Federati on
91.197.232. 15 |147.237.76. 44 :Z:;:I”ion erefush.idf.il  |ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.76.30 |SSIan hi nush. i df . | ET SCAN Potential SSH Scan 1
Federati on
91.197.232. 15 |147.237.72. 14 :Z:;:I”ion dover.idf.il(old) |ET SCAN Potentia SSH Scan 1
91.197.232.15 |147.237.8.45 |RSSI@N eeitanidf.il ET SCAN Potential SSH Scan 1
) ) ) ) T Feder at i on ' ) )
192. 81. 133. 226 [147. 237. 76. 147 |Lhited Sates chinuch.aka.idf.il |GPL SCAN super scan echo 1
91.197.232.15 |147.237.8.27 :Z:::I”ion e.nadimatal .idf.il |ET SCAN Potential SSH Scan 1
179. 43. 141. 228 |147.237.8.28 |Sntzerl and e.mobi le-ks.idf.il |ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.0.15 ?éj::t”ion kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
109. 236. 80. 12 |147. 237. 72. 167 |Net her | ands ishurimaka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
62. 210. 189. 248 |147. 237. 77. 243 |France nobi | e. i df il ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.77.178 :Z:::I”ion enatpash.idf.il |ET SCAN Potential SSH Scan 1
91.197.232.15 |147. 237.76. 199 gz::;”im e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.76.39 :Z:::I”ion nobi | e. mei tav.idf.i [ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237. 72, 217 |RUSSian eidf.il ET SCAN Potential SSH Scan 1
) ) ) ) ) Feder at i on
91.197.232.15 |147.237.8. 46 :Z:::I”ion e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Signature Action ‘Oount
197.25.74.246 |Tunisia 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 12469
196. 225. 110. 72 [Tunisia 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 9207
31. 9. 86. 210 z:)h‘;‘rl ﬁ‘ b 147. 237.77. 216 |dover. i of .| |dr op Frst packet isn't SIN drop 6997
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4795
197.25.74.246 |Tunisia 147.237.77. 216 |dover.idf.il |dr op drop 1375
196. 225. 110. 72 |Tunisia 147.237.77. 216 |dover. i df .il |dr op SAMrul e drop 1301
159. 203. 4. 30 Canada 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 1174
91.109. 244.66 |United Kingdom|147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 766
196. 225. 110. 72 |Tunisia 147.237.77. 216 |dover.idf.il|dr op drop 540
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 357
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout monitor  |288
178.62.54. 14 Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 257
197. 25. 74. 246 Tuni si a 147.237.77. 216 |dover.idf.il|dr op SAMrul e drop 156
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber monitor |92
197.7.221.178 Tuni si a 147.237.77. 216 |dover.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout alert 80
62. 16. 72. 250 :Z:::Inl on 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 69
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber alert 66
159. 203. 4. 30 Canada 147.237.77. 216 |dover.idf.i1|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 64
37.26.147.207 |lsrael 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 44
109. 226. 40. 40 |l srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 42
77.138.52.97 France 147.237.77. 216 |dover. i df il |dr op Frst packet isn't SN drop 42
Streamng Engi ne: TGP SYN '
159.203.4.30  |Canada 147.237.77. 216 [dover. i i1 5 S nget ?ansnri o z&s@;eezze‘fdsbﬁf;’giigs‘a{:\r Aﬁ:d‘(";s ra OO 36
77.138.52.97 France 147.237.77. 216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 35
79.178. 240. 247 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 35
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il Veb Sgr ver Enf or cerent Véb Servers S ow HITP Denial of Service rej ect 34
Violation
68. 180. 229. 223 |lWhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 28
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 28
197.7.221.178 |Tunisia 147. 237.77. 216 |dover.i of .11 |[Bad TP sequence mﬁﬁsg Lans”“ wth different moni tor |27
185. 110. 108. 52 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 26
128.177. 161. 146|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
46. 120. 222. 245 |l srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SYN drop 24
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il Veb Se.r ver Enf or cerent Tor shanmer Denial of Service Tool rej ect 22
Mol ation
156. 204. 16. 63  |Egypt 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 22
46.19. 85. 41 I sr ael 147, 237.77. 243 |rubi e i o | | €2M NG ENgine: TCP Invalid inval id segnent retransnission. Packet drop 21
Ret r ansni ssi on dr opped.
84.95.133.162 |[lIsrael 147.237.77.216 |dover.idf.il|SYN At ack SYN -> SYN-ACK -> Ti meout monitor |20
85. 250. 214. 228 |l srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 20
80. 226. 24. 12 Ger many 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 18
84.95.133.162 [l srael 147.237.77. 216 |dover.i df i1 [Bad TCP sequence mﬁsg reansm wth different moni tor  [18
109. 253. 147. 14 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 16
109. 253. 215. 11 |(Israel 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 16
197.7.221.178 |Tunisia 147.237.77.216 |dover.idf.i1|SYN At t ack noni t or 16
197. 25. 74. 246 Tuni si a 147.237.77. 216 |dover.idf.il|Bad TCP sequence Inval id ACK nunber alert 16
5. 0. 176. 229 z;iusﬂ ﬁ(ab 147. 237.77. 216 |dover. i f .| |dr op First packet isnt SN drop 16
141. 226. 218.29 |l srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 16
84.95. 133. 162 | srael 147.237.77. 216 |dover.idf.i1|SYN At t ack SYN -> SYN-ACK -> Ti neout alert 15
77.138.124.172 |Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15
157. 55. 39. 20 Lhited Sates 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 15
77.138.52.97 France 147.237.77. 216 |dover.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 15
84. 85.214.91 Net her | ands 147.237.77.216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 15
109. 253. 150. 222|l srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 15
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A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 131. 211 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 288
46. 19. 86. 24 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 35
159. 203. 4. 30 Canada 147.237.77. 216 |dover.idf .i | Ostributed Abnornal |y Long Request B ock 6
159. 203. 4. 30 Canada 147.237.77.216|dover. i df .i | Dstributed Malfornmed LR B ock 6
159. 203. 4. 30 Canada 147.237.77. 216 |dover.i df . i | D stributed Wknown HITP Request Met hod B ock 6
217.132.31.241 [israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
77.124.11.195 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
Unaut hori zed URL Access to
66.249. 64.108 [Israel 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i 1/tenpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun. yosh |Bl ock 1
@mai | . com
. . D stributed Lhaut hori zed URL Access on
37.26.148.222 [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
157.55.39. 123 |Uited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
. . Uhaut hori zed Met hod PCST for
77.138.121. 47 |France 147.237.72. 166 [aka. i df . i | vown aka. | df i |/ kant ar/ hone/ def aul t . asp B ock 1
Unknown HTTP Request Met hod
46. 19. 85. 149 I srael 147.237.76.42 |refuah.idf.il 9258cc8a. 1454353725, 6. 1472983483. 1472983483.; in URL B ock 1
asp. net _sessi oni d=ngl ebp55nmdbaa2551I t Okn#5
Unknown Par anet er
93.172.107.65 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP! acekol der $passwor dUpdat e$t xt Passwor  [None 1
dRepeat in wwy aka.idf.il/nain/giyus/fag. aspx
66.249. 64. 183 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wawidf.il/english/news/ main B ock 1
40.77.167. 62 Uited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
77.139.51.45  |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on B ock 1
wwn aka. i df . i |/ nai n/ har edi nd gener al . aspx
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.19. 85. 149 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
www. ch z. aka. i i
79.179.116.9  |Israel 147. 237, 77. 226 | W ChAMBL Z. AKA. 1 |unaut hori zed LR Access to B ock 1
df il waw chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
46.120.18.206 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapor e 147.237.76.200|ei tan. aka. i df .i | (SSL CONN LI ENT FELLO) None 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/nakha B ock 1
46.19. 85. 149 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion B ock
84.108. 35. 41 | srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None
. . Unaut hori zed URL Access to
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ . vel | - known/ asset | i nks. | son Bl ock 1
. . Unhaut hori zed URL Access to
5.28. 144. 189 I sr ael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . S Untraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.77. 176 |mat pash. i df . i | (SSL OONN LI ENT FELLO) None 1
46.19. 85. 149 I srael 147.237.76.42 |refuah.idf.il Mal f ormed URL asp. net _sessi oni d=ngl ebp55n0baa25511 t Okn#5 B ock 1
Lhi ted ] . Uhaut hori zed Met hod PCST for
213.205.194. 243 ngdom 147.237.72. 166 |aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
85. 64. 16. 218 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
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