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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3540
197.7.221.178 Tuni si a 147.237.77.216 dover.idf.il DOS- HTTP- t or shanmer f orward 940
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 474
197. 25. 74. 246 Tuni si a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 26
197. 25. 74. 246 Tuni si a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 26
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 9
141. 22. 213. 34 Ger many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 9
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 4
84.108. 27. 119 | srael 147.237.76. 42 refuah.idf.il B ack List drop 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 35 Ger many 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
160. 80. 221. 39 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 29. 178. 14 Pol and 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | OWP drop 1
157. 55. 39. 20 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per nit 9
197.7.221.178 Tuni si a 147.237.77. 216 dover.idf.il |CL000064: HTTP. Access to - admi n.asp Pernirt 8
197.7.221. 178 Tuni si a 147.237.77. 216 dover.idf.il [Cl000016: HTTP. admnistrator in UR Per mt 4
144.76.12. 75 Ger many 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per nit 2
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Pernirt 2
162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il |[CL000074: HTTP. najestic bot Per nirt 2
144.76.12. 75 Ger many 147.237.76. 86 navy.idf.il CL000074: HTTP. maj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

197.7.221.178 [147.237.77.216|Tunisia dover.idf.il SERVER- WEBAPP | ogi n. ht m access 3
10.33. 12073 |147. 237 72. 14 |chi na dover i df.i1 (ol ) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 3
Potential Scan or Brute Force
192 2429310 |147. 237 77. 216 |chi na dover i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240.144.65 |[147.237.8.50 [China e.tikshuv.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
115. 293 242, 1701147 237, 0.35 | na akave. i df il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 236. 80. 12 [147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 19 ?éjj;’}m lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 76. 147 gj::;”ion chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
91.193.74.175 |147.237.77.243|Gbral tar nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91.193.74.175 |147.237.76.200|Gbral tar eitan.aka idf.il [ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 64. 99 147.237.77.170|Lhited Sates  |mmarachot.idf.il |ET SCAN NVAP -sA (2) 1
179. 43. 141. 228 |147.237.76. 176 [Sntzerl and test.ncore.idf.il |ET SCAN Potential SSH Scan 1
61.240.144. 65 |[147.237.76.44 |China e.refuah.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
31.24.228. 20 147.237.8.14 |Wnited Ki ngdom |e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 236. 80. 12 |147. 237. 77. 243 |Net her | ands nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236.80. 12  |147. 237. 77. 205 |Net her | ands prishaidf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 76. 148 ?;Z:;:I”ion gacenter. aka. i df.i [ET SCAN Potential VNC Scan 5900- 5920 1
96. 246. 216. 128|147, 237 76. 198 |Uni ted Sates e.yonal an. i df il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.193.74.175 |147.237.77.234|Gbral tar hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.76.112 |147.237.72. 166 |Wited Sates  |aka idf.il ET SCAN NVAP -sA (2) 1
197.7.221.178 |147.237.77. 216 |Tunisi a dover.idf.il SERVER VEBAPP adni nl ogi n access 1
61.240. 144. 65 |147.237. 76. 200 |Chi na eitan.aka.idf.il |[ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

At acker

ount ry Target Address |[Ste Signature
197. 25. 74. 246 |Tunisia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28788
196. 225. 110. 72 |Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9045
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8146
Sreaning Engi ne: TGP SYN i
197.25.74.246 |Tunisia 147.237.77. 216 |dover. idf. i1 |G T nget ?ansm ssi on z&:ﬂ;z%ze‘fdsbﬁf;giigsmﬁcg dera |0rOP 5011
197. 25.74. 246 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3677
197.25. 74. 246 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack noni t or 3645
31.9. 86. 210 z;luzlnl ﬁrab 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3147
154. 110. 236. 89 |Tuni si a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 986
197. 25. 74. 246 |Tunisia 147.237. 77. 216 |dover.idf.il Bad TCP sequence noni t or 807
197.25.74. 246 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 583
197.25.74. 246 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 576
37.142.194. 240 |l srael 147.237.77. 170 [maarachot . i of .i||Bl ock HTTP Non Conpl i ant Response out of state monitor  [508
197.25.74. 246 |[Tunisia 147. 237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 468
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 411
196. 225. 110. 72 |Tuni sia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 367
Streaning Engi ne: TGP SYN i
196. 225. 110. 72 |Tuni sia 147.237.77. 216 fdover. i i1 |° nggt ?ansni i on Q'?iﬁahee%iefdabﬁfﬁ&?ﬁ Ag‘ac S et |orop 306
197.25.74. 246 [Tunisia 147.237.77. 216 |dover.idf.il  [Bad TCP sequence mﬁsg reansn'it W th different moni tor  [145
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 124
197. 25.74. 246 |Tunisia 147, 237. 77 216 |dover. i i1 | ' SAM NG Engi ne: TP TCP segnent out of maximmalloved |, 101
Segrent Limt Enf or cenent sequence. Packet dropped.
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 70
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
197. 25. 74. 246 |Tunisia 147.237. 77. 216 |dover.idf.il S eam ng Engi ne. . TO.D SN drop 50
Modi fi ed Retransm ssi on
196. 225. 110. 72 [Tuni si a 147. 237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |50
41. 253. 191. 103 Sgﬁihalnr iA;;b 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 50
197. 25. 74. 246 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence aert 49
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |48
109. 67. 178. 150 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
197.7.221.178 |Tunisia 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 38
89. 139. 134. 241 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
62.24.252.133 |United Kingdom|147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 35
197. 25. 74.246 |Tunisia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST aert 35
213. 151. 48. 123 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
77.138.52.97 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 34
196. 225. 110. 72 |Tuni si a 147.237.77. 216 |dover.idf .il Bad TCP sequence monitor |33
156. 204. 16. 63 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
79.177. 162. 202 |I srael 147, 237.77. 243 |rabit e i1 | S NG Engine: TP Inval id]invalid segnent retransmission. Packet |y o) 30
Ret r ansn ssi on dr opped.
207. 46. 13. 66 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
192. 249. 66. 247 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
45.35.64.142 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
85. 250. 214. 228 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
196. 225. 110. 72 [Tuni si a 147.237.77. 216 |dover.idf.il  [Bad TCP sequence mﬁsg r:‘nsmt with different moni tor |26
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
196. 225. 110. 72 [Tuni si a 147.237.77. 216 |dover i i1 | €aMNg Engi ne: TGP TCP segment out of naxi mmalloved . 24
Segnent Limt Enforcenent sequence. Packet dropped.
68. 180. 229. 223 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
84.94.160. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
54.72.73.168 |Ireland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
213.151. 39. 193 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
196. 225. 110. 72 |Tuni sia 147.237. 77. 216 |dover.idf.il SYN Attack noni t or 22
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
197.25.74.246 |Tunisia 147.237.77.216|dover. i df . il Distributed Abnornal |y Long Request Bl ock 556
196. 225.110. 72 [Tunisia 147.237.77.216|dover . i df . il Distributed Abnormal |y Long Request B ock 548
196. 225. 110. 72 [Tunisia 147.237.77.216|dover . i df . i Distributed Ml fornmed LR B ock 548
196. 225.110. 72 |Tunisia 147.237.77.216|dover. i df . il Distributed Unknown HTTP Request Met hod Bl ock 548
37.142.194. 240 |Israel 147.237.77. 170 |maar achot . i df . i | Distributed Abnormal |y Long Request B ock 490
197.25.74.246 |Tunisia 147.237.77.216|dover.idf .l Mil tipl e Unknown HTTP Request Method from 197. 25. 74. 246 |B ock 432
197.25.74.246 |Tunisia 147.237.77. 216 |dover.i df . il Mil tiple Malformed URL from 197.25. 74. 246 B ock 432
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 247
197.25.74.246 |Tunisia 147.237.77.216|dover . i df . i Distributed Ml fornmed LR B ock 123
197.25.74.246 |Tunisia 147.237.77.216|dover. i df .il Distributed Unknown HTTP Request Met hod Bl ock 123
46. 19. 86. 202 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 82
109. 253. 131. 211 ]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 64
2.53.140.1 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 57
154, 110. 236. 89 [Tunisia 147.237.77.216|dover . i df . il Distributed Abnormal |y Long Request B ock 55
154. 110. 236. 89 [Tunisia 147.237.77.216|dover . i df . i Distributed Mal fornmed LR B ock 55
154. 110. 236. 89 |Tunisia 147.237.77.216|dover. i df .il Distributed Unknown HTTP Request Met hod Bl ock 55
2.53.52. 111 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 36
46.19. 85. 106 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 29
37.142.194. 240 |lsrael 147.237.77. 170 [naar achot . i df . i | Mil tipl e Abnormal |y Long Request from 37.142.194. 240 B ock 18
197.7.221.178 [Tunisia 147.237.77.216|dover . i df . il Ml tiple Admin Bl ocking from197.7.221. 178 B ock 12
197.7.221.178 |Tunisia 147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from197.7.221. 178 B ock 11
79.178.152. 230 |lsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in WRL Bl ock 9
77.138. 80. 92 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df.il/mai n/ sachar Bl ock 5
165. 225.80. 104 |Uni ted Kingdom  |147.237.72. 166 |aka. i df .i | m;’(:‘f;dlw%t :;’;;ﬁ; Method for Known LRL on Bl ock 4
62.219. 136. 251 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 220. 207 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.53.12.125 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
176.13.19.206 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
Paraneter Type Mol ation
79. 180. 163. 243 |Israel 147.237.76.42 |refuah.idf.il ct| 00$Cont ent Pl acetbl der 1$t xt Content in B ock 2
wan refua. atal . idf.il/1518-he/ ref uah. aspx
157.55.39.210 |Wnited Sates 147. 237. 77. 226 }MA:AI/ chamat z. aka. id mzhgﬁ;ﬁg:gf Z?fii Iz‘fioﬁsf;cess on B ock 2
2.53.20.216 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.28.137.123  [Israel 147.237.76.86 |navy.idf.il m”;;?;' izgfd_ iLﬁ‘t ::';?tsestliompage/ < doctype hinh public Aok 1
79.181.59. 205 |israel 147. 237.77. 216 |dover . i df . i | Ewitiréft?ti‘tﬁfntﬁu/tmii?ﬂ ILf‘ Access on B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock
95. 86. 83. 28 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ B ock
2.53.48.222 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.177.107.12  |israel 147. 237.72. 166 |aka. i df . i | m”;k\”;ig?f ?ne;;rn/g\!hgﬂﬁﬁm@a;& None 1
66. 249. 64. 12 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
197.7.221.178 |[Tunisia 147.237.77.216|dover . i df . il Adnin Bl ocki ng B ock
5. 28. 146. 243 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to ww i df.il/watch B ock
82. 205. 17. 75 glcisgii:;a” Territoyls 47 237.77. 216 |dover . i df . i | Unaut hori zed Method POST for 147.237. 77. 216/ B ock 1
66.249. 76.115 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
197.25.74.246 |Tunisia 147.237.77.216|dover . i df . i Unknown HTTP Request Method Wen in URL har poons, B ock 1
66. 249. 64. 45 I srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ ei t an/ t muna/ B ock 1
37. 46. 38. 187 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 1
84.108.27.119  [israel 147.237.76.42 |refuah.idf . Lag- 25076 421 1516 el rof uah. asp Bock |1
77.138.47.218 |France 147.237.72. 166 |aka. i df . i | m ;li(g“itdefd. iﬁ'}i‘; E?Liaézfz;\bt hod for Known LR on B ock 1
213.151.35.218 | srael 147.237.72. 166 |aka. i df . i | m”;':;rii ;ﬁ?lﬁ;h(r’fhzg r;oéener o aspx B ock 1
66.249.76.77  |israel 147. 237. 72. 166 |aka. i df . i | ﬂ?“tzg?r'?éefefﬁ :fgfjfa;; {11 es/ 3170283, pof Bl ock 1
85.64.173.91 | srael 147.237. 72. 166 |aka. i df . i | Paraneter Fead nly Molation in None 1

ww aka. i df . i | / mai n/ sachar/regi strati onw zard/ regi st er. aspx
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