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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 9
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.14 Canada 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 2
128. 208. 4. 99 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 2
176. 13. 250. 113 | srael 147.237.0.19 nadi matal .idf.il |DCSS- SSL- A ear Text drop 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
54.72.73.168 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
46. 4.116. 197 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 8
46.4.116. 197 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nirt 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
80.246.130. 84  |147.237. 77. 233l srael atal.idf.il 5
DDos attack
91.201.236.50 |147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
77.138. 65. 53 147. 237. 72. 166 |France aka.idf.il portscan: TCP O stributed Portscan 1
91.201.236.50 |147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -f -sS 1
91.201.236.50 [147.237.0.35 |kraine akavs. i df . i ET SCAN NVAP -sS wi ndow 1024 1
91.197.232.15 |147.237.77.121 gj;:tnim e navy.idf.il ET SCAN Potential SSH Scan 1
201.38.68.132 [147.237.77.61 |Bazil e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.197.232.15 |147. 237.76. 200 23::;'}0'1 eitan. aka idf.il ET SCAN Potential SSH Scan 1
. - ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
185.93.242.67 |147.237.8.28 |Poland e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
91.197.232.15 |147.237.76.34 23::;'}0'1 yohal an. i df . i ET SCAN Potential SSH Scan 1
177.99.218.218 [147.237.0.33 |Brazil idf.il ET SCAN NVAP -sS w ndow 3072 1
91.197.232.15 |147.237.0.15 ?éj::;’}m kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113. 74.58. 157  |147. 237. 76. 201 |Chi na e.atal.idf.il . 1
Potential Scan or Brute Force
91.193.74.175 |147.237.76.196|Gbral tar e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 [147.237.76. 177 |Wrai ne ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
36.77.52. 148 147. 237. 76. 44 |l ndonesi a e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.50 [147.237.0.35 |kraine akavs. i df . il ET SCAN NVAP -sS wi ndow 3072 1
91.197.232.15 |147.237.77.226 ?;Z:;;”im v chamat z. aka. i df .i1 [ET SCAN Potential SSH Scan 1
202. 155.58.28  |147. 237. 77. 235 |l ndonesi a sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.197.232.15 |147. 237.76. 202 gj::;”ion e halag.idf.il ET SCAN Potential SSH Scan 1
192, 223.72. 226 |147.237.72.166|Bolivia aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.197.232.15 |147.237.76. 199 gj;:tnim e. nakchal .idf il ET SCAN Potential SSH Scan 1
179. 43. 141. 228 |147.237.0.15 [Satzerland kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91.197.232.15 |147.237.0.16 23::;'}0'1 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
124. 107, 133. 189|147, 237. 76. 200 |Fi 1 i oo tan akaidh il ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons, 1
. . . . . . |1 | Nes el tan. aka. | . .
PP Potential Scan or Brute Force
91.193.74.175 |147.237.77.235|Gbral tar sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 64.187. 14  |147.237.77. 216 |I srael dover.idf.il ET SCAN NVAP -sA (2) 1
85.120.95. 119  |147.237. 76. 176 |Romani a test.ncore.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Action ‘Count
167.114. 17. 147 |Canada 147.237.77. 176 |natpash.idf.il |dr op SAMrul e drop 81
87.69. 79. 57 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 53
80.246.130.5  |israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdgitrsaé:“y wth different monitor |44
89. 139. 104. 246 || srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence md:fltvrsin;"r wth different moni tor (44
95.35.71. 65 I srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdgitrsaé:“y wth different monitor  [36
46.19. 85. 123 I srael 147.237.0.34 |[tikshw.idf.il |[Bad TCP sequence I'nval i d ACK nunber monitor |17
46. 19. 85. 34 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 14
46.19. 85. 34 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor (14
79.178.165.67 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence ﬂﬁtrs\;;ggﬂé‘gm monitor (13
46.19. 85. 123 I 'srael 147.237.0.34 [tikshwv.idf.il |Bad TCP sequence Inval i d ACK nunber alert 12
37.142.194. 240 |lsrael 147.237.77. 170 [maarachot . i of .i 1|Bl ock HTTP Non Conpl i ant Response out of state noni t or 12
85.130.220.81 |[lIsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 12
80. 246. 130. 84 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
46.19. 85. 224 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 9
46. 19. 86. 102 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46. 19. 85. 224 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
85. 130. 220. 81 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
85.130.220.81 |[lIsrael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 8
85.130.220.81 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 8
46.19. 86. 244 I srael 147.237.77. 176 [mtpash.idf .il |Bad TCP sequence I'nval i d ACK nunber alert 8
85.130.220.81 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 244 I 'srael 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
37.142.194. 240 |Israel 147.237.77. 170 |maarachot . i df .i1|Bad TCP sequence Invalid ACK nunber noni t or 7
85.130.220.81 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46. 19. 86. 102 I 'srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
2.53.30.137 | srael 147.237. 72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 86. 102 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
109. 67. 157. 153 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |6
80. 246.130.84 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 86 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 86. 102 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout alert 6
109. 253. 245. 140|1 srael 147.237.77. 243 |moti 1 e i 11 || €AM NG Engine: TCP nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
37.142.194. 240 |lsrael 147.237.77. 170 |mearachot . i of .il1|Bad TCP sequence noni t or 6
31.154.81.41  |israel 147.237.77. 243 |moti 1 e i or iy |27 €M NG Engine: TCP Invalid finvalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 86 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 102 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
80. 246. 137. 243 |l srael 147. 237. 72. 156 |anan.i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |6
46.19. 85. 224 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 224 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 55 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 199 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
79.178.165. 67 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 5
46.19.86.102  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtﬁ;ggﬂggm monitor |5
109. 65. 128. 46 | srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
37.76. 205. 68 g‘ilcisgii:;a” Territory.li47. 237. 77. 176 [rat pesh.i ot i1 |drop First packet ism't SWN drop 4
79.178.165. 67 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 244 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
2.55.131.131 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 4
46.120.129. 110 |Israel 147, 237.77. 243 |t 1 e, i o 11 | &M NG Bngine: TCP Invalid finvalid segnent retransmssi on drop 4

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site S gnature Action ‘Count

46. 19. 85. 106 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 82

109. 253. 223. 110|l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |43

2.55.20.77 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 15

37.142.194. 240 |lsrael 147.237.77. 170 [maar achot . i df . i | Mil tiple Aobnormal |y Long Request from 37.142. 194. 240 Bl ock 11

2.53.12. 109 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut hori zed URL Access from2.53.12. 109 Bock |[5

84.109.75.161 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3

79.178. 184. 140 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from79.178. 184. 140 B ock 3

109. 253. 207. 178|1 srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |[3

79.178.184. 140 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79. 178. 184. 140 B ock 3

79.178. 184. 140 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 79.178. 184. 140 B ock 3

79.178.184. 140 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from79.178.184.140 [Bock |3

176. 13. 250. 113 |l srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 3

79.178.184. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 79. 178. 184. 140 Bl ock 3

. . . Unaut hori zed URL Access to

2.53.12. 109 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 2

79.178.184.140 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Method from 79.178. 184. 140 B ock 2

79.178.184. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from79.178.184. 140 Bl ock 2

37.26.149.133 [Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 2

77.127.88. 26 I srael 147.237.77.234|hal ag. i df . il Uhaut hori zed URL Access to waw | ogi stics.atal.idf.il/sizel00x0/si p_storage |Bl ock 2

79.178.184. 140 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Illegal HITP \ersion from79.178. 184. 140 Bl ock 2

79.178.184. 140 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qode Character in URL B ock 2

37.26.146.216 |Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 1

- . Paraneter Read Qnly Molation in

141. 226. 161. 154/l sr ael 147.237.72. 166 |aka. i df . i | vwwn aka. i o . i |/ nai n/ sachar / f or got passwor d. asp None 1

79.178.184. 140 |lsrael 147.237.72. 166 |aka. i df . i | Ml formed URL eTgoasxe” B ock

79.177.222.57 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
NULL Character in Method

79.178.184.140 |[Israel 147.237.72. 166 [aka. i df . i | SBA[[#0]]] <[[#29]] é® &nm06—- &« [ [ #17] ], © MU&EL[ [ #22] ] €x &8O\ [ #15] ] |B ock 1
QUTT [#31]] - “"w [ [#14]] AS [#14] ] YA[[#26]] [ [#28]] . €] [#7]] 5*[[#3]]; f kosQx

71.6.167. 142 ;zh;:s: 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ robot s. t xt Bl ock 1

212.117. 128. 250| srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1

109. 66. 134. 88 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter answerid in waw aka.idf.il/sachar/l ogin/ None 1

79.178.184.140 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Qde Character in Header Val ue B ock 1

79.181.12.246 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er __VI ENSTATEENCRYPTED i n None |1
wn aka. i df . i1/ mai n/ sachar/ mai | box. aspx

77.139.173. 230 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/ishurindnai n/ B ock 1

60.217.192.136 |China 147.237.77. 216 |dover . i df . i | Unaut hori zed Met hod HEAD for 147.237.77.216/ B ock 1

] ] D stributed Whaut horized Method for Known URL on

148.251.13.51 |Germany |[147.237.72.166|aka.idf .il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1

79.178.184.140 |[Israel 147.237.72. 166 [aka. i df . i | Abnor mal |y Long Header Line request header nane B ock 1

89. 139. 104. 246 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1

H il o A[] "_-~ . i
79.178. 184. 140 |israel 147. 237.72. 166 |aka. i df . i | NULL Character in R j Uf[#12]] @[ [#27]] dy"-" 0z...|-£2T05] Bock |1
2: [ [#0] ] n€(
46.116. 51. 10 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response CGode B ock 1
Gooki e Tanpering on cooki e Logi n: Expect ed
khkhkkhkhkkhhkhkhhkhkhhkhhhhhhhhhkhhhkhhkhhhhhhhhhhhhkhhhkhhhhhhkdhhkhhkhhhhhhhhhkhkhkhhhkhhrd
2.53.141. 136 I 'srael 147.237.0.19 |nadimatal .idf.i| [rxx*x***x hserved None 1
khkhkkhhkkhhkhkhhhkhhkhhhhhhhhhkhhhkhhhhhhhhhhhhhhkhhhhhhhhhkdhhkhhkhhhhhhhhhkhkhhkhhkhkhhhd
79.178.184. 140 |[Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Mthod € [#6]]tT B ock 1
77.139. 200. 153 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to waw arman. i df.il/favicon.ico B ock 1
. . D stributed Unaut hori zed URL Access on

80. 246. 130. 5 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css Bl ock 1
. . D stributed Unaut hori zed LRL Access on

62.90. 94. 129 | srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ st yl e/ shared/ reset . css Bl ock !

37.142.194. 240 |lsrael 147.237.77. 170 |maar achot . i df . i | Abnornal |y Long Request query string B ock 1

i ww. chamat z. aka.

157. 55. 39. 122 g‘;tt:: 147.237.77. 226 df il Unaut hori zed URL Access to wwu chamat z. aka. i df . i | /404. aspx B ock 1

79.178.184. 140 |[Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod B ock 1
. ; D stributed Unaut hori zed URL Access on

95.35.71. 65 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css B ock !

. . S ULhtraceabl e Gonnection - Protocol violation

79.178.184. 140 |Israel 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1

77.138.80.38 France 147.237.72. 156 |anan. i df . i | D stributed Uhaut hori zed LRL Access on waw anan. i df .il/favicon.ico B ock 1

46.120.67.169 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wa aka. i df . il/1050- he/ pi ckcertificates. aspx  |Bl ock 1

79.178.184. 140 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Mal formed HTTP Header Line from 79.178. 184. 140 B ock 1
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