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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 9
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 82 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 35 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 29. 178. 14 Pol and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP dr op 1
129.97.74. 12 Canada 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Cer many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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69. 30. 221. 250 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Pernit 49
69. 30. 221. 250 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 14
178. 32. 203. 32 Pol and 147.237.77. 216 dover.idf.il C1000016: HTTP. adnministrator in LR Per nirt 8
69. 30. 221. 250 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Permit 2
69. 30. 221. 250 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nirt 2
69. 30. 221. 250 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000074: HTTP. najestic bot Per nirt 2
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|Top Attackers In |D|
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177.99. 218. 218 [147. 237. 76. 147 |Rrazi chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
177. 99. 218. 218 |147. 237. 76. 147 |Brazi chi nuch. aka. i df il ET SCAN NVAP -f -sS 1
121 12, 233 254 147 237 77. 179 |chi na o razi i il ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 60. 153. 178 |147. 237. 0. 16 RF;Z:::SO” ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.46  [147.237.76. 197 |Net her| ands e. hinush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
79.176.35.65  |147.237.77.170 ]I srael naar achot . i of .i ET SCAN NVAP -sA (2) 1
218.17.117.22 |147.237.0.15 |China kosher-kravi .idf il ET SCAN NVAP -sS wi ndow 1024 1
31.24.228.20 |147.237.77.235|Uni ted Ki ngdom |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 89.37.88  |147.237.72. 167 [Canada i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
202.155.58.28 |147.237.0.19 |Indonesia madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
177. 99. 218. 218 |147. 237. 76. 147 |Brazi chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 2048 1
139. 162. 13. 205 [147. 237. 76. 42 |9 ngapore refuah.idf.il SER\/ER APAO_E_ Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
109. 60. 153. 178 |147. 237. 0. 19 2;3::;’}0” nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
95. 181. 183. 108 |147. 237. 77. 216 RF‘;ZZ::I’]W dover.idf.il ET VBB SERVER PyQur| Suspi ci ous Wser Agent | nbound 1
93.174.93.46  [147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1
41.180. 9. 40 147.237.76.31 |South Arica nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
209.89.37.88 [147.237.72. 167 |Canada i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
209.89.37.88 |147.237.72. 167 [Canada i shurimaka.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
87.70.18. 136 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 85
03.184.12. 102 |AEStinan Termitoryl, po 537 77 216 |dover.idr. il dr op First packet isnt SWN drop 38
Qccupi ed
Sreaning Engine: TGP Invalid i i ssi
2.53.148.230 | srael 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. |y, 30
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.177. 162. 202 | srael 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 30
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 251 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 27
46.19. 85. 251 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Invalid AGK nunber aert 17
46.117. 245. 122 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 15
46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85. 27 I srael 147.237.77. 176 [matpash.idf.il  |Bad TCP sequence Invalid AGK nunber moni tor |11
46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 11
89. 237.101. 251 |France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
. ) SYNtAXK retransmt with )
89. 237.101. 251 |France 147.237.72. 166 |aka. i df il Bad TCP sequence di fferent w ndow scal e noni t or 9
80. 246. 133. 177 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SNretransmt wth different o,y o g
W ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
46.19. 85. 27 I'srael 147. 237. 77. 176 |t pash. i df . i | 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
93.172. 140. 117 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dropped.
46.19. 85. 27 I srael 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SW drop
79.176.140.21 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
80. 246.130.86 I srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt with different —pnivor |7
W ndow scal e
46. 19. 86. 133 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d AGK nunber moni tor |7
46. 19. 85. 27 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 7
79.183. 25. 204 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
2.53.131. 47 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
Sreaning Engine: TGP Invalid i i sSi
66.249.65.44  |uited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
89.237.101. 251 |France 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 6
93. 184. 12. 102 glcisgi'géa” Territory147. 237. 77. 176 |nat pash. icf. i1 |dr op Frst packet isn't SIN drop 5
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
87.69.79. 43 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
. . SYNtACK retransmt with .
2.53.131.47 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent wi ndow scal e monitor |5
77.126.12.31 I srael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SW drop
2.53.131. 47 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.116.45.226 I srael 147.237.77.243|mbileicf.il  |Bad TOP sequence SINWACK retransmt with monitor |4
different w ndow scal e
84.229. 8. 167 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop
141. 0. 15. 127 Nor way 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
95.35.140.143 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNACK retransmt wth monitor |3
different w ndow scal e
Sreaning Engine: TGP Invalid i i sSi
176.13.6. 63 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 3
Ret ransmi ssi on Packet dr opped.
5.28.180. 74 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 3
2.53.21.100 I srael 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
77.126.12. 31 I srael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor |3
5.102. 195. 24 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber moni tor |3
187. 159. 239. 203 |Mexi co 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
5.102.195.162 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i f .i | drop First packet isn't SWN drop 2
79.177.221.152 |lsrael 147.237.72. 166 |aka.idf il SYN At t ack noni t or 2
176. 13. 234. 128 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 2
188. 120. 154. 227|I srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
2.55.62.8 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.138.98.162 |France 147.237.72. 167 |i shurimaka.idf.i |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
Sreaning Engine: TAP Invalid i i ssi
87.69.225.31  |israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval id segnent retransmssion. |, . 2
Ret ransmi ssi on Packet dr opped.
84.108.73.3 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or
40. 85. 132. 92 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29. 84. 146 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock 547
46.19. 85. 14 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 8
2.53. 48. 229 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 6
5 29.84. 146 | srael 147 237.0. 19 madimatal Lidf.il I}c\rgrret er Type \_Aol aIl_on ct1 00$Cont ent A acetbl der 1%t xt Mobi | e in B ock 3
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
www. chamat z. aka. i d _ S
176. 13. 242. 232 |l srael 147.237.77. 226 £l Uhaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 2
109. 65. 14. 79 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None
77.138.164.24 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/main/smalinifag. aspx |B ock
. . Mil tiple Untraceabl e SS. Sessi ons from 139. 162. 13. 205 ( Pr ot ocol
139. 162. 13. 205 |9 ngapor e 147.237.76. 42 |refuah.idf.il viol ation (SSL GONN QLI ENT HELLO)) None 2
. . Unaut hori zed Met hod PCBT for
77.139.208. 184 |France 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ yohal any mai v mai n. asp B ock 1
46.120.147.79 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
157. 55. 39. 75 Lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/size220x0/ si p_st or age B ock 1
. . DO stributed Lhaut hori zed URL Access on
80.246. 133. 177 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed Met hod PCST for
77.138.108. 157 |France 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ chi nuchv ki al i/ def aul t . asp B ock 1
. . DO stributed Whaut hori zed URL Access on
5.102. 254. 6 | srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
104. 131.94. 218 |Uhited Sates |147.237.72. 156 [aman. i df . i | D stributed Lhaut hori zed URL Access on v aman. i df .il/favicon.ico |B ock 1
79.177.83.186 | srael 147.237.72. 166 |aka. i df . i | Illegal Byte (de Character in LR /mai i kapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 64. 12 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
87.68.30.31 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
77.138.164.24 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 77.138.164.24 |H ock 1
. . URL is Above Root Directory
37.26.147.213 |l srael 147.237.76.42 |refuah.idf.il ww refua. atal i df.i /.. /i nages/ shar ed nai | thi scl ose. png B ock 1
79.181.20.168 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 79. 181. 20. 168 B ock 1
www. chamat z. aka. i d [oistri i
66.249. 66.101 | srael 147.237.77.226|, . Distributed Lhauthorized UL Access on B ock 1
foil wwv chanat z. aka. i df . i 1/404. aspx
201. 141. 227. 204|Mexi co 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
87.71.53. 168 I srael 147. 237. 72. 156 |anman. i df . i | Lhaut hori zed URL Access to www anan. i df.il/favicon.ico B ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp B ock 1
. . . Unhaut hori zed URL Access to
114. 98. 244. 254 |Chi na 147.237.77. 176 (nat pash. i df . i | v cogat i df .|/ 1038- he/ i df g. aspx/ t r ackback/ Bl ock 1
79.181.20.168 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/miain/giyus B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ edi r yonan/ enl ar ge. asp B ock 1
93.172.222.35 [Israel 147.237.0.19 |madi matal .idf.il Mil tiple Untraceabl e SSL Sessions from93.172.222. 35 (Qpen Mde) [None 1
77.139.171.158 |France 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for Bl ock 1
wwn aka. i df . i |/ mai n/ snal i nd snal i m aspx
80.246.130.86 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
] . . Unhaut hori zed URL Access to
68.180. 228. 251 |United Sates [147.237.76. 31 |nakchal .idf.il wawe nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
93.172.222.35 |[Israel 147.237.0.19 |madi matal .idf.il SSL Lhtraceabl e Gonnection - Cpen Mde None 1
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