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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
168. 235. 207. 211 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 3
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il |network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 14 Canada 147.237. 72. 156 anan.idf.il |network flood | Pv4 | OWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |
88.198.230.79  |Ger many 147.237.0.34  [ti kshuv. i df . i[CL000074: HITP. najestic bot Per mit 4
88.198.230.79  |Ger many 147.237.77.216 |dover.idf.il |Cl000074: HTTP. najestic bot Per nit 2
88.198.230.79  |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nit 2
88.198.230.79  |Ger many 147.237.76.86 |navy.idf.il [CL000074: HTTP. najestic bot Per mit 2
88.198.230.79  |Ger many 147.237.77.74 |lawidf.il C1000074: HITP. maj estic bot Per nit 2
212.252.57.54  |Turkey 147.237.77.216 |dover.idf.il |Cl000016: HITP. administrator in UR Per nirt 1
212.252.57.54  |Turkey 147.237.77.216 |dover.idf.i| [ClL000018: HITP. access to adninistrator/index. php -> Qiarantine  |Rernit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

167.114. 17. 147 |147.237. 77. 216 |Canada dover.idf.il Tehila - Perl LWP with fake user agent 48
5. 255. 90. 133 147. 237. 76. 199 [Net her | ands e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185. 129. 148. 230|147. 237. 72. 14 |Latvia dover.idf.il(od) |ET SCAN NMAP -sS w ndow 1024 1
139. 162. 13. 205 [147.237.76.30 |S ngapore hi nush. i df . il SEWER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
109. 60. 153. 178 |147. 237. 76. 197 gzzi;'}m ehimsh.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
95.154.250.21 |147.237.77.235|Uni ted Ki ngdom |sviva.idf.il ET SCAN Potential SSH Scan 1
66.249. 64. 103 |147.237.77.170|W0ited Sates  |[maarachot.idf.il |ET SCAN NVAP -sA (2) 1
62.215.38.173 |147.237. 77. 233 |Kuwai t atal.idf.il ET SCAN NVAP -f -sS 1
54.205. 154. 137 [147.237.77.19 |[Whited Sates lavforumidf.il |ET SCAN NVAP -sS w ndow 3072 1
54, 205. 154. 137 (147.237.77.19 [UWited Sates lavforumidf.il |ET SCAN NVAP -f -sS 1
201.38.68.132 |[147.237.8.27 |Eazil e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
11267 77 0 147 237 7761 | na . coget. i df i1 ET SGAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
103.207.36.31 |147.237.8.45 |V etnam eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
79.180. 103. 222 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
62.215.38.173 [147.237. 77. 233 |Kuvai t atal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
58.218. 200. 137 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
54, 205. 154. 137 [147.237.77.19 |Wited Sates lavforumidf.il |ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

‘Count

Sreaning Engine: TCP

Inval i d segnent retransnission.

Action

2.53.148. 230 I srael 147.237. 77. 243 |nobil e.i f .i | . . drop 120
Inval id Retransm ssion Packet dr opped.
168. 235. 207. 211|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 86
S reanming Engi ne: TCP i i ssi
89.237.119. 248 |France 147.237.76. 200 |ei tan. aka. i of . i mng tgine. 1 Invalid segnent retransmssion. |g ., 84
I nval i d Retransmssi on Packet dr opped.
Macedoni a, the Forner s -
46. 217. 67. 65 Yugosl av Republ i ¢ of 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 48
reamng BEngi ne: T i i ssi
79.177. 162. 202 |Israel 147. 237, 77. 243 |roti 1 e o1 || @M NG Engine: TQP Invalid segnent retransmssion. |, 30
Inval i d Retransnission Packet dr opped.
5.102. 254. 6 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Inval i d AGK nunber noni tor |28
R SYN+ACXK retransmt with .
2.53.8.241 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent i ndow scal e noni tor |14
46.19. 86. 128 I srael 147.237.77. 176 |natpash.idf .i1 |Bad TCP sequence Inval i d ACK nunber noni tor |10
67.170.170.72 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
2.53.8.241 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
46.19. 86. 128 | srael 147.237.77. 176 |mat pash.i of .i 1 |dr op Frst packet isn't SN drop 8
5.102. 254. 6 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Inval id ACK nunber alert 8
46. 19. 85. 115 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 86. 128 I srael 147.237.77. 176 |natpash.idf .i1 |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 184 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber nonitor |6
reamng BEngi ne: T i i ssi
46.19.85.215  |israel 147.237.77. 243 ot e, i o1 |2 €3M NG Engine: TGP Invalid segnent retransmssion. |g ., 6
Inval i d Retransnission Packet dr opped.
46.19.86. 3 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6
S reanming Engine: TCP i i ssi
84.95.251.36  |israel 147.237. 77. 243 |nobi l e.i df . i1 mng tngihe. 7 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
46.19. 86. 184 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
176.13.12.115 |[Israel 147.237.77. 216 |dover.idf.il |SYN At ack noni t or 5
46. 19. 86. 246 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval id ACK nunber nonitor |5
46.19. 86. 191 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
37.142.199. 210 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |5
46. 19. 86. 191 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
87.69. 79. 43 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |5
176.13.231.99 |l srael 147.237.77. 176 |natpash.idf.i1 |SYN At t ack SYN -> SYN-ACK -> RST monitor |5
46.19. 85. 115 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 185 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |4
45.217.92.51 Mor occo 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber mnitor |4
185. 6. 19. 154 g";'cis;i'géa” Territory, 147.237.77. 216 |dover. i f il |drop First packet isn't SWN drop 4
2.53.8.241 | srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor 4
S reanming Engi ne: TCP i i ssi
79.176. 141. 179 |Israel 147. 237.76. 200 |ei tan. aka. i df . | mng tngihe. 7 Invalid segnent retransmssion. |, 4
Inval i d Retransnissi on Packet dropped.
45, 217.92. 51 Mor occo 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nval i d sequence nuniber alert 4
Sreamng Engi ne: TCP i i ssi
157.55.39.210 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . | mng Engine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i issi
65.55.210.69  |United Sates 147. 237. 76. 200 |ei tan. aka. i df .| mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
46. 19. 86. 246 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval id ACK nunber alert
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
S reamng Engi ne: TCP i i ssi
84.95.208.20  |israel 147. 237.72. 166 |aka i of . i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
2.53.8.241 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 3
77.138.97.87  |France 147.237.77.233|atal .idf.il  |Bad TOP sequence SWretransmt wth different | onior 3
w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
S reanming Engi ne: TCP i i ssi
84.95.208.20 | srael 147. 237, 77. 243 |nobil e.i df .i mng thgine. 1 Invalid segnent retransmssion. |g ., 3
Inval i d Retransnission Packet dr opped.
176.13. 234. 128 |Israel 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 3
168. 235. 207. 211|Wited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout |monitor |3
46.19. 85. 143 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
46.19. 85. 231 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni tor |3
2.53.8.241 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
S reanming Engi ne: TCP i i ssi
185.120.126.4  |Israel 147. 237.77. 243 |nobi l e. i f . i | mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
R SYN+ACK retransmt wth .
176. 13. 234. 128 |l srael 147. 237. 72. 166 |aka.i of .il Bad TCP sequence aifferant vi ndow scal @ nonitor |3
46. 19. 85. 143 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |3
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |[Site Sgnature Action ‘Count
. . . |Whaut hori zed URL Access to
5.102.242.175 |israel 147.237.0.19 |nadimatal .idf.il neci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 9
167. 114. 17. 147 |Canada 147.237.77. 216 |dover.idf . il Mil ti pl e Uhaut hori zed LRL Access from 167. 114. 17. 147 Bl ock 6
176.13.18.82 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 6
79. 182. 133. 250 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.8.204.12 |Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 3
87.69.117.42 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.53.153.98 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.139.108.87 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66. 102. 9. 24 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for aka.idf.il/mai n/ hore/ defaul t.aspx |B ock 1
. . Unknown Paraneter catlDin
109. 66. 132. 77 |Israel 147.237.72. 166 |aka. i df . i | wa aka. i df . i | / yohal an/ horre/ horre. asp None 1
79.180. 169. 128 |I srael 147.237.72. 167 |i shuri maka. i df . ijUntraceabl e SSL Sessi ons: Cpen Mde None 1
185. 6. 19. 154 (P;]Cis;i'géa” Territory. 1147 237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wawidf.il/ar/" Bl ock 1
84.95.251.36 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock
77.138.97.87 |France 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ favi con. i co B ock
. . . Mil tiple Uhtraceabl e SS. Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 | ngapor e 147.237.76.30 |hi nush.idf.il viol ation (SS. GON QLI ENT HELLO)) None 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 113 in
2.55.47.161 | srael 147.237.72.166 |aka. i df . i | wowv aka. i df . i | / nai 0/ sachar / paysl i ps. aspx None 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
139. 162. 13. 205 | ngapor e 147.237.76.30 |[hi nush.idf.il (SSL OO LI ENT HELLO) None 1
. . Uhknown Paranet er ct| 00$ct | 00%t xt Search in
80. 246. 137. 118 [l srael 147.237.72.166 |aka. i df . i | Wi aka. i o i |/ rai v i yus/ None 1
217.132.126. 60 |l srael 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
- . Unaut hori zed Met hod PCBT for
89.237.81.138 [Fance 147.237.72. 166 |aka. i df . i | wiww aka, i o i |/ mi 1V gi yus/ i nf or nat i on. aspx B ock 1
77.139. 173. 168 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwy aka. i df . il/nai n/ kapat z/ B ock 1
84.95.208.20 |[lIsrael 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
5.102. 254. 6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
109. 65.47.69  |[Israel 147.237.77. 170 |maar achot . i df . i | |Mil tiple Unauthorized URL Access from 109. 65. 47. 69 B ock 1
79. 176. 105. 203 [l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
- . Unhaut hori zed URL Access to
84.95.208.20 |[Israel 147.237.77.74 |lawidf.il v | aw i dff. i1/t enpl at es/ homepage! pi vi k. php B ock 1
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