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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 12
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 123. 125. 156 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 123. 125. 157 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
176. 67. 161. 245 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
141. 22. 213. 35 Cer many 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
109. 123. 125. 158 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
193.1.13.14 Irel and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
91. 224. 161. 69 Net her | ands 147.237.8. 14 e.orchot.idf.il [JLMPurple Gon Linmt Tcp drop 1
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 1
193. 227.170. 194 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
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|Top Attackers In IPS|
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91.224. 161. 69 |147.237.76. 42 |Netherlands refuah.idf.il ET SCAN Potential SSH Scan 2
91.224.161. 69 |147.237.72. 167 [Net her| ands i shurimaka.idf.il ET SCAN Potential SSH Scan 2
91.224.161. 69 |[147.237.8.46 |Netherlands e. chinuch.idf.il ET SCAN Potential SSH Scan 2
91.224.161. 69 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential SSH Scan 2
91.224.161. 69 |147.237. 76. 197 [Net her | ands e himush.idf.il ET SCAN Potential SSH Scan 2
91.224.161. 69 |[147.237.72. 217 |Net her| ands eidf.il ET SCAN Potential SSH Scan 2
91.224.161.69 |147.237.0.35 [Netherlands akaws. i df il ET SCAN Potential SSH Scan 2
91.224.161. 69 |147.237.76. 177 [Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |147.237.76.34 |Netherlands yohal an. i df .il ET SCAN Potential SSH Scan 1
91.224.161. 69 |147.237.76.30 |Netherlands hi nush. i df . i ET SCAN Potential SSH Scan 1
91.224.161. 69 |147.237. 77. 243 |Net her | ands nobi | e.idf il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.77. 176 |Net her| ands nat pash. i df .i | ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |147. 237. 76. 200 [Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
5 3 23 130 147 237 76,39 |USSian wobi e i tay. idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
91.224.161. 69 |147.237.76.86 |Netherlands navy. i df . il ET SCAN Potential SSH Scan 1
91.224.161. 69 |147.237.76.39 |[Netherlands nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
91.224.161. 69 |[147.237.76.31 |Netherlands nakchal . i df.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |147.237. 77. 205 |Net her | ands prisha idf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |[147.237.72. 166 |Net her| ands aka.idf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |[147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |[147.237.76. 201 |Net her| ands e.atal.idf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |147.237.0.19 |Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.224.161. 69 |[147.237.76. 199 |Net her| ands e. nakchal i df .i | ET SCAN Potential SSH Scan 1
45.55.6.174  |147.237.76.200|Wnited Sates  |eitan aka.idf.il SERVER APAGHE Apache nod_ss| non-SSL. connection to S8 port |,
deni al of service attenpt
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|Top Attackers In FW |

A tacker
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Attacker Address Country Target Address |Ste Signature Acti on ‘Count
82.145. 220. 37  |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
2.53.148.230  |Israel 147.237.77. 243 |rmbit e ior i1 | ©2MNG Engine: TGP Invalid invalid segnent retransmssi on. drop 30
Ret ransmi ssi on Packet dr opped.
79.177. 162. 202 |Israel 147237, 77, 243 obi e i or 1 |7 €M NG Engine: TCP Invalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
193. 227. 170. 194 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
188. 120. 154. 81 |israel 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid |invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
46.19. 86. 108 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 108 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 14
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 10
46.19. 85. 197 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id ACK nunber noni t or 10
84.109. 228. 174 |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.
46.19.85. 11 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
84.229.13.254 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
87.71.6. 166 I'srael 147. 237, 76. 200 |ei tan aka. i i1 | SN NG Engine: TP Invalid —invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
196. 100. 132. 57 |Kenya 147, 237. 76. 200 | tan. aka i i1 |2 €M NG Bgine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
79.177.100.94 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
2.53.188. 20 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
77.138.173.217 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 86. 69 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
100. 92. 113. 255 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 4
185. 3. 147. 68 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
77.138.114. 117 |France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
66. 249. 93. 137  |Europe 147.237.0.34 |tikshuv.idf.il D rect ory Traver sal directory traversal overflow noni t or 3
46. 19. 85. 164 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
176.13.246.14 |l srael 147. 237. 77. 216 |dover i df . Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | oitor |3
77.125.66. 197 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66.249.93.129  |Europe 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
37.26.149.179 |Israel 147.237.72. 156 |aman. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
66.249.93. 133  |Europe 147.237.0.34 |tikshwv.idf.il [Directory Traversal directory traversal overflow noni t or 3
46.19. 86. 167 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval id ACK nunber alert 3
188.120. 148. 75 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
84.108. 46. 29 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
77.125.66.197 |Israel 147.237.0.34 |tikshuv.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
109.253.192. 84 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Smwaae e reansm wehdifferent | onitor |2
46. 19. 86. 40 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber aert 2
77.125.66.197 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |2
109. 64. 82.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
85.64.230.174 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
66. 102. 8. 157 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 2
109. 253. 221. 188|l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
46. 19. 86. 40 | srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.134.172 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46.19.85.164  |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | onitor |2
5.102. 242. 58 I srael 147.237.0.19 |mdimatal.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
66. 102. 8. 155 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
2.53.15. 251 I srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
79.177.100. 94 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid sequence nunber noni t or 2
46. 19. 85. 188 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
66.249.93.135 |Europe 147.237.0.34 |[tikshuv.idf.il Drectory Traversal directory traversal overflow noni t or 2
176.13.246. 14  |Israel 147.237.77. 216 |dover. i df il SYN At t ack noni t or 2
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Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 195. 165]I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 119
87.68.16.75 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized Method for Known URL from 87.68. 16. 75 Bl ock 93
46.19.86.8 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 79
109. 253. 156. 239]I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 11
46. 19. 85. 243 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
85.64.28.57 |Israel 147.237.77. 243|mobi L e i df i1 |03 :‘T’O',lee? / t‘;‘eggrcyiiptl s/ <t chi | deocumert o/ 1071 Bl ock 2
79.182.118.81 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 2
77.138.194.135 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . i|/mai n/ gi yus/ pni ot . aspx Bl ock

66.249. 64. 105 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/appl e-app-site-association |B ock

176.24. 111. 208 zi;gegom 147.237.77. 216 |dover . i df . i | \;P:rwa?ztfri Fff&g_ g'r]‘;"t(jioc\’/';r‘ft;soss@”t ent Al acerbl der 15 xt Enai | in B ock 1
23.227.179.178 |lnited Sates |147.237.72.166aka.idf.il Illegal Byte Code Character in Header Name CLK €+9%[[#18]][[#25]]1%4  |B ock 1
84.110. 179. 206 |l srael 147.237.77.243|nobi l e.idf . il Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
68.180. 229. 223 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df.il/1115-ar/ dover. aspx Bl ock 1
46.19.85.3 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il /mai n/ hone/ def apx Bl ock 1
77.139. 123. 234 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for v aka.idf.il/mai n/hone/ defaul t.aspx  |B ock 1
66. 249. 64. 124  |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 124 Bl ock 1
23.227.179.178 |lnited Sates |147.237.72.166aka.idf.il Illegal Byte Gde Character in Header Val ue Bl ock 1
84.229.49.101 |israel 147.237.0.19 |nadimatal .idf.i n'“ha;“;]h:tr;f?(éf ﬁ‘/ ,saﬁ;reesdslatj(;x/up it crmket Gt ty, esix Bl ock 1
68.180.229.223 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1362- he/ dover. aspx Bl ock 1
79.178.252.215 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock 1
66.249. 64. 124 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/famly B ock 1
23.227.179.178 |Wnited Sates [147.237.72.166|aka.idf.il Ml formed HTTP Header Line 4 B ock 1
77.138.8.23 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/snalindsnalimaspx |[B ock 1
109. 253. 231. 129l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
2.53. 32. 206 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
66.249.93.135 |Israel 147.237.0.34 |tikshuv.idf.il |DOstributed LR.is Above Root Directory Bl ock 1
23.227.179.178 |Wited Sates |[147.237.72.166|aka.idf.il Mitiple Illegal Byte Qode Character in Header Val ue from23.227.179. 178 |B ock 1
77.138. 45. 57 France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw arman. i df.il/favicon.ico B ock 1
66. 249. 64. 12 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ enl arge. asp  |B ock 1
120.22.18.160 |Awstralia 147.237.72. 166 |aka. i df . i | m;:(g’it;d. iﬂa:;ihn‘;rrioznic; d'\efng?.;g;xmo‘m UL on Bl ock 1
5.22.134.241  |israel 147. 237. 72. 166 |aka. i df . i | MUJ@”;’J(“Q ipjfr_amt;. nr}téizslj S’ //gvg’r“”;‘r;kééis g;' HI/n@i n/giyus/ docld in None 1
84.109. 228. 174 |l srael 147.237.77.243|nobi l e.idf . il Uhaut hori zed LRL Access to nobile.idf.il/sip storage/files/ B ock 1
68.180. 228. 159 [United Sates |147.237.77. 176 |mat pash. i df . i | mwz;‘; b M /Oigé_oaefsgggff“aisgx Bl ock 1
45.55.6. 174 lhited Sates |147.237.76.200|eitan. aka.idf.il i‘siﬁogacﬁﬂf&?fifg - Protocol violation None 1
109. 64. 81. 97 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wan aka. i df . il /gius/ general Bl ock 1
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