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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
160. 80. 221. 37 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
176. 13. 239. 25 | srael 147.237.0.19 nadi matal .idf.il DCBS- SSL- A ear Text drop 2
141. 22.213. 35 CGer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
120. 132. 50. 135 Chi na 147.237.77.170 naar achot . i df.i | bl ock-sp-traf 1 forvard 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘Site |Sgnature Devi ce Action |Count
212. 47.229. 189 France 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per mit 2
188. 120. 154. 105 I srael 147.237.77. 216 dover.idf.il |3630: HITP. SQ Injection (Bool ean |dentity) Bl ock 1
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|Top Attackers In |D|

‘ Target Address
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Signature

221.7.36.78 147.237.0.35 |China akawvs. i df il ET SCAN Potential SSH Scan 1
142. 54. 191. 210 |147. 237. 72. 167 |Lhited Sates |ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
, . |ET SCAN Behavi oral UWusual Iy fast inbound Tel net Connecti ons,
112. 66. 58. 143 |147.237.76.38 |China eengitav.idf.il . 1
Potential Scan or Brute Force
36.72.228.72 |147.237.76.39 |[Indonesi a nobi l e. neitav.idf.i [ET SCAN NVAP -f -sS 1
142.54. 191. 210 |147. 237. 72. 167 |Lhited Sates |ishurimaka idf.il |ET SCAN NVAP -sS wi ndow 3072 1
) o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139. 162. 13. 205 [147.237.0.34 |S ngapore tikshuv.idf.il . . - 1
deni al of service attenpt
36.72.228.72 |147.237.76.39 |Indonesi a nobi l e. neitav.idf.i [ET SCAN NVAP -sS w ndow 2048 1
5.255.90.133  |147.237.76. 42 |Netherlands refuah. idf.il ET SCAN NVAP -sS wi ndow 1024 1
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v chanat z. aka. i df

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

di fferent w ndow scal e

84.111. 25. 48 I srael 147.237.77.226 | Ret 1 ansm ssi on Packet dr opped. drop 62
46. 19. 86. 82 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
46. 19. 85. 146 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
46.19.85.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
89. 138. 180. 139 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence nonitor |7
46. 19. 85. 146 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46.19. 86. 188 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 132 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
77.125.22.223  |israel 147. 237. 76. 200 |ei tan. aka.i of .| Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
109. 65.172. 30 |l srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or
2.55.181.138  |Israel 147.237.77. 243 |nobi le. i o . i1 Streamng Engi ne: TCP Invalid finvalid segnent retransnmission. |, o, 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 188 I srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber aert 6
89. 138. 180. 139 |[Israel 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 6
46.19.85.7 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 132 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
89. 138. 184. 23 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 5
46.116.74.178  |[israel 147.237.72. 166 |aka. i of .| Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |5
46. 19. 86. 188 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
89. 138. 184. 23 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 188 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.40.139.39 |Lebanon 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |4
46. 19. 86. 225 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46.19. 86. 167 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
213.57.178. 146 | srael 147.237.76. 200 |ei tan. aka. i df .i Streamng Engi ne: TCP Invalid |invalid segnent retransnmission. |, o, 4
Ret ransn ssi on Packet dr opped.
79.180. 158. 107 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
37.142.4.57 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 225 I 'srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 86. 225 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.116. 74. 178 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
109. 253. 150. 193|i srael 147.237.77. 243 |nobi L e. i o .i | Streamng Engine: TCP Inval id invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 95 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
89. 138. 180. 139 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
37.142.3.56 I srael 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST moni tor |3
89.138. 180. 139 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
174.218.136. 97 |Wnited Sates |147. 237. 77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST moni tor |3
37.26.148.207 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST moni tor |3
89.138. 180. 139 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout monitor |3
89. 138. 180. 139 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence nonitor |3
79.181.12.115 | srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 3
Ret r ansni ssi on Packet dropped.
89.138.181. 171 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 86. 95 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
93.104. 215. 125 |Ger many 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
89.138.181. 171 [Israel 147. 237. 77. 216 |dover i of .i Bad TCP sequence wﬁtrsjﬁgzl;gth moni tor |3
105. 194. 195. 228|EHgypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
68.180.228.58 |lited Sates [147. 237. 76. 200 |ei tan. aka i df .il Streaming Engi ne: TCP Invalid finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
85. 65.176.138 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST moni tor |2
79.178.239.13  [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence STNACK retransmt with monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.239.25 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 221
46.19. 86. 193 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
2.55.181. 138 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 11
109. 66. 115. 4 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 66. 115. 4 B ock 9
188. 120. 154. 105|1 sr ael 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut horized URL Access from 188. 120. 154. 105 B ock 6
109. 65. 9. 92 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
185. 120. 125. 115|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
77.138.214.190 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df. i/ main/giyus/ pniot. aspx B ock 2
79.177.197.83 [Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
87.68. 16. 75 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Met hod for Known URL from 87.68. 16. 75 B ock 2
77.125.31. 62 I srael 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
139.162. 13. 205 |Sngapore  [147.237.0.34 |tikshuv.idf.il %ﬁgﬁﬂfﬁfﬁ:f& - Protocal violation None 1
87.68. 16. 75 | srael 147.237.72. 166 |aka. i df . i | Unhaut hor i zed Met hod HEAD for wwy aka. i df.il/nai n/snalinisnali maspx |B ock

66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 8517- he/ at al . aspx B ock
2.53.173.110  [israel 147.237. 72. 166 |aka. i df . i | e l?ﬁggfiﬂgﬂ:&;ﬁ;}o‘b;ﬁll [ kepatzl[esiol2 Bl ock 1
77.125.31. 62 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/wp-1ogin. php B ock 1
46.116. 80. 45 I srael 147.237.77.216|dover.idf . il Dstributed Unauthorized URL Access on vwwuidf.il/https:/vnidf.il/ Bl ock 1
157.55.39. 133 |Uhited Sates [147.237.72. 156 |anan. i df . il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
89. 32. 122. 66 Sweden 147.237.72.167|i shuri maka. i df . i|PHP Attenpt B ock 1
66.249.66.56 I srael 147.237.0.34 |tikshuv.idf.il muttlhgr'ljve? dﬁ‘l ffg;’;lsatt:s/ cont act us/ Cont act s, aSpx Bl ock 1
2.55.139.93 I srael 147. 237.76. 147 |chi nuch. aka. i df . i|D stributed Whaut hori zed URL Access on waw chi nuch. aka. i df . i | /404. ht m |H ock

188. 120. 154. 105|l srael 147.237.77.216|dover. i df . il PHP At t enpt B ock 1
109.66.115.4  |Israel 147.237.72. 166 |aka. i df . i | Zjdrwar:;: ' ?f"‘?l /O;'a‘( n\f;i' ;fl';”m y'urr‘] /i yunor ocessauest | onnal . aspx None 1
66.249.65.24  [Israel 147.237.77. 216 |dover . i df .i | D e e e/t adover . aspx B ock 1
93.172.155. 144 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
68.180. 228. 238 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
212.116.164.29 |israel 147. 237.72. 156 |anan. i df . i | m”;gz;' izs;j_ m‘cgﬁgsls:/ f:gre/ doc. nur/ undef i ned Bl ock 1
2.55.179. 24 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. idf.il/main/ Bl ock 1
109. 67. 194. 215 |l srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wawidf.il/https: /wawidf.il/ B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Distributed Lhaut hori zed URL Access on 147.237.77. 233/ robot s. t xt B ock 1
185.120. 124.8 |Israel 147.237.77.216|dover . i df .i | Paraneter Type Mol ati on SearchText in wwidf.il/1065- he/ dover. aspx B ock 1
68.180. 229. 109 |[hited Sates [147.237.72. 156 |anan.idf .il Lhaut hori zed URL Access to vwwv aman. i df.il/robots. txt B ock 1
217.132. 103. 126l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
139.162.13.205 |Sngapore  [147.237.0.34 |tikshuv.idf.il ?msléﬂfwajczﬁ_ﬁqs‘;sg ons from139.162.13.205 (Protocol violation|y, o 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1245-he/ at al . aspx B ock
2.53.172. 214 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock

109. 65. 76. 251 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
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