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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 226 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Cer many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
139. 78. 141. 243 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
58. 242. 248. 5 Chi na 147.237.72.14 dover.idf.il (ol d) JLMPurple Con Limt_Tcp dr op 1
141. 22.213. 34 Cer many 147.237.72. 167 ishurimaka.idf.il |[network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | OWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
58. 242. 248. 5 Chi na 147.237. 76. 196 e.sviva.idf.il JLMPurple Gon Linit_Tcp drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113. 178 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
193.1.13.12 Irel and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

173. 234. 159. 250 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
84.94.96.211  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
58.242.248.5 147. 237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
58.242.248.5 147.237.0.34 |China tikshuv. i df.il ET SCAN Potential SSH Scan 1
217.69.133. 221 [147. 237. 72. 166 | XSS & akaidf.il VEB- Q3 redirect access 1
Federati on
5. 255. 90. 133 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
202.155.58.28 [147.237.0.15 |[Indonesia kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 228 |147.237. 76. 198 |Shi t zer| and e.yohal an.idf.il ET SCAN Potential SSH Scan 1
101 66.50 151 |147. 237, 77 235 |chi na sivaid il ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201.236.50 [147.237.76. 148 |Wkrai ne gqcenter. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 65. 106. 103  [147. 237. 72. 166 |l srael aka idf.il ET SCAN NVAP -sA (2) 1
66.249.69. 160 |147.237.77.170|Wited Sates n@ar achot . i of . i | ET SCAN NVAP -sA (2) 1
58.242.248.5 147.237.8.28 [China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 103 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
912 116.166. 10 |147. 237 77. 2331 57 ael atal il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
185. 129. 148. 230(147. 237. 77. 170 |Lat vi a naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 228 [147.237.0.200 |Swtzerland . i df i | ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.76. 148 |krai ne ggcenter. aka. i df il ET SCAN NVAP -sS w ndow 3072 1
85.93. 5. 68 147. 237.76. 31 g:;d%Nab nakchal . i df i ET SCAN Potential SSH Scan 1
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A tacker
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ki ngdom

77.126.58. 14 I srael 147.237. 77. 243 |nobil e.i df .i | Ret r ansm ssi on Packet dr opped. drop 30
176.13.16.44  [Israel 147.237.76.42 |refush.idf.il  |Bad TOP sequence mﬁﬁsr(::;ansm wehdifferent | oonitor |20
176. 13. 16. 44 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
176.13. 16. 44 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 18
87.69.52.104 | srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
46.19. 85. 192 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
159.220.74. 2 Eiqir:gegom 147.237.77. 216 |dover. i df . il drop SAMrule drop 10
46.19.85.73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 8
46.19.85.73 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber noni t or 8
2.53.133. 166 | srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46.19.85.73 | srael 147.237. 77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber alert 8
46.19.85.73 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19. 86. 148 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 6
87.69.52.104 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
79.180. 82. 5 I srael 147.237.77. 216 |dover.i df i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
2.55.12. 228 I srael 147.237. 77, 243 |mbile i i1 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
87.69.52.104  [Israel 147. 237. 77. 216 |dover i df .i Bad TCP sequence Vmﬁ;c: ;ansm't wehdifferent |opnitor |6
46. 19. 85. 255 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 255 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
79.179.52.219 | srael 147.237.72. 156 |anan. i of .i Bad TCP sequence mﬁsrczreansm wehdifferent |opnitor |5
46. 19. 85. 248 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or
79.179.52. 219 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
2.53.191. 86 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop
85.250.94. 128 | srael 147. 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid —invalid segnent retransmssi on drop 4
Ret ransni ssi on Packet dropped.
185. 26.180. 41  |Europe 147.237.77. 216 |dover . i df i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
176. 13. 16. 44 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
176.13.16.44  |Israel 147. 237.77. 216 |dover i df .i | Bad TCP sequence ﬁﬁsﬁl reansm't wthditterent | onitor |4
157.55.39. 106 |Wited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 4
Ret r ansmi ssi on Packet dropped.
192. 116. 175. 102|l srael 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
176. 13. 16. 44 I srael 147.237.77. 216 |dover i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout aert 4
2.53.191. 86 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
46. 19. 85. 255 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 3
46.19. 85. 248 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert 3
185.32.179. 138 [ srael 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 255 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
157.55.30.103  |United Sates |147.237. 77. 243|mobil e icr i1 | SN Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret ransni ssi on Packet dropped.
109. 66. 148. 244 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
176.13. 235. 130 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
176. 13. 16. 44 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
89.138.115. 191 |lIsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 2
141. 226. 217. 239]I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 86. 162 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 0. 124 I srael 147.237. 77. 216 |dover .i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
185.120. 124. 20 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 2
37.46.38. 118 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
109. 66. 148. 244 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 2
109. 186.88.56 | srael 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 2
Ret r ansmi ssi on Packet dr opped.
37.46.41. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
159. 220. 74. 2 Wni ted 147.237. 72. 166 |aka.i df .i | drop SAMrule drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

2.53.172.214 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 100

109. 66. 115. 4 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Wnaut horized Method for Known URL from 109. 66. 115. 4 B ock 4

46.19. 86. 62 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3

77.139.208.38  |France 147. 237.72. 166 |aka. i df . i | thaut hori zed Method PCST for = - Bl ock 3

ww aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugshi kul i m aspx

109. 253. 213. 204 ]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3

5.102. 242.102  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3

176.13.21.8 I srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 2

176.13. 7. 252 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2

85. 64.228.220 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Unaut hori zed Met hod PCBT for

77.138. 142. 46 France 147.237.72. 166 |aka. i df . i | waw aka. i df .i 1/ i v har edi i gener al . aspx B ock 1

217.69. 133. 221 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/redirects/ssl-redirect.htm |B ock 1
. . Unaut hori zed Met hod HEAD for

46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i df . i 1/br ot her s/ ski ral def aul t. asp Bl ock !

. . .|D stributed Waut hori zed URL Access on

176. 228.219. 58 |l srael 147.237.76. 147 chi nuch. aka. i df . 1] o o a1/ 404. ht m B ock 1

77.139.208.38 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.139. 208. 38 B ock 1
. . Unaut hori zed Met hod HEAD for

109. 66. 115. 4 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ i n/ gi yus/ m yun/ m yunl obby. aspx B ock 1
. . Unaut hori zed Met hod CPTIONS for

185.27.106.55 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !

2.55.12. 228 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code B ock 1

66. 249. 65. 51 I srael 147.237.77.216|dover . i df .i | Ml tiple Unaut horized URL Access from 66.249. 65. 51 Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n

188. 120. 154. 99 |l srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / i v sachar/ i | box. aspx None 1

84.109.102.53 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

66.249.65.51  |Israel 147. 237.77. 216 |dover . i df . i | thaut horj zed WRL Access to Bl ock 1

wwy i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/

213. 8. 204. 56 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 1
. . Paraneter Read Qnly Molation in

37.26.147.248 |Israel 147.237.72. 166 |aka. i df . i | vw aka i o i |/ nai 1V sachar /  egi strati onvi zar d regi st er. aspx None 1
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