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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 238 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
84.94. 75. 254 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 167 i shurimaka.idf.il{network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
37.26. 149. 185 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

46.227.67.158 |[147.237.8.28 |Sweden e.nobile-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
198.20.69. 74  |147.237.72. 167 |Whited Sates |ishurimaka.idf.il|ET DROP Dshi el d B ock Li sted Source 1
179. 43. 141. 228 |147. 237. 77. 176 |Sa t zer | and nat pash. i df . i | ET SCAN Potential SSH Scan 1
124, 123, 236. 46 |147. 237 7719 |india | o forumi i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.232.98.3 |147.237.77.61 |thited Sates |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104.232.98.3 |147.237.77.61 [lhited Sates |e.cogat.idf.il ET SCAN NVAP -f -sS 1
61.161.168. 27 |(147.237.77.61 [China e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 58 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
193. 201. 225. 73 [147. 237. 72. 167 |kr ai ne ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
133.208. 21. 66 |147. 237. 72. 167 |Japan ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
119 140.5. 184 |147. 237 8.27  |ni na o radi matal i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.232.98.3 |147.237.77.61 [lLhited Sates |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
93. 173. 122, 226 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
87.69.52.222 |Israel 147.237. 72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |37
87.69.52.222 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrs\;;ggz?&gth moni tor (32
2.53.148.230 |israel 147.237.77. 243 |nobi l e i df . Streaning Engi ne: TCP Invalid |invalid segnent retransmission. |, 30
Ret r ansni ssi on Packet dropped.
79.177. 162. 202 |i srael 147. 237. 77. 243 |nobil e.i df . i | Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |y 30
Ret r ansm ssi on Packet dropped.
217.132.110. 4 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 30
100. 92. 209. 145 147.237.77. 243 |nobile.idf.il dr op Frst packet isn't SN drop 18
46.19.85.168 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |10
217.132.110.4 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence nonitor |10
46.19. 85.168 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 10
46.19.85.128 [l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |7
46. 19. 85. 75 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber aert 6
100. 92. 209. 145 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 75 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 86. 148 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46.19.85.128 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
217.132.110.4 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
185. 24. 207. 118 || srael 147.237.77. 216 |dover.i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |5
217.132.110.4 |Israel 147.237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |5
84.229.10.5  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtﬁ;jﬁgﬂgth moni tor |5
77.138.106. 77 |France 147.237. 72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
217.132.110.4 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert
46.19.85.34  [Israel 147. 237.77. 226 ;’T”“Cha"atz' aka.1dl 1pad TCP sequence Inval i d ACK nurber moni tor |5
185. 3. 147. 209 |l srael 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 4
46. 120. 168. 248 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansm ssi on Packet dropped.
185. 120. 124. 13 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212.40.139. 39 |Lebanon 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
77.138.106.77 |France 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬂ;‘gﬁ;ﬁ;ggﬁ?&?th moni tor |3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19.85.168  [lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber aert 3
84.229.10.5 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |3
185. 3.147. 249 |Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
2.55.170. 30 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19.86.236 |[lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACGK nunber noni t or 3
185. 24. 207. 118 |I srael 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
46.19.85.168 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I nval i d ACK nunber nonitor |3
207. 46. 13. 66 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 3
2.53.4.49 I sr ael 147.237.72. 166 |aka. i df .| SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |3
77.138.106. 77 |France 147.237. 72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |3
5.22.134.207 |[lIsrael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
37.46.41.80 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
77.127.51.162 |l srael 147. 237. 77. 216 |dover . i df .i | dr op First packet isn't SN drop 2
2.53.62.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
85.64.126. 221 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
185. 20. 5. 157 k?int:gom 147.237.72. 166 |aka. i df .1 Bad TCP sequence ﬂﬁ;i\:;ggﬁ?&gm moni tor |2
46. 19. 86. 44 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
117.208.69.91 |[india 147.237.72. 167 i shrimaka iar.i1 || SAM NG Engine: TP Invalid Jinvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dropped.
100. 92. 209. 145 147.237.76.39 |nobile.neitav.idf.il |dr op First packet isn't SN drop
89. 138. 249. 166 || srael 147.237.72. 166 |aka. i df .| SYN Attack SYN -> SYN-ACK -> Ti meout alert
46. 19. 86. 62 I srael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 133. 147|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 47
2.53.132.131 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 39
109. 253. 135. 182|I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 29
87.71.112.18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
82.81.103.251 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
85. 65.149. 230 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 65. 149. 230 [Bl ock
. . Mul tiple Whaut horized Method for Known URL from
109. 67. 209. 227 |l srael 147.237.72. 166 |aka. i df . i | 109. 67. 209 297 Bl ock 4
. . Uhaut hori zed URL Access to
109. 67. 243. 124 |[Israel 147.237.77. 216 |dover . i df .i | v of i 1/ resourcel userf ol | owr esour cel cr eat ef B ock 4
84.108. 136. 139 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. ht m Bl ock 3
. . Uhaut hori zed Met hod CPTIONS for
109.67. 209. 227 |l srael 147.237.72. 166 aka. i df . i wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser B ock 2
46.121.197. 159 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
80. 246. 137. 206 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 64. 176. 178 |l srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock
66.102. 9. 3 Uited Sates |147.237.72. 166 |aka. idf.il Distributed Unauthorized Method for Known LRL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Uhaut hori zed URL Access to
185.32.179. 8 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df i | /'si p_storagel fi | es/ 8 63578, dociD B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il Mil tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 1
46.19. 86. 176 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
. . . Uhaut hori zed URL Access to
114.98. 244. 254 [Chi na 147.237.77. 176 [mat pash. i df . i | vaw cogat i df .1 1/894-ar/ cogat . asp/ t r ackback/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
. . . Uhaut hori zed Met hod PCST for
201. 137. 183. 138|Mexi co 147.237.72. 166 |aka. i df . i | vow aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
157.55.39.102 |Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
. . Unaut hori zed Met hod HEAD f or
85. 65. 149. 230 |[lIsrael 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ rai n/ gi yus/ ki osk/ ki osk. aspx B ock 1
WAW. ch z.aka.i
77.237.138. 202 |28¢h 147, 237, 77, 226 |V ChAMAL Z. AKAL T d | L AL Access to / B ock 1
Republ i ¢ foil
. . Uhaut hori zed URL Access to
213.57.154. 30 | sr ael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ shared/ cl i entscri pts/jquery/jquery-1.4.2.nmn.js B ock !
. . Uhaut hori zed URL Access to
84.111.242.94 |Israel 147.237.77. 216 [dover. i df . il v i df i 1/ 1133- 19478 he/ i df gdover . asp Bl ock 1
66. 102. 6. 140 Lhited Sates |147.237.72.166|aka.idf .il Lhaut hori zed Method PCST for aka.idf.il/main/ hone/ defaul t.aspx |B ock 1
176.13. 1. 46 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock
85. 64. 113. 49 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unauthorized URL Access from 85. 64. 113. 49 B ock
] . . D stributed Whaut horized Met hod for Known URL on
66.102.9.2 Uited Sates [147.237.72.166|aka.idf.il vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
185. 32.179. 8 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 185.32.179. 8 B ock 1
. . Uhaut hori zed URL Access to
5.22.134.207 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch-i con- pr econposed. png B ock !
. . . Uhaut hori zed URL Access to
85. 64. 113. 49 | srael 147.237.0.34 |tikshuv.idf.il vown i kshuv. i o . 1/t enpl at es/ news/ news. i n. aspx Bl ock 1
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