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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195.113. 161. 83 Czech Republi c 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
194. 29. 178. 13 Pol and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
165. 230. 49. 118 Lhited Sates 147.237.72. 156 aman.idf.il network flood | Pv4 | QWP drop 2
134.117. 226. 180 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 156 aman.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 111 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il [network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77. 233 atal.idf.il JLMPurple Con Limt_Tcp dr op 1
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77. 234 hal ag.idf.il JLMPurple Gon Linit_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

144.76. 8. 132 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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91.224.160. 106 |147.237. 72. 156 [Net her | ands aman.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76. 201 |Net her | ands e.ata.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237.0.200 [Netherlands . i df il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.0.34 [Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 72. 217 23::;'}0'1 eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.224.160. 106 |147.237. 76. 148 [Net her | ands gacenter. aka idf.il[ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237. 77. 212 |Net her| ands e. dover.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.86 |Netherlands navy. i df.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77. 179 [Net her| ands e nazi.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.72. 167 [Net her| ands ishurimaka.idf.il |JET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.121 |Net her| ands e navy.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.0.35 |[Netherlands akaws. i df .i | ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.0.19 [Netherlands nadimatal .idf.il |ET SCAN Potential SSH Scan 1
202.155.58.28 |147.237. 77. 234 |l ndonesi a hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.76. 199 [Net her | ands e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
14. 175. 224. 208 |147.237. 77. 212 |M et nam e.dover.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
193. 201. 225. 73 [147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 [147.237. 76. 196 |Net her | ands e svivaidf.il ET SCAN Potential SSH Scan 1
120. 194. 195. 134|147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
91.224.160. 106 |147.237.76. 176 [Net her| ands test.ncore.idf.il |ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237. 77. 233 |Net her| ands atal.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 76. 147 [Net her | ands chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77. 178 [Net her| ands e.matpash.idf.il [ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237. 72. 166 [Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 76. 202 [Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76. 200 [Net her | ands eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
84.108.238. 145 |[147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 1
202.155.58.28 [147.237.72. 217 |I ndonesi a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.76. 197 [Net her| ands e. hinush. i df . il ET SCAN Potential SSH Scan 1
193. 201. 225. 73 |147. 237. 72. 166 |Lkr ai ne akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

84.95.208.20 |[lIsrael 147. 237.76. 200 |ei tan. aka. i df . i T dro 63
Ret r ansni ssi on Packet dr opped. P
Sreanming Engine: TCP Invalid i i ssi
79.177. 162. 202 |I srael 147. 237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
82. 145. 211. 183 |Eur ope 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 25
Sreamng Engine: TCP Invalid i i ssi
109. 253. 194. 43 |1 srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. 4, 12
Ret r ansni ssi on Packet dr opped.
87.69. 79. 57 I srael 147. 237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
84.109. 202. 86 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
64.233. 173. 137 :‘g?’oF:C'f'c 147. 237. 77. 216 |dover. i df .i Orectory Traversal directory traversal overflow monitor |7
Sreaning Engine: TCP Invalid i i ssi
5.28.179.135 [Israel 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
37.26.147.222 |israel 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 159 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.178 |[Israel 147.237.76.31 |[nakcha.idf.il |[Bad TCP sequence Invalid ACK nunber aert 6
46.19.85.246  [Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber noni t or 6
46.19.85.178  [Israel 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid ' i ssi
66.249.76.62 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.106 [Israel 147. 237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
Sreaning Engine: TCP Invalid i i ssi
46.19.85. 9 I srael 147. 237. 77. 216 |dover . i of . i | 9 =g Inval i d segnent retransmssi on. drop 5
Ret r ansni ssi on Packet dr opped.
46.19.85.159  [Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber alert 5
5.22.134.104 |[Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
213.57.189. 77 |[lIsrael 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
87.69.36.150 |Israel 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
84. 108. 208. 203 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
. . SYNPAXK retransmit with different .
87.69. 36. 150 I srael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
64.233.173. 138 :’g?’o}:‘c'f'c 147. 237. 77. 216 |dover . i of .1 Directory Traversal directory traversal overflow monitor |4
87.69.36.150 |[Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
46.19.85.178  [Israel 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber alert
. . SYNPAXK retransmit with different .
87.69. 36. 150 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
46.19.85.178  [Israel 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
203.59.9.22  |Awstralia 147, 237. 76. 200 |ei tan. aka. i df . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
46.19.85.246  [Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber alert 4
5.28.179.135 |Israel 147.237.77. 216 |dover.idf . il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
213.57.55.130 |[lsrael 147. 237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 3
176. 13. 228. 63 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
64. 233. 173. 139 gg?’;ac'f'c 147.237. 77. 216 |dover i df .1 Directory Traversal directory traversal overflow monitor (3
46.117. 156. 212 (I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i Ssi
66.249.76.32 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |4, 3
Ret r ansni ssi on Packet dr opped.
46.120.99.94 [Israel 147. 237. 72. 156 |anan. i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
87.69.152.62 |[lIsrael 147.237.72. 167 |ishurimaka.iof .i [Bad TCP sequence Invalid ACK nunber aert 2
49. 34. 30. 56 I ndi a 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber noni t or 2
87.69. 152. 62 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 2
85. 64. 227. 167 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber aert 2
64. 233. 173. 139 :‘g?’oF:C'f'c 147. 237. 77. 216 |dover. i df .i drop Frst packet isn't SIN drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
5.22.134.193 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
5.102.242.178 |l srael 147.237.72. 166 [aka. i df. i | Bad TCP sequence Inval i d ACK nunber noni t or
64. 233. 173. 137 :’g?’o}:‘c'f'c 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 2
207.46.13. 157 |[lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
Sreaning BEngine: TCP Invalid i i ssi
46.120.50.77 |Israel 147. 237. 77. 243 |nobi l e.i df .| 9 =g Inval i d segnent retransmssi on. drop 2
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.190 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 99
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 96
109. 253. 133. 147|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 36
87.70.10.19 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 17
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 7
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il [Mil tiple Unauthorized LRL Access from 84. 95. 208. 20 B ock 7
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 5
46.19. 86. 118 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53.26. 153 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.28.179. 135 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
141. 226.218.56 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
79.179.51.189 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/nai n/ hone/ sachar B ock 2
109. 253. 193. 129l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
213. 8. 204. 56 I srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 2
49.34.30.56  |india 147. 237. 7. 216 [dover . i df . i | Praneer Type 2'n‘;’“dio‘\’/';rc_t;sogfa’”t ent M acetbl der 1Stxt Enai | in Bl ock 2
217.132. 103. 126 |1 srael 147.237.72.166|aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 2
188.120.132.9 [Israel 147.237. 77. 216 |dover . i df . i | ggiﬁ%ﬂiﬁ;ﬁﬁ'&f?‘msfzifzi&g&%? 132.9 (Protocol violation f o 1
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il PHP Attenpt Bl ock 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
89.35.105.213 |Romani a 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw anan. i df . i|/wor dpress/wp-1 ogi n. php B ock 1
46.19. 85. 18 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
188.120.132.9 [Israel 147. 237.77. 216 |dover . i df . i | (SSSLSE tégfﬁ_b;\spﬁngﬁli &;DET‘XE;'C&?\'SE; on None 1
66. 249. 64. 64 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka. i df.il/valtam B ock 1
204.79.180. 187 |lhited Sates |147.237.72.166|aka. i df.i | Lhaut hori zed Method PCST for waw aka. i df.il/ishurindmain/ B ock 1
66. 249. 65. 24 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ 1133- 22596- ar/ dover . aspx |B ock 1
84. 95. 208. 20 I srael 147.237.76.200|ei t an. aka. i df . i | |tnknown Paraneter tab in wan ei tan. aka.idf.il/938-he/eitan. aspx None 1
46.116.121. 165 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/ undefi ned B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1250- he/ at al . aspx B ock 1
89.35.105.213 [Romani a 147.237.72. 156 [aman. i df . i | Ostributed PHP Attenpt B ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1248- he/ at al . aspx B ock 1
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