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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
31. 168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 B azi 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
221.1.118.195 Chi na 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1
123. 59. 59. 52 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 1
221.1.118. 195 Chi na 147.237.77. 235 svivaidf.il Invalid TGP H ags drop 1
221.1.118.195 Chi na 147.237.77.121 e navy.idf.il Invalid TGP H ags drop 1
198. 82. 160. 238 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
221.1.118. 195 Chi na 147.237.77. 205 prisha.idf.il Invalid TGP H ags drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
221.1.118. 195 Chi na 147.237.77. 233 atal.idf.il Invalid TGP H ags drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
144.76. 8. 132 Ger many 147.237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per nit 3
87.68.16. 75 I srael 147.237. 72. 156 aman.idf.il |[3886: HITP. Qoss Ste Scripting in PCST Request B ock 2
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Attacker Address

Target Address

At acker

Signature

Gountry
87.68.16. 75 147. 237. 72. 156 |I srael aman.idf.il SERER APAO_E Apac.he mod_ss| non-SSL connection to SSL 8
port denial of service attenpt
87.68. 16. 75 147. 237. 72. 156 |I srael anan.idf.il SERVER- WEBAPP DELETE at t enpt 2
87. 68. 16. 75 147.237. 72. 156 |I srael anan. i df . i | GPL VB SERVER / et ¢/ passwd 2
218.24.171. 223 |147.237.76.31 |China nakchal . i df. il GPL SCAN nmap TCP 2
59.46.193. 114 |147.237.76.31 |China nakchal . i df. il G°PL SCAN nmap TCP 2
185. 110. 132. 201|147.237.8.28 |Wkraine e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201|147.237.0.19 |lkrai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
133.208.21. 66 |147.237. 77. 234 [Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
203. 235. 199. 167|147. 237. 0. 35 g?rea, Republic | v, idf i ET SCAN Potential SSH Scan 1
202.155.58.28 [147.237.77. 121 |I ndonesi a e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 147.237.76. 177 |Lited Sates ncore.idf.il ET DRCP Dshield B ock Listed Source 1
85.65.176. 195  [147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 170 |kr ai ne naar achot . i df . i | ET SCAN Potential SSH Scan 1
63.225.115.84 |147.237.0.16 |Lhited Sates ny- kosher - kravi . i df .i | ET SCAN Behavi oral }.husua] ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
185. 110. 132. 201|147. 237. 76. 147 |kr ai ne chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
61.178.42.242 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 34 |krai ne yohal an. i df .i | ET SCAN Potential SSH Scan 1
58.218. 200. 137 |[147.237.0.35 [China akavs. i df . i ET SCAN Potential SSH Scan 1
185. 110. 132. 201147. 237.0.33  |lkrai ne idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201|147.237.0. 16  |krai ne ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
133.208.21.66 |147.237.8.14 [Japan e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
203. 235. 199. 167|147. 237. 0. 17 g?rea, Republic |y kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
202.155.58.28 [147.237.8.46 [Indonesia e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.93. 5. 70 147. 237. 72. 167 g:;d%Nab i shuri maka. i df . i ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 77. 226 |krai ne vy chanat z. aka. i df il [ET SCAN Potential SSH Scan 1
66.249. 66. 238  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
185. 110. 132. 201|147. 237. 76. 176 |Wkrai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.178.42.242 |147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 44 |krai ne e.refuah.idf.il ET SCAN Potential SSH Scan 1
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Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Action

‘Count

46. 19. 86. 68 | srael 147.237.76.31 |nakchal .idf.il Ret r ansni ssi on Packet dr opped. drop 18
46. 19. 86. 66 | srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 16
46. 19. 86. 66 | srael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
87.71.47.231 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
81. 218. 195. 44 | srael 147.237. 72. 156 |anan. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 12
185.32.179. 138 |Israel 147.237.77. 243 |rwbi e i1y |/ €AM NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46.19.86.66 |Israel 147.237.77. 176 |mtpash.idf.il  |Bad TCP sequence Swace e reansm wehdifferent  opnitor |12
87.70.30.169  |israel 147. 237.77. 216 |dover i df .i | Bad TCP sequence mﬁﬁsg reans”“ wthdifferent | oonitor |10
100. 92. 217. 95 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 10
85. 164. 132. 227 |Nor way 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 10
87.70. 30. 169 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN ACK -> Ti neout noni t or 10
87.70. 30. 169 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout alert 9
78.73.129.54  |Sweden 147.237.77. 216 |dover. i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
66.249. 84.167 |lUited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 6
66.249.84.165 |United Sates |147.237.77.216|dover.idf.il  |drop g‘excéfsesf; SYN packet - RST |, 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
66.249.84.165 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 5
66. 249. 84. 165 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber aert 5
66. 249. 84. 165 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 66 | srael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 5
141. 226. 218.56 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
79.176. 10. 196 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
66.249.84.165 |Uhited Sates |147.237.77.216 [dover.idf.il Drectory Traversal directory traversa overflow monitor |4
66.249.84.166 |Lhited Sates |147.237.77.216 [dover.idf.il Drectory Traversal directory traversal overflow nonitor |4
85.64.227.167 | srael 147. 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid —finvalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dr opped.
199.30.24. 111 |Uited Sates |147.237. 76,200 |eitan aka ict i1 | @M NG Engine: TGP Invalid invalid segnent retransnissi on, drop 4
Ret ransni ssi on Packet dr opped.
109. 253. 193. 2 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
176.13.22.165 |Israel 147.237.77. 203 |rwbit e iy | AM NG Engine: TCP Invalid - finvalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
5.29.116. 151 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
84. 95. 208. 20 | srael 147. 237. 77. 216 |dover. i df .il dr op Frst packet isn't SN drop 3
109. 253. 198. 204 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
195. 154. 230. 187 |FR ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
2.53.153. 247 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
5. 29. 81. 196 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46. 19. 86. 105 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
5.102.242.241 |[Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber moni t or 2
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
87. 68. 59. 57 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 253. 198. 204 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 2
49. 34. 30. 56 I ndi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
5.102.195.141 |lsrael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invali d ACK nunber noni t or 2
37.130. 227. 133 Eiqint;gom 147. 237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
213.57.189.33 |israel 147.237.77. 243 |rwbi e i1y |/ €AM NG Engine: TGP Invalid - finvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dr opped.
156. 204. 167. 74 |Egypt 147.237.77. 216 |dover. i df .| Bad TOP sequence m};ﬁﬁsg reansm wthdifferent | ohior |2
46. 19. 85. 33 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
85.64.227.167 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
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84.95.208.20 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 79
109. 65. 120. 172 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 69
85. 64. 227. 167 |Israel 147.237.76. 200 |ei tan. aka. i df . i | m”terf;'nzzsaﬁf _Aflcfts;;fat o5/ honepage! honepage. aspx Bl ock 11
84.95.208.20 |[Israel 147. 237.77. 226 }MA:AI/ chamat z. aka. i d Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 7
87.68.16.75 I srael 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut hori zed URL Access from 87.68. 16. 75 B ock 6
87.69.119. 245 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 87.69.119.245 |B ock 4
5.102. 253. 235 |[lsrael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 4
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
87.68.16.75 I srael 147.237.72. 156 [aman. i df . i | Unaut hor i zed HTTP Met hod Bl ock 2
77.139. 202. 204 |France 147.237.72. 166 |aka. i df . i | m ;L:.“it;:ill";?r‘;ti ?L;;Z?Z/m hod for Known LR. on Bl ock 2
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Ml tiple Unauthori zed URL Access from 84.95. 208. 20 Bl ock
79.181. 105. 113 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
66.249.64.9 I srael 147.237.72.166|aka. i df . i | Distributed Unauthori zed URL Access on 147.237. 72. 166/ B ock
87.68.16.75  |Israel 147. 237. 72. 156 |[aman. i df . i | i‘&%mﬂ_&%‘fﬂg - Protocol vidlation None 1
84.95.208.20 |[lsrael 147.237.77.233|atal .idf . il PHP At t enpt B ock 1
79.181.216.85 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
89.138.107.11 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
66.249.76.31 |lIsrael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/appl e-app-site-association |B ock 1
37.26.147.160 |Israel 147.237. 72. 166 |aka. i df . i | LL'rigeasj ’ i%’;&g’?ﬁgﬂ;&;ﬁ;&&( f”a’j IV kapat 2/ resfi012 B ock 1
87.68.16. 75 I srael 147.237.72. 156 [aman. i df . i | Mitiple Illegal HITP \ersion from87.68. 16. 75 B ock
77.138.7.168 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df .il/nai n/kapat z/ B ock 1
204. 79. 180. 179 |United Sates [147. 237. 72. 166 |aka. i df . i | chaut nor dﬁf’?l'fen;]hﬁfk;'gz/f el £ aspe B ock 1
66.249. 64.43  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;;efﬁglsi sfgfzfa;g/ il es/ 1/ 70011, doc Bl ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal.idf.il/tenpl ates/ news/ pi w k. php B ock 1
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
89. 139. 218. 201 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 84. 167 |l srael 147.237.77. 216 |dover . i df . i | Dstributed URL is Above Root Directory B ock 1
46.19. 85. 18 | srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
207.46.13.30 |United Sates [147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.68. 16. 75 I srael 147.237.72. 156 |aman. i df . i | Uhknown HTTP Request Method TEST in URL www aman. idf .il/ Bl ock 1
66. 249. 64. 134 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/appl e-app-site-associ ation B ock 1
84.111. 180. 212 |Israel 147.237.72. 166 |aka. i df . i | mngk“;i':'}‘r'?ff;;r nf;;g?ﬁt;aggficggﬁgfcphsamar$Ct' 57in None 1
68.180.228.58 |Lhited Sates |147. 237.76. 200 |ei t an. aka. i df . i | afgit :gngid R Access to v eitan. aka.idf.i1/1093-7963-he/'N0 1 1
46.19. 86. 94 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
87.68.16.75 | srael 147.237.72. 156 [aman. i df . i | Mil ti pl e Unknown HTTP Request Method from 87. 68. 16. 75 Bl ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 1
79.179. 141. 178 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwuidf.il/watch B ock 1
212.179. 229. 29 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 64. 163 I srael 147.237.77. 243 nobi | e. i df . i | Lradthort zed R ff;fos\;/ta;pl - app-si {6 ass0ci at on Bock |1
84.95.208.20 |[lIsrael 147.237.76.86 |navy.idf.il PHP At enpt B ock 1
68. 180. 229. 223 |Lhited Sates |147.237.77.216|dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df.il/1397-en/ dover. aspx |B ock 1
114. 98. 244. 254 |Chi na 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 114. 98. 244. 254 B ock 1
54.161.51. 139 |Lhited Sates [147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
87.68.16.75  |Israel 147.237. 72. 156 laman. i df . i | C‘I’ Iotl ia‘:'iinult;;fféb)'\ﬁ_ﬁaﬁsjg‘i; )r om87.68.16.75 (Prot ocol None 1
87.69. 119. 245 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for www aka. i df .il/ B ock
66.249.76.31 |[Israel 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unauthorized URL Access from 66. 249. 76. 31 B ock 1
31.154.81.73 |Israel 147.237.76.42 |refuah.idf.il \;Pjrwa'::: o ;y;e_ i\Adfo_' ia‘lt /' fglgr'];%?ﬁ;ﬁlzxacem deriStxtLasthame in o oo 1
87.68.16.75 I srael 147.237.72. 156 |anan. i df . i | I1legal HITP \ersion HITH 9.8 Bl ock 1
77.127.57.60 |Israel 147. 237. 72. 156 |aman. i df . i | mugzg:]' izsfd. fﬁcgﬁggfz Zg’re/ doc.max/ unef ned Bl ock 1
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