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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 12
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
106. 38.241. 105  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 30
106. 38.241.105 |China 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 14
106. 38. 241. 105 Chi na 147.237.77.170 |maarachot.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Per it 12
106. 38.241. 105  |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nit 5
106. 38.241.105 |China 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 4
106. 38. 241. 105 Chi na 147.237.77.176 |nat pash.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per it 3
106. 38.241.105  |Chi na 147.237.72.156 |anan.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 2
106. 38.241.105  |China 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 1
151. 80. 31. 182 France 147.237.72.166 [aka.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address

Target Address

At acker
Gountry

‘S’te ‘Signature

. . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, Potenti al
189. 218. 88. 104 [147.237.8.45 |Mexico e.eitanidf.i
Scan or Brute Force
, .. |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnections, Potential
113. 85. 30. 23 147. 237. 76. 201 [Chi na eata.idf.il
Scan or Brute Force
_ ... |ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scé
185. 129. 148. 230(147. 237. 77. 243 |Latvia nobi | e.i df.il .
or Infection
, , . |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port deni al
106. 38. 241. 105 [147.237.0.34 |China tikshuv.idf i )
of service attenpt
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
109. 75. 78. 69 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |6 tan. aka i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
93.172. 147. 177 |israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dropped.
46.19.86. 71 I srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreaming Engine: TGP Invalid i i ssi
109. 66.18.49  |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46.19.86.234  |Israel 147.237.77. 226 | "}" chamatz.aka. 1df |pad TGP sequence Inval i d ACK number moni tor (3
46. 19. 86. 16 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 16 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.55.133.231 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.85.115  |[israel 147.237.77. 226 [ chanat z. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |2
Sreanming Engine: TP Invalid i i ssi
79.181.34.72  |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
31.154.45.114 |[Israel 147.237.77. 216 |dover.i df i SYN At ack SYN -> SYN-ACK -> RST noni t or 2
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 2
176.13.7.30 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46.19. 86. 194 I srael 147.237.77. 216 |dover.i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
188. 120. 154. 155|I srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.21 |Wited Sates |147.237.76. 198 |e. yohal an.idf. i Geo- | ocati on enf or cement gﬁ?;)'rggﬁ:nfn I nbound drop 1
84.111.41. 14 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
79.178.245.79 |[Israel 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.218.206.94 |lWited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 86. 71 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber aert 1
176.13.7.30 I srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 1
5.102. 195. 58 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
109. 253.222. 20 |Israel 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. ) SYNtAXK retransmit with .
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il Bad TCP sequence di fferent v ndow scal e noni t or 1
190. 238. 142. 45 |Peru 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
46.19.85.115  |Israel 147.237.77. 226 "‘:"‘IW chanatz. aka. 1df o af t ack SYN -> SYN-ACK -> RST monitor |1
168.1.128.51 Lhited Sates |147.237.77.179|e.mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
87.69.49.0 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
216. 218. 206. 106|Wnited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
46.19. 86. 71 I srael 147.237.77. 176 |nat pash.i of . i | Bad TCP sequence Invalid ACK nunber monitor |1
181.193.210. 94 |sta Rca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
139.162. 37. 147 |Uited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.95.208.20  |israel 147. 237.77. 216 |dover i df .1 | SQ Injection %nggi ection detected in LR oo |1
46.120.74.187 |l srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Russi an o
195. 62. 53. 168 Federati on 147.237. 76. 148 |gqcent er. aka. i df .i | drop drop 1
46.19.86.1 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
168. 1. 128. 52 Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
o SYN+ACXK retransnmit wth .
84. 95. 208. 20 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal & nonitor |1
. . SYNtAXK retransmit with .
181.193.210. 94 |Qsta Rca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |1
139. 162. 37. 147 |Wnited Sates |147.237.76. 196 |e. sviva.idf.il Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
. . SYN+tACXK retransmt wth .
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf i Bad TCP sequence qi fferent vi ndow scal e noni t or 1
74.82.47.20 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185.118.27.1 Lebanon 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
46.19. 86. 95 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 105 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.20 |Wited Sates |147.237.76. 198 |e. yohal an.idf. i Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
84.95.208.20  |Israel 147. 237.77. 216 |dover . i df . Command | nj ecti on command i nj ection detected in o p o [y
URL: ' repl ace
79.178.101. 173 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
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|Top Attackers In V\AF|

Devi ce

147.237. 77. 216/ 1133- 22086- he/ i df gdover . aspx

‘Attacker Qount ry Target Address |Site Sgnature Acti on ‘Count
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 135
176.13.13. 185 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 113
84.95.208.20 |Israel 147.237.77.216|dover.idf .l Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 94
87.70.59. 40 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 53
www. chamat z. aka. i d . .
84. 95. 208. 20 | srael 147.237.77. 226 fFil Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 18
84.95.208.20 |[lIsrael 147.237.77.216|dover . i df . i PHP At t enpt B ock 13
ww. chamat z. aka.id |
84. 95. 208. 20 | srael 147.237.77. 226 fil Dstributed PHP A tenpt B ock 10
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 8
. . . Uhaut hori zed URL Access to
176. 13. 231. 132 |I srael 147.237.77.243|nobi l e.i df . il nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 6
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 5
84.95.208.20 |Israel 147.237.76.200(ei tan. aka. i df.il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 4
84.95.208.20 |[Israel 147.237.77.234|hal ag. i df . i | Ml ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 4
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
79.178.54.179 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 B ock 3
79.181.17. 133 [israel 147.237.77. 216 |dover . i df . i | Paraneter Type Vol ation aspxerrorpath in B ock 2
wan i df.il/error. htm
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
66.102.9.30  |Wnited Sates 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method POST for B ock 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | PHP Attenpt B ock 1
84.95.208.20 |[lIsrael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
. . Uhaut hori zed URL Access to
66.249.65.52 |[lIsrael 147.237.77. 216 |dover.i df . il Wi o1/ vel | -know asset | i nks. j son B ock 1
wwwv. chamat z. aka. i d i
84.95.208.20 |Israel 147.237.77. 226, . Uhaut hori zed LR Access to o B ock 1
foil wan chamat z. aka. i df . il /tenpl at es/ honepage/ di v.item
82. 213. 15. 62 g‘ijcis;i';‘('ja“ Territory, 1447, 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wi i df .il/894-ar Bl ock 1
66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84.95.208.20 |Israel 147.237.72. 156 [aman. i df . i | Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 1
176. 13. 231. 132 |l srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 176. 13. 231. 132 B ock 1
66.249.66.24  |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
. . . . S Unhtraceabl e Gonnection - Protocol violation
106. 38. 241. 105 |Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66.249.64.41 |lsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p._st or age/ f | es/ 4/ 70004. doc Bl ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | tnauthori zed UR. Access to B ock 1
waw i df . i |/t enpl at es/ honepage/ pi w k. php
84.95.208.20 |Israel 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 1
] . . Paraneter Type M ol ati on PageNumin
68. 180. 228. 251 |Lhited Sates 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1117- he/ nakhal . aspx Bl ock 1
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
. . . Uhaut hori zed URL Access to
114. 98. 244. 254 |Chi na 147.237.72. 166 |aka. i df . i | wn aka, i o i1/ br ot her s/ r ackback/ Bl ock 1
66.249.65.26 [lIsrael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.117. 196. 230 [l srael 147.237.72. 166 [aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
84.95.208.20 |[lIsrael 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 1
-kosher-kravi .idf.i i
157.55.39. 106 |Wiited Sates 147.237.0.16 |V Wnautt hori zed LR Access o B ock 1
| vy ny- kosher -kravi . i df .il/robots. txt
66.249. 65,28  |Israel 147.237.77. 216 |dover . i df . i | tnaut hor zed URL Access t o Bl ock 1
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