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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
134.117. 226. 180 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP dr op 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
200. 19. 159. 35 Brazil 147.237.72. 156 anan. i df . il network flood | Pv4 | QWP dr op 2
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13.12 Irel and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
124. 205. 165. 167 Chi na 147.237.72. 166 aka.idf.il JLMPurple Gn Linit Htp dr op 1
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66.249. 69. 166 [147.237.77.170|lhited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 [147.237.0.16 [China ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14.188.53. 139 |147.237.72. 217 |M et nam eidf.il ) 1
Potential Scan or Brute Force
114. 218, 230. 97 |147. 237. 77. 234 |cni hal s i i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . I ha . . .
% Potential Scan or Brute Force
104.167.6.84 [147.237.0.15 |lnited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 207.36.84 [147.237.0.16 |Vietnam ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS w ndow 3072 1
66.249. 65.51  [147.237.77.216 |Wited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 1
46.227.67.158 |147.237.76. 196 |Sweden esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
_ N L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
14.121. 128. 224 |147. 237. 72. 167 |Chi na i shurimaka.idf.il ) 1
Potential Scan or Brute Force
_ L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
106. 38. 241. 105 |147. 237. 72. 166 |Chi na aka.idf.il ) . - 1
deni al of service attenpt
103. 207.36.84 [147.237.0.16 |Vietnam ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
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Sreaming Engine: TGP Invalid i i ssi
2.53.173.173  |israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
84.108.63.170 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 51 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.120. 201. 156 [l srael 147. 237. 77. 216 |dover. i df . i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2
2.55.182. 229 | srael 147.237.72.167 |ishurimaka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
72.9.148.10 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor 2
46. 19. 86. 2 | srael 147.237.77. 176 |nat pash. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 2
77.69.36.128 G eece 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Russi an . . . Geo-1 ocati on i nbound
195.62.53.168 |- \o o oo 147.237.76.202|e.halag.i df.il Geo-| ocati on enf or cenment enf or cement drop 1
79. 180. 33. 43 I srael 147. 237. 77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . . SYNPAXK retransmit with different .
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 1
216.218.206.78 |lhited Sates |147.237.8.27 |e.madimatal.idf.i|Geo-1 ocation enf or cenent gﬁ?olrggi:]fn I nbound drop 1
141. 226. 162. 131|l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
77.69. 36. 128 G eece 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or
. . SYNtAXK retransmit with different .
199. 7. 157. 85 Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 1
77.69. 36. 128 G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176. 13. 251. 111 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop
. . SYNPAXK retransmit with different .
77.69. 36. 128 QG eece 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 1
72.9.148.10 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
77.69. 36. 128 G eece 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
2.55.182. 229 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
184. 105. 247. 234|Wnited Sates  |147.237.8.28 |e.nobile-ks.idf.il[Geo-1 ocation enf or cenent Sﬁ?;ggi:}f” I nbound drop 1
77.126.50.248 |lsrael 147.237.77.234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> RST moni t or 1
213. 8. 204. 50 I srael 147. 237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.17 |Uhited Sates  |147.237.76. 147 |chinuch. aka. i df .i |1 |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
77.69. 36. 128 G eece 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 1
184. 105. 247. 234|thited Sates  |147.237.77.235|svivaidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
77.138. 155. 234 |France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
72.9.148.10 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
2.53.43.43 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
213.57. 156. 246 |l srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122.18 |lLhited Sates 147.237. 76. 147 |chinuch. aka. i df .i 1 |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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country Target Address |Site Sgnature Acti on ‘Count
79.178. 173. 153 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Waut hori zed URL Access from 79.178. 173. 153 B ock 10
87. 70. 59. 40 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
46.19.86.219 |[Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
66.249.65.51 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 51 B ock 2
84.95.208.20 |[lsrael 147. 237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to vww aman. i df.il/robots. txt B ock 1
) . . . Unaut hori zed URL Access to
147.255.56. 75 |Wited States [147.237.76. 147 |chi nuch. aka. i df .i | v chi nuch, aka, i df . | / vor dpr ess/ wp- 1 ogi n. php Bl ock 1
77.138.244.84 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCBT for ww aka. i df. i/ nai n/ kapat z/ B ock
85. 64. 181. 222 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Request Content Type from 85. 64. 181. 222 B ock 1
. . Unaut hori zed URL Access to
66.249.65.24  |Israel 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 11761~ he/ dover . aspx Bl ock 1
157.55.39.29 |lhited Sates [147.237.72.166|aka.idf.il Abnormal |y Long Request URL B ock
157.55.39. 210 |[thited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/main/haredi migeneral .aspx [None
79.178. 173. 153 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df.il/1086-23235-he/ dover. asp |B ock 1
. - . SS. Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66.249.65.51 |Israel 147.237.77. 216 |dover. i df . il vow i df i | /tenpl at es/ arti cl e/ yout be. cor i df SpoxL B ock 1
. wwv, chamat z. aka. i df .
207.46.13.106 |[Lhited Sates |147.237.77.226 | Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to www kosher-kravi.idf.il/default.aspx [B ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i df . i 1/brother s/ ski ral def aul t. asp Bl ock !
147.255.56. 75 |lhited Sates [147.237.76.147|chi nuch. aka.idf.i | PHP At t enpt B ock 1
68. 180. 228. 159 |Wnited Sates [147.237. 77. 176 |nat pash. i df . i | Paranet er Type Viol ati on Pagehum i n B ock 1
WA cogat . i df . i |/ 1927- he/ cogat . aspx
213.57.138. 116 |l srael 147.237.77.216|dover. i df . il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 1
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