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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
200. 19. 159. 34 Bazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 8
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 7
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 32. 84. 160 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 4
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 B azi 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
216. 48. 80. 12 Canada 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
160. 80. 221. 37 Italy 147.237. 72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 68 Swi tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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201.7.217. 235 147.237.72.156  |Razil anman. i df .| ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
128.127.0. 45 147. 237.76. 39 Italy nobi le.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 147.237.76.148 |Russian Federation |gocenter.aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 69. 160 147.237.77.170  [thited Sates naar achot . i df .i 1 ET SCAN NVAP -sA (2) 1
202. 155. 58. 28 147.237. 8. 46 I ndonesi a e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.127.0. 45 147. 237. 76. 39 Italy nobi | e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
128.127.0. 45 147. 237. 76. 39 Italy nobi | e.neitav.idf.il |ET SCAN NVAP -f -sS 1
84.93.84.77 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 1
202. 155. 58. 28 147.237.76.199 |l ndonesi a e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

109. 67.128. 132 |l srael 147.237.77. 243 |nobi le.idf . i1 Ret r ansni ssi on Packet dr opped. drop 30
46. 19. 86. 222 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 86. 222 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
172.58.201. 124 |lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
71.236.178. 153 |Whited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.9.151. 22 Cer many 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
46. 19. 85. 240 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d AGK nunber noni t or 2
217.132.108. 84 |lsrael 147.237.77. 170 |naar achot . i of . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 218. 12 |l srael 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
77.138.43.160 |France 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
184. 105. 247. 227|Whited Sates 147.237.8.24 |e.lifestyle.idf.|Geo-1 ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
77.237.138.202 [Czech Republic |147.237.77.235|svivaidf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
141.212.122. 17 |lhited Sates 147.237.0.35 |akaws.idf.il dr op drop 1
184. 105. 247. 244|lhited Sates 147.237.76. 200 |ei tan. aka. i df . i I|{SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
87.70. 30.199 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
216. 218. 206. 82 |Whited Sates 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.18 |lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
74.82.47.28 Lhited Sates 147.237.76. 176 |test. ncore.idf .i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
195. 62. 53. 168 gj:::ﬂ on 147. 237. 76. 198 |e. yohal an.i df . i I|Geo- | ocat i on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
172.58.184.133 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
77.138.43.160 |France 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber aert 1
195. 62. 53. 168 :32::3 on 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
195. 62. 53. 168 :Z;;:Inl on 147.237.77. 234 |ha ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
120.132.84.59 |China 147. 237. 76. 199 |e. nakchal . i df . i1|Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
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84.229.65.96 |lsrael 147.237.0.19 |nadimatal .idf.il Suspi ¢i ous Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 109 [l srael 147.237.72. 166 [aka. i df . i | v aka, i df i1/ . vel | - known/ asset | i nks. | son Bl ock 1
66.249.76.70 |l srael 147. 237. 72. 156 |anan. i df . i | tnaut hor zed LR Access to . . B ock 1
wan aman. i df . i | /. wel | - known/ appl e- app- si t e- associ ati on
. . Unaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp Bl ock 1
109. 253. 218. 12 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ atal . aspx |B ock 1
66.249.66.23 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |B ock 1
73.5.123.25 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for www aka.idf.il/ishurind B ock 1
66.249.64.15 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Unaut hori zed Met hod HEAD f or
136.243. 67. 234 |Ger nany 147.237.72. 166 [aka. i df . i | ww aka. i df . i 1/brot hers/ ski ral def aul t . asp Bl ock !
66.249.66.29 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1242-he/ atal . aspx |B ock
77.237.138. 202 |Czech Republ i c |147.237.77.235|sviva. i df . il Unaut hori zed Met hod HEAD for / B ock 1
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 64. 105 B ock 1
) www. chamat z. aka. i df ) o
157.55.39.122 |Whited Sates |147.237.77.226 i Uhaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx B ock 1
66.249.76.30 |[Israel 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut horized URL Access from 66.249. 76. 30 Bl ock 1
84.95.208.20 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/defaul t.aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 105 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df i1/ . vel | - known appl e- app-i  e- associ at i on B ock 1
. . . Uhaut hori zed URL Access to
66.249.76.30 |[lsrael 147.237.77.243|nobi | e.i df . i | nobi €. i df i 1/ appl e app-si t e- associ ati on Bl ock 1
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